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Dear Reader,

Thank you for choosing CWTS: Certified Wireless Technology Specialist Official Study
Guide, Second Edition. This book is part of a family of premium-quality Sybex books, all
of which are written by outstanding authors who combine practical experience with a gift
for teaching.

Sybex was founded in 1976. More than 30 years later, we’re still committed to producing
consistently exceptional books. With each of our titles, we’re working hard to set a new
standard for the industry. From the paper we print on to the authors we work with, our
goal is to bring you the best books available.

I hope you see all that reflected in these pages. I'd be very interested to hear your com-
ments and get your feedback on how we’re doing. Feel free to let me know what you think
about this or any other Sybex book by sending me an email at nedde@wiley.com. If you
think you’ve found a technical error in this book, please visit http://sybex. custhelp.com.
Customer feedback is critical to our efforts at Sybex.

Best regards,

Q\) <
Neil Edde
Vice President and Publisher

Sybex, an Imprint of Wiley
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Foreword

One of the most popular questions that we get through our Forums, customer service
email, Twitter account, and phone system is this: “Where do I start in Wi-Fi?” Great ques-
tion, indeed. So what’s the answer? It depends.

It depends on where you are. If the whole subject of Wi-Fi or WLAN or 802.11 is just
plain foreign to you, you should start right here: CWTS. We created the CWTS certifica-
tion for you and people like you. The audience for the CWTS study materials and exam
continues to grow, but the groups that make up the audience remain very constant. There
are three main groups of people who are actively seeking their CWTS certification: IT Sales
Professionals, IT Project Managers, and brand new IT Professionals. Yes, there are people
with other titles that don’t fall into these buckets, but 80-90% of the CWTS audience falls
into one of these three groups. Why? Another good question.

One of the reasons many people never try anything new is fear of the unknown. Even
ten years into its life, Wi-Fi is still basically unknown in the IT world. Yes, everyone
knows about Wi-Fi, but very few really know Wi-Fi in all its intricate detail. Do you
doubt that? Next time you’re in the presence of a CWNE or CCIE-Wireless, ask them
this question: “What percentage of network engineers really knows Wi-Fi?” The answer
will be somewhere south of 50% and more likely lower. Think about that: after 10+
years on the market, astounding market segment growth every one of those years, and
near ubiquity in homes and small businesses, your average mainstream network engineer
doesn’t know Wi-Fi.

So why is that? From our perspective, it’s partly that “fear of the unknown” thing, and
also the incredible fallacy that Wi-Fi is easy, plug-n-play, anyone can do it, etc. That fallacy
was born from the fact that Wi-Fi got its initial growth and market acceptance in the home.
You can still get a really good 802.11n home router for less than $100, and have it set up to
connect all your household Wi-Fi devices in a few minutes. That is the perception that most
IT folks take into their job, and that’s what gets them into a lot of trouble.

So this book, and the CWTS certification, serves as one early stepping stone to over-
coming the falsehood that, just because you set up your home Wi-Fi network in less than
an hour, you can run a mission-critical enterprise Wi-Fi network with no new training or
knowledge. This book will enable you, as a fledgling network engineer, project manager, or
sales professional, to “get it,” meaning you will get the basics of Wi-Fi, RF behavior, and
why a home Wi-Fi network is ever so much simpler than an enterprise Wi-Fi network.

Armed with this knowledge, you can “talk the talk,” so to speak, when it comes to
implementing Wi-Fi. No longer will your Wi-Fi SEs talk over your head or feed you a line
of bull just to see if you know what you’re talking about. When you understand the funda-
mentals of Wi-Fi, you are ready to jump with both feet into the amazing world of 802.11
communications. This is your starting point, your first step, your headlong adventure into
something new that you need no longer fear.
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Wi-Fi is here. Wi-Fi is everywhere. Wi-Fi is no longer a technology we wish we had
everywhere all the time. Wi-Fi is everywhere all the time. Unfortunately, sometimes that
Wi-Fi service stinks. Why? Why doesn’t it work? Why is it so hard to provide Wi-Fi to your
customers, guests, employees? Well, you’re about to find out that Wi-Fi is not that difficult.
It’s just that different.

But we must warn you: Wi-Fi is cool. I mean it’s way cool. So be careful here. If you’re
not ready to dive into a technology that may transform your spare time, learning capacity,
and maybe even your career, you may not want to read any further.

Never be afraid to try something new. Remember, amateurs built the ark,
professionals built the Titanic. — Unknown

—Kevin Sandlin
CWNP Co-Founder & CEO



Introduction

This book is intended to provide an introduction to the exciting and emerging world of
IEEE 802.11 wireless LAN technology. This technology continues to expand at a phenom-
enal pace, with constant improvements in speed, performance, reliability, and security.
Reading this book will teach you the fundamentals of IEEE 802.11 standards-based wire-
less technology, giving you an overview of the hardware and software components, radio
frequency communication principals, terminology overview, and support and maintenance
associated with wireless LAN technology, commonly referred to as Wi-Fi™,

In addition to providing an overview of the technology, this book will help you
prepare for the Certified Wireless Technology Specialist (CWTS) certification exam avail-
able from the Certified Wireless Network Professional (CWNP) program. CWTS is an
entry-level enterprise wireless LAN certification, and is recommended as preparation for
the Certified Wireless Network Administrator (CWNA) certification. This certification is
geared specifically toward wireless local area network (WLAN) support staff, sales and
marketing personnel, or anyone who wants to become more familiar with the enterprise
WLAN industry.

Not only will this book help you prepare for the CWTS Certification exam, it will give
you the fundamental knowledge, tools, and terminology to more effectively sell and sup-
port enterprise [IEEE 802.11 WLAN technologies. The main goal of this book is for you to
learn “what it is,” not “how it works.” The “how” part comes later, in other CWNP Study
Guides and instructor-led courses. After reading this book and completing all the avail-
able practice exam tools included, you will have the knowledge needed to take the CWTS
certification exam.

For more information about the CWTS and other vendor-neutral wireless LAN
certifications from the CWNP program, visit www.cwnp . com.

About CWNP®

CWNP is the abbreviation for Certified Wireless Network Professional and is the industry
standard for vendor-neutral, enterprise wireless LAN certifications. The CWNP program
develops courseware and certification exams for IEEE 802.11 WLAN technologies in the
computer networking industry.

CWNP offers several levels of enterprise WLAN certifications, from novice to expert.
The goal of CWNP is to provide educational resources and certifications that are recog-
nized worldwide to information technology (IT) and sales professionals in the field of IEEE
802.11 wireless networking technology. By acquiring this knowledge, these professionals
will be able to enter any business and sell, design, install, manage, and support a wireless
LAN infrastructure regardless of which manufacturer’s solution is used.

In addition to CWTS, there are five other wireless certifications currently offered from
CWNP:

CWNA: Certified Wireless Network Administrator The CWNA (Certified Wireless
Network Administrator) certification is the foundation-level enterprise wireless LAN
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certification for the CWNP program. The CWNA certification will validate one’s skills to
successfully administer enterprise-class wireless LANs. Passing the CWNA exam will also
earn the base certification toward the more advanced CWNP certifications. The CWNA
exam measures one’s ability to understand all of the features and functions of IEEE 802.11
WLAN technology. Passing the PW0-105 certification exam will satisfy the requirement to
become CWNA certified.

CWSP: Certified Wireless Security Professional The CWSP (Certified Wireless Security
Professional) certification is one of the advanced-level WLAN certifications offered by
the CWNP program. Acquiring this certification will prove one’s ability to successfully
apply the most up-to-date IEEE 802.11 WLAN security solutions to an organization’s
IEEE 802.11 wireless network. This certification will ensure that the successful candi-
date understands the security weaknesses inherent in IEEE 802.11 WLAN:S, the solutions
available to address those weaknesses, and the steps necessary to implement a secure

and manageable WLAN in an enterprise environment. Successfully passing two exams is
required to become CWSP certified:

= Exam PWO0-105 - Certified Wireless Network Administrator
= Exam PWO0-204 — Certified Wireless Security Professional

CWDP: Certified Wireless Design Professional The CWDP (Certified Wireless Design
Professional) certification is a professional-level career certification for those in wire-

less computer networking who have already obtained the CWNA certification and have

a thorough understanding of RF technologies and applications of 802.11 networks. This
certification prepares WLAN professionals to properly design an IEEE 802.11 WLAN
for various environments and for optimal performance. Successfully passing two exams is
required to become CWDP certified:

= Exam PWO0-105 — Certified Wireless Network Administrator
= Exam PWO0-250 — Certified Wireless Design Professional

CWAP: Certified Wireless Analysis Professional The CWAP (Certified Wireless Analysis
Professional) certification is a professional-level career certification for those in wireless
computer networking who have already obtained the CWNA certification and have a
thorough understanding of RF technologies and applications of 802.11 wireless networks.
This certification provides an in-depth look at 802.11 operations and prepares WLAN
professionals to be able to perform, interpret, and understand wireless packet and spectrum
analysis. You must successfully pass two exams to become CWAP certified:

= Exam PWO0-105 — Certified Wireless Network Administrator
= Exam PWO0-270 - Certified Wireless Analysis Professional

CWNE: Certified Wireless Network Expert The CWNE (Certified Wireless Network
Expert) credential is the highest certification offered by the CWNP program. By
successfully completing the CWNE requirements, you will have demonstrated that you
have the most advanced skills available in today’s IEEE 802.11 WLAN market. The
CWNE certification ensures that you have mastered all relevant skills to administer, install,
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configure, troubleshoot, and design wireless network systems. Protocol analysis, intrusion
detection and prevention, performance and QoS analysis, spectrum analysis and man-
agement, and advanced design are some of the areas of expertise you will need to know.
Successfully passing four exams is required to become CWNE certified:

= Exam PWO0-105 - Certified Wireless Network Administrator
= Exam PWO0-204 - Certified Wireless Security Professional
= Exam PWO0-250 — Certified Wireless Design Professional
= Exam PWO0-270 - Certified Wireless Analysis Professional
The following criteria must also be met:
= Three years of documented enterprise Wi-Fi implementation experience
= Three professional endorsements
= Two other current, valid professional networking certifications

= Documentation of three enterprise Wi-Fi projects in which you participated or led
in the form of 500 word essays

= Re-certification every three years by passing the most current version of either the

CWSP, CWAP, or CWDP exam

For additional information on the details required for CWNE certifica-
TE tion, visit www.cwnp.com.

CWNT: Certified Wireless Network Trainer Certified Wireless Network Trainers
(CWNT) are qualified instructors certified by the CWNP program to deliver CWNP train-
ing courses to IT professionals. CWNTs are technical and instructional experts in wire-
less technologies, products, and solutions. CWNP Training Partners are required to use
CWNTs when delivering training using Official CWNP Courseware.

Keep in mind that the certification exam numbers listed in this book

ITE are as of this writing. When CWNP updates an exam, the exam refer-
ence number will change. For the most current information regarding
all certifications and exams, visit www.cwnp.com.

CWNP Learning Resources

There are a variety of resources available from CWNP to help learn vendor-neutral wireless
LAN technology. Listed are some of these resources:

= Self-study materials

= Official study guides from Sybex

= Online practice exams from www.cwnp . com
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= Instructor-led classroom training

= Online live training

= Computer-based training (CBT)

= CWNP website

= CWNP forums

=  CWNP blog

= CWNP learning center, offering 1,000+ white papers

How to Become a CWTS

To become a CWTS, you must complete the following two steps:

= Agree that you have read and will abide by the terms and conditions of the CWNP
confidentiality agreement.

= Pass the CWTS PWO0-071 certification exam.

)’ A copy of the CWNP confidentiality agreement can be found online at
AdTE the CWNP website.

When you take the CWTS certification exam, you will be required to accept the confi-
dentiality agreement before you can continue to complete the exam. After you have agreed,
you will be able to continue with the exam. When you pass the exam with a score of 70
percent or higher, you will have met the requirements to become CWTS certified.

The information for the CWTS exam is as follows:

= Exam name: Certified Wireless Technology Specialist

= Exam number: PW0-071

«  Cost: $125.00 (USD)

= Duration: 90 minutes

= Questions: 60

= Question types: Multiple choice/multiple answer

= Passing score: 70 percent

= Available languages: English

= Renewal: None—lifetime certification. Recommended prior to CWNA.

= Availability: Register at Pearson VUE (waww.vue.com/cwnp)

When you schedule the exam, you will receive instructions regarding appointment
and cancellation procedures, ID requirements, and information about the testing center
location. In addition, you will receive a registration and payment confirmation e-mail.
Exams can be scheduled weeks in advance or, in some cases, even as late as the same day.
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After you have successfully passed the CWTS exam, the CWNP program will award
you the lifetime certification. If the e-mail contact information you provided the testing
center is correct, you will receive an e-mail from CWNP recognizing your accomplish-
ment and providing you with a CWNP certification number. After you earn any CWNP
certification, you can request a certification kit from CWNP. You will need to log in to the
CWNP tracking system, verify your contact information, and request your certification kit.

Who Should Buy This Book?

Reading this book will provide you with an overview of IEEE 802.11 WLAN technology.
This book is written with the CWTS exam objectives in mind and “what it is,” not “how
it works.” The exam objectives were designed based on the skill set the intended audience
should need in order to perform their job functions or roles in an organization. One thing
to keep in mind is that this book will introduce and teach you a technology, a combination
of computer local area networking and radio frequency.

If you follow the exam objectives, perform the hands-on exercises, and utilize all the
available exam questions and practice exams at the book’s companion website (www.sybex
.com/go/cwts2e) and at www.cwnp.com, this book should be enough to effectively prepare
you to pass the CWTS certification exam. It will also serve as a stepping-stone to more
advanced books that teach the technology in more depth as well as a reference guide for the
technology.

How to Use This Book and the Companion Website

Several testing features are in this book, and an exam engine that contains flashcards
and additional practice exams is available on the book’s companion website (www
.sybex.com/go/cwts2e). These are designed to test your knowledge of the information
you have learned from reading the book and performing the exercises. Although there
is no guarantee you will pass the certification exam if you use this book and the addi-
tional online material, you will have all the tools necessary that effectively prepare you
to do so.

Before you begin At the beginning of the book (right after this introduction) is an
assessment test you can use to check your readiness for the certification exam. Take this
test before you start reading the book; it will help you determine the areas you may need
to brush up on. The answers to the assessment test appear on a separate page after the last
question of the test. Each answer includes an explanation, shows a chapter reference, and
describes why the other options are incorrect.

Chapter review questions To test your knowledge as you progress through this book,
there are review questions at the end of each chapter. As you finish each chapter, answer
the review questions and then check your answers—the correct answers appear on the page
following the last review question. You can go back and revisit the section that deals with
each question you answered wrong to ensure that you understand the material and answer
correctly the next time you are tested on that topic.
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Electronic flashcards You will find flashcard questions on the book’s companion web-
site (www.sybex.com/go/cwts2e). These are short questions and answers, just like other
flashcards you may be familiar with and have used in the past. You can answer them on
your PC or download them onto a tablet, smart phone, or other client device for quick and
convenient reviewing.

Test engine The book’s companion website (www. sybex.com/go/cwts2e) also contains the
Sybex Test Engine. With this custom test engine, you can identify weak areas up front and
then develop a solid studying strategy that includes each of the robust testing features described
previously. The readme file will walk you through the quick, easy installation process.

In addition to the assessment test and the chapter review questions, you will find two bonus
exams. Use the test engine to take these practice exams just as if you were taking the actual
exam (without any reference material). When you have finished the first exam, move on

to the next one to solidify your test-taking skills. After you get a high percentage of the
answers correct, it is an indication you are ready to take the actual certification exam.

Labs and exercises Several chapters in this book have lab exercises that use evaluation
software that is downloadable from the manufacturer’s website, which can be linked from
the book’s companion website (www.sybex.com/go/cwts2e). These exercises will provide
you with a broader learning experience by providing hands-on experience and step-by-step
problem solving.

White papers Several wireless networking white papers and case studies are also provided
on the book’s companion website (www. sybex.com/go/cwts2e) or available for download
from other sources or the manufacturer’s websites. These white papers serve as additional
reference material for preparing for the CWTS or other CWNP certification exams.

The CWTS Certification Exam (PWO0-071) Is Based on the CWTS Exam
Objectives

It is important to note that in order to pass the certification exam you should
study from the currently posted exam objectives. Use this book as a learning aid to
understand the CWTS exam objectives. For the most up-to-date certification exam
objectives, visit the CWNP website at www.cwnp.com.

CWNP Exam Terminology

The CWNP program uses specific terminology when phrasing the questions on any of the
CWNP exams. The terminology used most often mirrors the language that is used in the
IEEE 802.11 standard. While technically correct, the terminology used in the exam ques-
tions often is not the same as the marketing terminology that is used by the Wi-Fi Alliance
or the manufacturers of WLAN equipment.

As of this writing the most current IEEE version of the 802.11 standard is the IEEE
802.11-2012 document, which includes all the amendments that have been ratified since the
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IEEE 802.11-2007 standard. Standards bodies such as the IEEE often create several amend-
ments to a standard before “rolling up” the ratified amendments (finalized or approved ver-
sions) into a new standard.

For example, you might already be familiar with the term 802.11g, which is a rati-
fied amendment that has now been integrated into the IEEE 802.11-2012 standard. The
technology that was originally defined by the 802.11g amendment is called Extended
Rate Physical (ERP). Although the name 802.11g effectively remains the more commonly
used marketing terminology, exam questions may use the technical term ERP instead of
802.11g. A document with exam terms is available from the CWNP website. At the time of
this writing, the URL to access this document is www. cwnp . com/exams/exam_terms . htm1.

CWTS Exam Objectives

The Certified Wireless Technology Specialist (CWTS) certification, covering the current
objectives, will certify that successful candidates know the fundamentals of RF behavior,
can describe the features and functions of wireless components, and have the skills needed
to install and configure wireless network hardware components. A typical candidate should
have a basic understanding of data networking concepts.

The skills and knowledge measured by this examination are derived from a survey of
wireless networking experts and professionals. The results of this survey were used in
weighing the subject areas and ensuring that the weighting is representative of the relative
importance of the content.

CWTS: Certified Wireless Technology Specialist Official Study Guide has been written
to cover every CWTS exam objective at a level appropriate to its exam weighting. The fol-
lowing tables provide a breakdown of this book’s exam coverage, showing you the weight
of each section and the chapter where each objective or subobjective is covered.

Subject Area Percent of Exam
Wi-Fi Technology, Standards, and Certifications 25%
Hardware and Software 20%
Radio Frequency (RF) Fundamentals 20%
Site Surveying and Installation 10%
Applications, Support, and Troubleshooting 15%
Security and Monitoring 10%

Total 100%
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Exam Objective Chapter

Wireless Technologies, Standards, and Certifications—25%

1.1. Define the roles of the following organizations in providing direction and account-
ability within the wireless networking industry.

IEEE 2
Wi-Fi Alliance 2
Local regulatory authorities 2

1.2. Define basic characteristics of and concepts relating to Wi-Fi technology.

Range, coverage, and capacity 6
Frequencies/channels used 6
Channel reuse and co-location 6
Infrastructure and ad hoc modes 8
BSSID, SSID, BSS, ESS, BSA, IBSS 8
Network discovery via active and passive scanning 8
802.11 authentication and association 8
Data rates and throughput 8
The distribution system and roaming 8
Protection mechanisms 8
Power saving operation 8
Dynamic rate switching 8

1.3. Summarize the basic attributes of the following WLAN standards, amendments,
and product certifications.

802.11a 2
802.11b 2

802.11g 2
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Exam Objective Chapter
802.11n 2
Wi-Fi Multimedia (WMM) certification 2
WMM Power Save (WMM-PS) certification 2
Wi-Fi Protected Access (WPA/WPA2) certification 2
Enterprise 2
Personal 2

1.4 Explain the role of Wi-Fi as a network access technology.

WPAN, WLAN, WMAN, WWAN 2
The OSI reference model 1
Hardware and Software—20%

2.1 ldentify the purpose, features, and functions of the following wireless network
components. Choose the appropriate implementation or configuration steps in a given
scenario.

Access points 3
Controller-based 3
Autonomous 3
Cooperative 3
Mesh 3
Wireless LAN routers 3
Wireless bridges 3
Wireless repeaters 3
WLAN controller 3
Distributed and centralized data forwarding 3

Power over Ethernet (PoE) devices 3



xxxviii Introduction

Exam Objective Chapter

802.3af and 802.3at
Midspan

Endpoint

3

3

3

2.2. Identify the purpose, features, and functions of the following client device types.

Choose the appropriate installation or configuration steps in a given scenario.
PC cards (ExpressCard, CardBus, and PCMCIA)

uUsSB2

PCI, Mini-PCI, Mini-PCle and Half Mini PCle cards

Workgroup bridges

Client utility software and drivers

2.3. Identify the purpose, features, and proper implementation of the following
types of antennas.

Omni-directional/dipole

Semi-directional

Highly-directional

2.4 Describe the proper locations and methods for installing RF antennas.
Internal and external (to the AP) antennas

Pole/mast mount

Ceiling mount

Wall mount

Radio Frequency (RF) Fundamentals—20%

3.1 Define the basic units of RF measurements, identify when they are used,
and perform basic unit conversion.

Watt (W) and Milliwatt (mW)
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Exam Objective Chapter

Decibel (dB) 6
dBm 6
dBi 6
RSSI 6
SNR 6

3.2 Identify and explain RF signal characteristics.

Frequency 6
Wavelength 6
Amplitude 6
Phase 6

3.3 Identify factors which affect the range and rate of RF transmissions.

Line-of-sight requirements 6
Interference (Wi-Fi and non-Wi-Fi) 6
Environmental factors, including building materials 6
Free space path loss 6

3.4 Define and differentiate between the following physical layer wireless
technologies.

802.11b HR/DSSS 6
802.1g ERP 6
802.11a OFDM 6
802.11n HT 6

3.5 Define concepts which make up the functionality of RF and spread spectrum
communication.

802.11 channels 5
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Exam Objective Chapter
Co-location of 802.11a/b/g/n systems 5
Adjacent-channel and co-channel interference 5
WLAN/WPAN co-existence 5
CSMA/CA operation 5
Half duplex communications 5
3.6 Understand and apply basic RF antenna concepts.

Passive gain 7
Beamwidth 7
Simple diversity 7
Polarization 7

3.7 ldentify the use of the following WLAN accessories and explain how to select
and install them for optimal performance and regulatory domain compliance.

RF cables
RF connectors
Lightning arrestors and grounding rods

Site Surveying and Installation—10%

4.1 Understand and describe the requirements to gather information prior to the site

survey and do reporting after the site survey.
Gathering business requirements

Interviewing stakeholders

10

10

Gathering site-specific documentation including existing network characteristics 10

Identifying infrastructure connectivity and power requirements

Understanding RF coverage requirements

10

10
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Exam Objective Chapter

Understanding application requirements 10

4.2 Define and differentiate between the following WLAN system architectures and
understand site survey concepts related to each architecture. Identify and explain
best practices for access point placement and density.

Multiple channel architecture (MCA) 11
Single channel architecture (SCA) 1
4.3 Describe the primary purpose and methodology of manual and predictive 11

site surveys.

4.4 Define the need for and the use of a manual site survey tool and differentiate
between the following manual site survey types.

Active surveys 11
Passive surveys 1
4.5 Differentiate between manual and predictive site surveys.

Advantages and disadvantages of each site survey methodology 11

4.6 Define the need for and use of site survey software or a protocol analyzer 11
in a manual site survey as it relates to identifying, locating, and assessing
nearby WLANSs.

4.7 Differentiate between site survey methods for indoor and outdoor wireless 1
service.

4.8 Define the need for and use of a spectrum analyzer in a site survey.

Identification and location of interference sources 1
Differentiation of Wi-Fi and non-Wi-Fi interference sources 1
4.9 Understand industry best practices for optimal use of directional and 11

omnidirectional antennas in site surveys.
Applications, Support, and Troubleshooting—15%

5.1 Identify deployment scenarios for common WLAN network types and
suggest best practices for these scenarios.
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Exam Objective Chapter
Small Office/Home Office (SOHO) 2
Extension of existing networks into remote locations 2
Building-to-building connectivity 2
Public wireless hotspots 2
Carpeted office, education, industrial, and healthcare 2
Last-mile data delivery — wireless ISP 2
High density environments 2

5.2 Recognize common problems associated with wireless networks and their symp-
toms, and identify steps to isolate and troubleshoot the problem. Given a problem
situation, interpret the symptoms and the most likely cause.

Throughput problems 12
Connectivity problems 12
Interference from Wi-Fi or non-Wi-Fi sources 12
Application performance problems 12
RF performance problems, such as multipath and hidden nodes 12

5.3 Identify procedures to optimize wireless networks.

Infrastructure hardware selection and placement 12
Identifying, locating, and removing sources of interference 12
Client load-balancing and infrastructure redundancy 12
Analyzing infrastructure capacity and utilization 12

Security and Monitoring—10%
6.1 Identify and describe the following legacy WLAN security technologies.

SSID hiding 9
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Exam Objective Chapter
WEP 9
MAC Filtering 9

6.2 Understand the basic operation of and implementation best practices for the
following WLAN security technologies.

WPA and WPA-2 Personal 9
WPA and WPA-2 Enterprise 9
802.1X/EAP 9
AAA and RADIUS 9
Encryption: TKIP/CCMP 9

6.3 Understand the basic functions and implementation best practices for the
following WLAN security technologies.

Role-based access control (RBAC) 9
Virtual private networking (VPN) 9
Wireless intrusion prevention systems (WIPS) 9
Captive portal 9
Network management and monitoring systems 9

Exam domains and objectives are subject to change at any time
ITE without prior notice and at CWNP’s sole discretion. Please visit their
website (www.cwnp.com) for the most current information.
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Assessment Test

1. What two software items must be installed on a notebook computer prior to connecting to
a wireless network? (Choose 2.)

A.

moow

Site survey software
Device driver software
Signal strength software
Client utility software

AutoConfig software

2. IP addresses are considered part of which layer of the OSI model?

A.
B.
C.
D.
E.

Physical
Data Link
Network
Transport

Application

3. The amount of output power and usable frequency ranges for wireless devices is determined
by which organization?

A.
B.
C.
D.

Wireless Ethernet Compatibility Alliance
Wi-Fi Alliance
Institute of Electrical and Electronics Engineers

Local regulatory authorities

4. Which statement is accurate regarding mesh access points and mesh technology?

A.

5. Wireless repeaters are devices in wireless networking that are

A.

B.
C.
D

Mesh is a legacy technology and the priority should be to select an appropriate
upgrade path.

In a full mesh network, all nodes connect together with at least two paths for
every node.

Mesh access points are unreliable communications and represent a single point of
failure.

Mesh access points require a separate radio for communications and therefore can be
costly to implement.

Used to extend the radio frequency cell

Used to repeat and strengthen the RF signal for better performance
Used as a backup solution in the event of an access point failure
Used to increase the bandwidth of the WLAN
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10.

1.

Assessment Test

Some common wireless personal network (WPAN) devices such as Bluetooth use a commu-
nication technology that has the potential to interfere with IEEE 802.11g wireless LANS.
What is the name for this technology?

A. FHSS

B. DSSS

C. HR/DSSS
D. HR/FHSS
E. ERP-OFDM

The manual site survey process allows the site surveyor to perform the survey in one of two
modes. What are these two modes? (Choose two.)

A. DPassive

B. Visual

C. Predictive
D. Active

E. Placement

A third-party client utility such as Microsoft Windows Wireless Zero Configuration can be
used with

A. SOHO implementations

B. Enterprise implementations

C. BothAandB

D. Neither A nor B

Which of the following options are required components of the gathering of technical infor-
mation for an IEEE 802.11n wireless LAN site survey in a new installation? (Choose 3.)

A. Number of users

B. Applications in use

C. Other IEEE 802.11 wireless networks

D. Cost of equipment

Manufacturers’ client software utilities for wireless LAN adapters

A. Allow for additional configuration
B. Are required in order for the adapter to operate
C. Are usually available at an additional fee

D. Are generic regardless of the manufacturer

An independent basic service set requires a minimum of how many access points?

A. 0

B. 1
C. 2
D. 3
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14.

15.

16.

17.

Assessment Test xlvii

What is the horizontal angle of measurement in degrees of an omnidirectional antenna with
a gain of 2.2 dBi?

A. 0
B. 90
C. 180
D. 270
E. 360

Which IEEE 802.11 standard or amendment can use three radio chains per band and mul-
tiple input/multiple output (MIMO) to transmit data?

A. 802.11
B. 802.11a
C. 802.11g
D. 802.11h
E. 802.11n

Which amendment to the standard operates in the 2.4 GHz ISM band and supports data
rates up to 54 Mbps?

A. 802.11a

B. 802.11b

C. 802.11g

D. 802.11n

An HR/DSSS channel used to transmit data an IEEE 802.11g wireless LAN is

wide.

A. 2.412 GHz

B. 5.160 GHz

C. 11 MHz

D. 22 MHz

IEEE 802.11g wireless networks can operate in which unlicensed RF band?

A. 902-928 MHz ISM

B. 2.400-2.500 GHz ISM

C. 5.725-5.825 GHZ UNII

D. 5.250-5.350 GHz UNII

E. 5.725-5.875 GHz ISM

What network type is usually contained in the same physical area and usually is bounded
by the perimeter of a building?

A. Local area network (LAN)

B. Campus area network (CAN)
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Wide area network (WAN)
Metropolitan area network (MAN)

What Data Link layer (Layer 2) security methods are weak and should not be used to
secure a IEEE 802.11 wireless LAN? (Choose three.)

PmMmmo o>

SSID hiding
WPA

VPN

WEP

WPA 2.0
RBAC
MAC filter

Which RF channels are considered non-overlapping for an IEEE 802.11g network using
HR/DSSS modulation? (Choose 2.)

A. land4

B. 6and9

C. landé6

D. 3and7

E. 11and13

F. 2and7

What can have a negative effect on the capacity of an IEEE 802.11g wireless LAN access
point?

A. Reflections caused by furnishings

B. Frequency range in use

C. Number of associated users

D. Output power of access point

What could cause low throughput in an 802.11a/b/g/n wireless network?
A. Access point output power is too high.

B. Too many associated client devices.

C. Load-balancing features are moving clients.

D. The clients are too close to the access points and are overpowered.

What can contribute to voltage standing wave ratio (VSWR) in an IEEE 802.11g wireless
LAN circuit?

A.
B.

Output power of the access point

Impedance mismatch
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C. Gain of an antenna

D. Attenuation value of cable

Open system authentication is in an IEEE 802.11-2012 wireless
network.

A. Flawed
B. Optional
C. Secure

D. Required

The Service Set Identifier (SSID) in an IEEE 802.11 wireless LAN is also known as what?
A. The name of the wireless network

B. The media access control address of the radio

C. The name of the access point

D. The wireless medium identifier

What does the term authenticator identify in an IEEE 802.1X secure network?
A. The RADIUS server

B. The access point

C. The client device

D. The RAS server

A virtual private network (VPN) most commonly operates at what layer of the OSI model?
A. Physical, Layer 1

Data Link, Layer 2

Network, Layer 3

Transport, Layer 4

moow

Application, Layer 7

You are a wireless LAN engineer hired to perform a predictive analysis site survey for a
150,000-square-foot office building. This space includes walled offices as well as cubicles.
What is an advantage of a predictive modeling site survey over a manual survey in this
specific application?

A. A predictive site survey is the most accurate survey type available.

B. The amount of time required for accurate results is much less than a complete manual
walkthrough.

C. Because of an extensive attenuation database, a predictive modeling site survey will be
able to determine the interference values of any obstacles.

D. A predictive modeling site survey will allow you to experiment with different access
point criteria, including power settings, channels, and locations, without the need for a
physical visit.
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What are some of the main factors in determining the number of access points that will be
required for an IEEE 802.11n wireless LAN deployment? (Choose 2.)

A. Type of client devices in use
B. Number of client devices
C. Manufacturer of client devices

D. Applications to be used

What will a protocol analyzer do during a manual site survey?

A. Perform an RF analysis of the proposed area.

B. Help locate sources of RF interference.

C. Identify existing wireless networks.

D. Describe security requirements of the wireless LAN.

What could be the cause of intermittent connectivity for a wireless client device in an IEEE
802.11a/b/g/n wireless network?

A. A weak received signal strength on the client.

B. A signal-to-noise ratio of 35 dB.

C. The access point power is set too high and overpowering the client device.

D. The radio in the client device is disabled.

Which layers of the OSI model do not specify wireless LANs technology? (Choose 3.)
A. Session

B. Network
C. Physical

D. Application
E. Data Link

The signal to noise ratio (SNR) is the difference between the and the
(Choose 2.)

A. Noise floor

B. RF channel

C. Fresnel zone

D. RF line of sight

E. Received signal

If an autonomous access point is set to what is commonly referred to as root mode, it will
be able to perform which function?

A. Connect to a distribution system and allow client devices to send information to other
devices.

B. Connect to a distribution system as a root bridge and allow two or more LANSs to
connect wirelessly.
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C. Connect to a distribution system but is seldom used as this mode requires extensive
configuration.

D. Connect to a distribution system as a repeater which allows the RF cell to be extended.
34. Wi-Fi Protected Access 2 (WPA 2.0) requires for the encryption mech-

anism and for the cipher.

A. TKIP, RC4

B. TKIP, RCS

C. WEP, RC4

D. CCMP, RC4

E. CCMP, AES

35.

36.

37.

The access method that an IEEE 802.11a wireless network would use to get control of the
wireless medium in order to transmit data is called what?

A
B.
C.
D
E

CSMA/CD
FHSS
HR/DSSS
CSMA/CA
CSMA/DSSS

An antenna will propagate RF energy in specific radiation patterns, both horizontally and
vertically. How do antenna manufacturers identify the horizontal radiation patterns?

A.
B.
C.
C.

Elevation
Azimuth
Dipole
Longitude

A beacon is an example of what type of frame used in an IEEE 802.11 wireless LAN?

A.

B.
C.
D

Control
Management
Data

Null function






Answers to Assessment Test

1. B, D. A device driver allows the computer operating system to control the wireless network
adapter and must be installed in order for the adapter to function. Client utility software
allows a user to configure the adapter with network specific settings such as the SSID and
security settings. Client utility software may be part of the computer operating system or
third-party software provided by the manufacturer of the adapter. Site survey software and
signal strength software may be part of the client utility software. AutoConfig is a service
that runs on a Microsoft Windows 7 computer. See Chapter 4 for more information.

2. C. The Network layer is responsible for addressing and routing of frames and is where IP
addresses are used. The Data Link layer of the OSI model is responsible for compiling or
packaging bits into frames. The Physical layer allows frames to be sent and received across a
medium. The Transport layer is responsible for connection-oriented or connectionless protocols,
and the Application layer is the “interface to the user.” For more information, see Chapter 1.

3. D. Local regulatory authorities manage the RF spectrum used in both unlicensed and
licensed applications. The IEEE creates standards and the Wi-Fi Alliance certifies devices
for interoperability. Wireless Ethernet Compatibility Alliance is the former name of the
Wi-Fi Alliance. For more information, see Chapter 2.

4. B. In a full mesh network, all nodes connect together with at least two paths for every
node. This technology is on the increase in outdoor installations and starting to appear in
indoor installations as well. It is common in metropolitan area networks and campus area
networks. Many access points and wireless LAN switches/controllers have the capability
built in. For more information, see Chapter 3.

5. A. A wireless repeater—which in most cases is a function of an access point—will extend
the RF cell to allow users at a greater distance to connect. This will have an impact on
throughput for users connected to the repeater and this solution is recommended only when
necessary. For more information, see Chapter 3.

6. A. Some wireless personal networks (WPANs), such as Bluetooth, use FHSS for commu-
nications. This will potentially interfere with IEEE 802.11 wireless networks. DSSS, HR/
DSSS, and ERP-OFDM are all used in wireless LANs. HR/FHSS does not exist. For more
information, see Chapter 5.

7. A, D. Passive and active are the two modes in which a manual site survey can be per-
formed. Passive mode monitors all RF, and active mode requires a client association. For
more information, see Chapter 11.

8. C. Third-party client utilities such as Microsoft’s WZC can be used in either SOHO or enter-
prise implementations. Because this utility is built into the Microsoft Windows operating sys-
tem, it is very common in both types of installations. See Chapter 4 for more information.

9. A, B, C. The number of users, applications both hardware and software, and other IEEE
802.11 wireless networks are technical areas that must be known for a new IEEE 802.11
wireless LAN installation. The cost of the equipment does not fall under the technical cat-
egory. For more information, see Chapter 10.
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. A. Most manufacturers that offer utilities for wireless LAN adapters allow for additional
configuration above and beyond the settings that are included with an operating system.
Manufacturer utilities are not required for the adapter to operate, because some settings
can be made in the device driver or a third-party client utility. Unless it is specialty client
software, the utility is usually included with the adapter and is not subject to additional fee.
Manufacturers’ client software utilities are unique to only those adapters and will not work
across manufacturers. See Chapter 4 for more information.

A. An independent basic service set (IBSS) is an ad hoc network that is used for peer-to-
peer communications. No access points are used in an IBSS implementation. For more
information, see Chapter 8.

E. An omnidirectional antenna has a horizontal radiation pattern of 360 degrees. The
vertical radiation pattern will vary based on the gain of the antenna. This measurement
is known as the beamwidth and is used for both horizontal and vertical radiation pat-
terns. Beamwidth is measured at the —=3dB or half-power point. For more information, see
Chapter 7.

E. 802.11n and MIMO commonly use up to three radios in either the 2.4 GHz ISM or the
5 GHz UNII band. 802.11a/g uses one radio per band but can use two antennas for diver-
sity. 802.11h is for spectrum management. For more information, see Chapter 5.

C. The IEEE 802.11g amendment to the standard and the 802.11a amendment both sup-
port up to 54 Mbps maximum data rates. However, of the two, only 802.11g operates in
the 2.4 GHz ISM band. 802.11b also operates in the 2.4 GHz ISM band but only supports
a maximum data rate of 11 Mbps. The IEEE 802.11n amendment allows support of up to
600 Mbps. For more information, see Chapter 2.

D. Both DSSS and HR/DSSS channels are 22 MHz wide. 2.412 GHz and 5.160 GHz is the
center frequency of some channels used. For more information, see Chapter 5.

B. IEEE 802.11g networks operate in the 2.4 GHz ISM band. 802.11a networks operate
in the 5 GHz UNII bands and in the United States the 5.725-5.875 GHz ISM band. IEEE
standards-based wireless networks do not use the 900 MHz ISM band. For more informa-
tion, see Chapter 6.

A. A local area network (LAN) is usually contained in the same physical area and usually
is bounded by the perimeter of a building. A campus area network (CAN) includes a set

of interconnected LANs within an office or school campus and is usually within a limited
geographical area. A wide area network (WAN) mostly consists of point-to-point or point-
to-multipoint connections between two or more LANs and a metropolitan area network
(MAN) consists of networks that may span from several blocks of buildings to entire cities.
For more information, see Chapter 1.

A, D, G. SSID hiding, WEP, and MAC filtering are legacy security mechanisms for IEEE
802.11 wireless networks and should not be used. WPA and WPA 2.0 are Wi-Fi certifica-
tions and are more advanced. Virtual private network (VPN) is a Layer 3 security solution
typically used for remote access. RBAC is role-based access control. For more information,
see Chapter 9.
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C, F. In the 2.4 GHz ISM band, 25 MHz or 5 channels of separation is considered
non-overlapping. Based on the IEEE 802.11-2012 Standard Clause 18, HR/DSSS channels
must be separated by 25 MHz or greater in order to be considered non-overlapping. For
more information, see Chapter 6.

C. The number of associated users will affect the capacity of an access point. The
frequency range will affect the propagation as well as the output power. Reflections will
cause multipath. For more information, see Chapter 6.

B. Low throughput may occur when too many client devices are associated to an access
point and cause overloading. Load balancing would help to solve this problem. Because of
DRS, the closer the client device is to an access point, the better the throughput. For more
information, see Chapter 12.

B. An impedance mismatch between connections in a WLAN system will cause VSWR.
The gain of an antenna is a relative value that has to do with the size or shape of the RF
pattern emitted. Attenuation of cable adds to the overall loss of the system. For more infor-
mation, see Chapter 7.

D. Open system authentication is addressed in the IEEE original 802.11 standard and
allows a wireless client device to 802.11 authenticate to an access point in order to 802.11
associate. Shared key authentication is legacy and flawed and either cannot or should not be
used. Open system authentication is a “null” authentication, is automatic and not secure.
For more information, see Chapter 8.

A. The SSID is the name that identifies a wireless network. The MAC address of the access
point radio is the BSSID. For more information, see Chapter 8.

B. 802.1X is for port-based access control and the terminology for the access point is
authenticator. The RADIUS server is the authentication server and the client device is a
supplicant. The RAS server is the predecessor to RADIUS. For more information, see
Chapter 9.

C. A virtual private network (VPN) solution is a Layer 3 (Network) VPN security solution
and is commonly used for remote access connectivity from unsecured networks such as hot-
spots. For more information, see Chapter 9.

B. A predictive analysis site survey will minimize the time required on-site for testing and
analysis. This site survey will be accurate if the information about the location input is
accurate. A manual site survey requires a walkthrough of the area and can be time consum-
ing. For more information, see Chapter 11.

B, D. The number of devices is an important determining factor in the number of access
points required for a wireless LAN deployment as well as the software and hardware appli-
cations that may be used. The type and manufacturer of devices are not concerns. For more
information, see Chapter 10.

C. A protocol analyzer will help identify existing wireless networks in an area and provide
other information about these networks that can be used in the site survey/design process.
An RF analysis is performed by a spectrum analyzer, which will also help locate sources of
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RF interference. A protocol analyzer can help identify security-related issues from existing
wireless networks but will not describe security requirements of a new wireless LAN. For
more information, see Chapter 11.

A. The received signal strength represents how much of a transmitted signal is being received.
If this signal is weak, the difference between the signal and noise may not be high enough

to recover the data. If the power on an access point is high, it would provide more received
signal. A signal-to-noise ratio of 35 dB is more than adequate. If the radio on the client was
disabled, it would not be able to connect at all. For more information, see Chapter 12.

A, B, D. Wireless LAN technology operates and is specified at layers 1 (Physical) and

2 (Data Link) of the OSI model. The Session layer opens, closes, and manages sessions
between end-user application processes. The Network layer is responsible for addressing
and routing functions of data and the Application layer is the interface to the user. For more
information, see Chapter 1.

A, E. The signal to noise ratio is the difference between the received signal and the noise
floor. The common noise floor value is =95 dBm, and an acceptable receive signal is —65
dBm. Therefore the signal to noise ratio is 30 dBm. The RF channel is a specified frequency
a WLAN operates in. The Fresnel zone consists of a number of concentric ellipsoidal vol-
umes that surround the direct, RF line of sight between two points such as an RF transmit-
ter and receiver. For more information, see Chapter 6.

A. Most enterprise-level autonomous access points have the capability to operate in root,
repeater, or bridge modes. Root mode is the most common. Root mode allows devices to
authenticate, associate, and access network resources and services. For more information,
see Chapter 3.

E. Wi-Fi Protected Access 2 (WPA 2.0) requires CCMP/AES. TKIP/RC4 is optional. WEP/
RC4 is legacy and should not be used. It cannot be used with a robust secure network. RC3
is a stream cipher and not used with IEEE 802.11 wireless LANs. CCMP uses AES, not
RC4. For more information, see Chapter 2.

D. CSMA/CA stands for Carrier Sense Multiple Access/Collision Avoidance and is used

as an access method for wireless LANs to share the communication medium, which is the
air. CSMA/CD is Carrier Sense Multiple Access Collision/Detection Avoidance and is used
with Ethernet networks. FHSS and HR/DSSS are spread-spectrum technologies used with
some standards or amendments. CSMA/DSSS does not exist. For more information, see
Chapter 5.

B. The technical term for the horizontal radiation pattern is azimuth. The elevation is the
vertical radiation pattern. For more information, see Chapter 7.

B. A beacon frame is a management frame and is used to advertise information about the
wireless LAN. For more information, see Chapter 8.
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It is important to have an understanding of basic computer
networking concepts before you begin exploring the world
of wireless networking technology and its terminology. This
chapter looks at various topics surrounding computer networking including network
types (LAN and WAN), topologies, the OSI model, and device addressing. The chapter is
intended to provide an overview of basic networking concepts as an introduction for those
who need to gain a basic understanding or for those who want a review of the concepts.
You will look at the various types of wireless networks—including wireless
personal area networks (WPANs), wireless local area networks (WLANSs), wireless metro-
politan area networks (WMANSs), and wireless wide area networks (WWANs)—in
Chapter 2, “Introduction to Wireless Local Area Networking.”

Network Types

Personal computer networking technology has evolved at a tremendous pace over the past
couple of decades, and many people across the world now have some type of exposure to
the technology. Initially, personal computers were connected, or “networked” together,

to share files and printers. This type of network was usually confined to a few rooms or
within a single building. As the need for this technology continued to grow, so did the types
of networks. Networking started with the local area network (LAN) and grew on to bigger
and better types, including wide area networks (WANs) and metropolitan area networks
(MAN:s). The following are some of the common networking types in use today:

= Local area networks (LANs)

= Wide area networks (WANs)

= Metropolitan area networks (M ANs)

= Campus area networks (CAN)

= Personal area networks (PANs)

The Local Area Network

A local area network (LAN) can be defined as a group of computers connected by a physi-
cal medium in a specific arrangement called a topology. The topology used depends on the
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location where the network is installed. Some common topologies such as bus, ring, and
star are discussed later in this chapter. Local area networks are contained in the same phys-
ical area and usually are bounded by the perimeter of a building. However, in some cases a
LAN may span a group of buildings in close proximity that are on the same subnet.
Common uses of early LANs were mostly for file and print services. This allowed users
to store data securely and provided a centralized location of data for accessibility when the
user was physically away from the LAN. This central storage of data also provided the abil-
ity for a network administrator to back up and archive all the saved data for disaster recov-
ery purposes. As for print services, it was not cost effective to have a printer at every desk,
so LANSs allowed the use of shared printers for any user on the local area network.
Figure 1.1 illustrates a local area network that includes both wired and wireless devices.

FIGURE 1.1 A local area network (LAN)

File Server

Network Printer

g Computer Workstations

Wireless Client Device

The Wide Area Network

As computer networking continued to evolve, many businesses and organizations that used
this type of technology needed to expand the LAN beyond the physical limits of a single
area or building. The local area networks began to expand into the wide area network
(WAN). As illustrated in Figure 1.2, a WAN mostly consists of point-to-point or point-to-
multipoint connections between two or more LANs and may span a relatively large geo-
graphical area. The WAN has allowed users and organizations to share data files and other
resources with a much larger audience.

WANS can use leased lines from telecommunication providers (commonly known as
“telcos”), fiber connections, and even wireless connections. The use of wireless for bridging
local area networks is growing at a fast pace, because it can often be a cost-effective solu-
tion for connecting LANSs together.
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FIGURE 1.2 Wide area network (WAN) connecting three LANs
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Point-to-Point Connections

Connecting at least two LANSs together is known as a point-to-point connection or link
(see Figure 1.3). The connection can be made using either wired or wireless network infra-
structure devices and can include bridges, wireless access points, and routers. Wireless
LAN (WLAN) point-to-point links can sometimes extend very long distances depending
on terrain and other local conditions. These links can serve both wired and wireless users
on the connected local area networks.

Wired point-to-point links consist of fiber-optic connections or leased lines from local
telecommunication providers. Wireless point-to-point links typically call for semidirec-
tional or highly directional antennas. With some regulatory domains such as the Federal
Communications Commission (FCC), when an omnidirectional antenna is used in this
configuration it is considered a special case, called a point-to-multipoint link. Wireless
point-to-point links include directional antennas and encryption to protect the wireless
data as it propagates through the air.

Point-to-Multipoint Connections

A network infrastructure connecting more than two LANs together is known as a point-to-
multipoint connection or link (see Figure 1.4). When used with wireless, this configuration
usually consists of one omnidirectional antenna and multiple semidirectional or highly direc-
tional antennas. Point-to-multipoint links are often used in campus-style deployments, where
connections to multiple buildings or locations may be required. Point-to-multipoint WANs are
often called “clouds.” Like point-to-point connections, wired point-to-multipoint connections
can use either direct wired connections such as fiber-optic cables or leased line connectivity
available from telecommunication providers.
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FIGURE 1.3 Point-to-point connections using either wired or wireless
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FIGURE 1.4 Point-to-multipoint connections using either wired or wireless
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The Metropolitan Area Network

The metropolitan area network (MAN) consists of networks that can span from several
blocks of buildings to entire cities and interconnect devices for access to computer resources
in a region or area larger than that covered by local area networks (LANs) but yet smaller
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than the areas covered by wide area networks (WANs). The MAN is growing in popularity
as the need for access in this type of environment also increases. MANS also include fast
connectivity between local networks and may include fiber optics or other wired connectiv-
ity that is capable of longer distances and higher capacity than those in a LAN.

MAN:S also allow for connections to outside larger networks such as the Internet. They
may include services such as cable TV, streaming video, and telephone. Devices and con-
nectivity used with metropolitan area networks may be owned by a town, county, or other
locality and may also include the property of individual companies. Wireless MANSs are
also becoming a common way to connect the same type of areas. Wireless MANs will be
discussed further in Chapter 2.

Campus Area Networks

A campus area network (CAN) includes a set of interconnected LANS, is basically a
smaller version of a wide area network (WAN) within an office or school campus, and is
usually within a limited geographical area. Each building within the campus would have a
separate LAN, and the LANSs are often connected using fiber-optic cable, which provides
a greater distance than copper wiring using IEEE 802.3 Ethernet technology. Wireless
connections between the buildings used with CANs are now a common way to connect
the individual LANs. These wireless connections or wireless bridges provide a quick, cost-
effective way to connect buildings together in a university campus.

In a university campus environment, a CAN may link many buildings, including all of
the various schools—School of Business, School of Law, School of Engineering, and so
on—as well as the university library, administration buildings, and even residence halls.
Wireless LAN deployments are becoming commonplace in university residence halls. With
the number of mobile wireless devices increasing at a very fast pace in places like university
campus residence halls, the number of wireless access points and the capacity of each need
to be considered.

As in the university campus environment, a corporate office CAN may connect together
all the various building LANs that are part of the organization. This type of network will
have the same characteristics of a WAN but confined to the internal resources of the cor-
poration or organization. Many organizations are deploying wireless networks within the
corporate CAN as a way to connect various parts of the business together. Like the uni-
versity CAN, in the corporate world wireless can be a quick, cost-effective way to provide
connectivity between buildings and departments. All of the physical connection mediums
and devices are the property of the office or school campus, and responsibility for the
maintenance of the equipment lies with the office or campus as well.

Personal Area Networks

Personal area networks (PANs) are networks that connect devices within the immediate
area of individual people. PANs may consist of either wired or wireless connections or
both. On the wired side, this includes universal serial bus (USB) devices such as printers,
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keyboards, and computer mice that may be connected with a USB hub. With wireless tech-
nology, PANs are short-range computer networks and in many cases use Bluetooth wireless
technology. Wireless Bluetooth technology is specified by the IEEE 802.15 standard and is

not IEEE 802.11 wireless local area technology. Bluetooth will be discussed in more detail

in Chapter 5, “Physical Layer Access Methods and Spread Spectrum Technology.”

Like wired PANs, wireless PANs are commonly used in connecting an individual’s
wireless personal communication accessories such as phones, headsets, computer mice,
keyboards tablets, and printers and are centered on the individual personal workspace
without the need for physical cabling. Figure 1.5 illustrates a typical wireless PAN
configuration.

FIGURE 1.5 Bluetooth network connecting several personal devices together

Computer

Network Topologies

A computer physical network topology is the actual layout or physical design and intercon-
nection of a computer network. A topology includes the cabling and devices that are part of
the network. In this section you will look at several network topologies:

=  Bus
= Ring
= Star

= Mesh
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Bus

A bus topology consists of multiple devices connected along a single shared medium with
two defined endpoints. It is sometimes referred to as a high-speed linear bus and is a single
broadcast domain in which all devices on the bus network receive all messages. Both
endpoints of a bus topology have a 50 ohm termination device, usually a Bayonet Neill-
Concelman (BNC) connector with a 50 ohm resistor. The bus topology is now considered a
legacy design and was commonly used with early local area networking.

One disadvantage to the bus topology is that if any point along the cable is damaged or
broken, the entire LAN goes down. Troubleshooting a bus network is performed by some-
thing known as the half-split method. A network engineer “breaks” or separates the link at
about the halfway point and measures the resistance on both ends. If the segment measures
50 ohms, there is a good chance that side of the LAN segment is functioning correctly. If
the resistance measurement is not 50 ohms, it signals a problem with that part of the LAN
segment. The engineer continues with this method until the exact location of the problem is
identified. Figure 1.6 illustrates an example of the bus topology.

FIGURE 1.6 Example of the bus topology
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Ring

The ring topology is rarely used with LANs today, but it is still widely used by Internet
service providers (ISPs) for high-speed, resilient backhaul connections over fiber-optic
links. In the ring topology, each device connects to two other devices, forming a ring pat-
tern. Ring topologies in LANs may use a token-passing access method, in which data
travels around the ring in one direction. Only one device at a time will have the opportu-
nity to transmit data. Because this access method does not use collision detection, it will
commonly outperform the bus topology, achieving higher data rates than are possible
using a collision detection access method. Each computer on the ring topology can act as a
repeater, a capacity that allows for a much stronger signal. Figure 1.7 shows an example of
the ring topology.
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@ Real World Scenario

Troubleshooting the Bus Topology

| remember many years ago | was called to troubleshoot a problem on a small
local area network using a bus topology. The network consisted of a network file
server, about 20 client stations, and a few network printers. The users complained
of intermittent problems with the network. After spending some time looking over
the network, | decided to test the bus using the half-split method and checked to
verify that the cable was reporting the correct resistance using a volt-ohm-milliamp
(VoM) meter. Sure enough, one side of the network cable reported the correct resis-
tance reading, but the other side was giving intermittent results.

After spending some time repeating the troubleshooting method, | was able to
determine the problem. It turns out that someone had run the coax (bus) cable
underneath a heavy plastic office chair mat and one of the little pegs used to pro-
tect the flooring was causing the intermittent connection as it struck the cable when
the user moved their chair around the mat. | quickly replaced and rerouted the sec-
tion of cable in question. It is a good thing | was there during the normal business
operating hours when the person was moving around in the chair or | might have
never found the problem. Ah, the joys of troubleshooting a bus topology.

FIGURE 1.7 An example of the ring topology

File Server

Compter
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Star

The star topology, as shown in Figure 1.8, is the most commonly used method of connect-
ing devices together on a LAN today. It consists of multiple devices connected by a central
connection device. Common central connection devices include hubs, switches, and wire-
less access points, although hubs are rarely used today. The hub provides a single broadcast
domain similar to a bus topology. However, the switch and wireless access point both have
intelligence—the ability to decide which port specific network traffic can be sent to. A big
advantage over the bus and ring topologies is that if a connection is broken or damaged the
entire network is not down; only a single device in the star topology is affected. However,
the central connection device such as a switch or wireless access point can be considered a
potential central point of failure.

FIGURE 1.8 A common star topology using either wired or wireless devices

File Server

Network Printer

Wireless
Computers

Mesh

Each device in a mesh topology (Figure 1.9) has one or more connections to other devices
that are part of the mesh. This approach provides both network resilience in case of link
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or device failure and a cost savings compared to full redundancy. Mesh technology can
operate with both wired and wireless infrastructure network devices. The amendment to
the IEEE 802.11 standard for mesh networking is 802.11s. This amendment was ratified in
2011 and is now part of the IEEE 802.11-2012 standard.

Manufacturers currently are using proprietary Layer 2 routing protocols, forming
a self-healing wireless infrastructure (mesh) in which edge devices can communicate.
Manufacturers of enterprise wireless networking infrastructure devices provide support
for mesh access points (APs) such that the mesh APs connect back to APs that are directly
wired into the network backbone infrastructure. This is a form of wireless distribution sys-
tem (WDS) deployment. The APs or wireless controllers in this case are used to configure
both the wired and mesh APs.

FIGURE 1.9 Mesh networks can be either wired or wireless devices.
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The OSI Model

Before we continue with wireless LAN technology, you should have some background on
computer networking theory. The basics of a computer networking discussion start with
the OSI model. The Open Systems Interconnection (OSI) model has been around for sev-
eral decades. It describes the basic concept of communications in the computer network
environment.

There are seven layers to the OSI model. Each layer is made up of many protocols and
serves a specific function. You will take a quick look at all seven layers of the OSI but only
layers that pertain to wireless networking will be discussed in depth in this book. Figure 1.10
illustrates the seven layers of the OSI model.



12 Chapter 1 - Introduction to Computer Networking

FIGURE 1.10 The OSI model

Application

Session

Transport

Network

Data Link

Physical

Wireless networking functions at the two lowest layers of the OSI model, Layer 1
(Physical) and Layer 2 (Data Link). However, to some degree Layer 3 (Network) plays a
role as well, generally for the TCP/IP protocol capabilities. Here’s how each layer is used:

= Layer 1 (PHY, the Physical layer) consists of bit-level data streams and computer
network hardware connecting the devices together. This hardware includes network
interface cards, cables, switches, wireless access points, and bridges. In the case of
wireless networking, radio frequency (RF) uses air as the medium for wireless com-
munications. The Physical layer consists of two sublayers: the Physical Layer Conver-
gence Protocol (PLCP) and Physical Medium Dependent (PMD). The PLCP, the higher
of the two layers, is the interface between the PMD and Media Access Control (MAC)
sublayer. The PMD is the lower sublayer at the bottom of the protocol stack and is
responsible for transmitting the data onto the wireless medium.

= Layer 2 (Data Link layer) is responsible for organizing the bit-level data for communica-
tion between devices on a network and detecting and correcting Physical layer errors.
The Data Link layer consists of two sublayers: the Logical Link Control (LLC) sublayer
and Media Access Control (MAC) sublayer. The bit-level communication is accom-
plished through Media Access Control (MAC) addressing. A MAC address is a unique
identifier of each device on the computer network and is known as the physical address.

= Layer 3 (Network layer) is where the Internet Protocol (IP) protocol resides and is
responsible for addressing and routing data. An IP address is defined as a numerical
identifier or logical address assigned to a network device. The IP address can be static,
manually assigned by a user, or it can be dynamically assigned from a server.

= Layer 4 (Transport layer) Transmission Control Protocol (TCP) is a connection-oriented
protocol and is used for communications requiring reliability and is analogous to a circuit-
switched phone call. User Datagram Protocol (UDP) is a connectionless protocol and
is used for simple communications requiring efficiency. UDP is analogous to sending a
postcard through a mail service. You would not know if the postcard was received. UDP
and TCP port numbers are assigned to applications for flow control and error recovery.
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= Layer 5 (Session layer) opens, closes, and manages sessions between end-user applica-
tion processes.

= Layer 6 (Presentation layer) provides delivery and formatting of information for pro-
cessing and display.

= Layer 7 (Application layer) “Application” is another term for a “program” that runs
on a computer or other networking device. Examples of Application layer protocols
are File Transfer Protocol (FTP), Hypertext Transfer Protocol (HTTP), and Post Office
Protocol v3 (POP3).

In order for computers and other network devices to communicate with one another
using the OSI model, a communication infrastructure of some type is necessary. In a wired
network, such an infrastructure consists of cables, repeaters, bridges, and Layer 2 switches.
In a wireless network, these devices are access points, bridges, repeaters, radio frequency,
and the open air. All will be discussed in more detail in Chapter 3, “Wireless LAN
Infrastructure Devices.”

@ Real World Scenario

OSI Model Memorization Tip

One common method you can use to remember the seven layers of the OSI model
from top to bottom is to memorize the following sentence: “All people seem to
need data processing.” Take the first letter from each word and that will give you
an easy way to remember the first letter that pertains to each layer of the OSI
model.

= All (Application)

= People (Presentation)
= Seem (Session)

= To (Transport)

= Need (Network)

= Data (Data Link)

= Processing (Physical)

Peer Communication

Peer layers communicate with other peer layers, and the layers underneath are their support
systems. Peer layer communication is the “horizontal” link between devices on the network.
Figure 1.11 shows only three examples of peer communication. Keep in mind, however, that
this principle applies to all seven layers of the OSI model. This allows for the layers to com-
municate with the corresponding layer to which a device is sending or receiving information.
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FIGURE 1.11
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Peer communication between three of the seven layers
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Encapsulation
Encapsulation

The purpose of encapsulation is to allow Application layer data communication between
two stations on a network using the lower layers as a support system. As data moves down
the OSI model from the source to the destination, it is encapsulated. As data moves back
up the OSI model from the source to the destination, it is decapsulated. Each layer adds a
header and/or trailer when information is being transmitted and removes them when infor-
mation is being received. Encapsulation is the method in which lower layers support upper

layers. Figure 1.12 illustrates the process.

FIGURE 1.12
between devices.
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Information is added at each layer of the OSI model as data moves
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Device Addressing

Every device on a network requires unique identification. This can be accomplished in a
couple of ways:

= Physical addresses
= Logical addresses

The physical address of a network adapter is also known as the media access control
(MAC) address. As shown in Figure 1.13, every device on a network (like every street
address in a city) must have a unique address.

The logical address is also known as the Internet Protocol (IP) address. Every device on
a Layer 3 network (like every city’s zip code) must have a unique IP address.

FIGURE 1.13 The MAC address is analogous to the address of buildings on a

street.
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Unique Address = 10
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Unique Address = 120

The streets shown in Figure 1.13—1st, Main, and 2nd—represent Local Area Networks.
The unique street addresses—10, 20, and so on—represent a unique address of each struc-
ture on a street as a MAC address would a device on a LAN.
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Physical Addressing

The physical address of a network device is called a MAC address because the MAC sub-
layer of the Data Link layer handles media access control. The MAC address is a 6-byte
(12-character) hexadecimal address in the format AB:CD:EF:12:34:56. The first 3 bytes
(or octets) of a MAC address are called the organizationally unique identifier (OUI). Some
manufacturers produce many network devices and therefore require several OUIs. A table
of all OUlIs is freely available from the IEEE Standards Association website at http://
standards.ieee.org/develop/regauth/oui/oui.txt. MAC addresses are globally unique;
an example is shown in Figure 1.14. The first 3 bytes or octets (6 characters) are issued

to manufacturers by the IEEE. The last 3 bytes or octets (6 characters) are incrementally
assigned to devices by the manufacturer.

FIGURE 1.14 Example of a Layer 2 MAC address

L ILL

MAC Address: AA-BB-CC-11-22-33

The MAC address of a device is usually stamped or printed somewhere on the device.
This allows the device to be physically identified by the MAC address. By typing the simple
command ipconfig /all in the command-line interface of some operating systems, you
can view the physical address of the network adapter. Figure 1.15 shows an example of the
information displayed by using this command-line utility in the Microsoft Windows oper-
ating system.

FIGURE 1.15 The ipconfig command-line utility displaying a physical/MAC address
in Microsoft Windows XP

o+ CAWINDOWSYsystem32iemd exe BEE

C:\Documents and SettingsMNAdministrator>ipconfig sall

Windows IP Configuration

Host Name . . . . . . . . . . . . : office-vm
Primary Dns Suffix . . . . . . . :

Node Type . . . . . . . . . . . . : Hybrid
IP Routing Enabled. . . . . . . . : No

WINS Proxy Enabled. . . . . . . . : No

Ethernet adapter Local Area Connection 2:

Connection-specific DNS Suffix . :
Description : Intel 21140-Based PCI Fast Ethernet

HL
Physical Address. . . . . . . . . @
Enabled. . . . . . . . . . . :

Adapt e

P —
Subnet Ma;k e e e e e
Default Gateway . . . . . . . . . :

C:\Documents and Settings\Administrator>_

MAC Address Information


http://standards.ieee.org/develop/regauth/oui/oui.txt
http://standards.ieee.org/develop/regauth/oui/oui.txt
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Logical Addressing

Network devices can also be identified by a logical address, known as the Internet Protocol
(IP) address. The Layer 3 IP protocol works with a Layer 4 transport protocol, either User
Datagram Protocol (UDP) or Transport Layer Protocol (TCP). UDP is a connectionless
protocol analogous to a postcard being sent through the mail. The sender has no way of
knowing if the card was received by the intended recipient. TCP is a connection-oriented
protocol analogous to a telephone call and provides guaranteed delivery of data. During a
telephone conversation, communication between two people will be confirmed to be intact,
with the users acknowledging the conversation. Routable logical addresses such as TCP/

IP addresses became more popular with the evolution of the Internet and the Hypertext
Transfer Protocol (HTTP) that is used with the World Wide Web (WWW) service. IP
moves data through an internetwork such as the Internet one router (or hop) at a time.
Each router makes a decision where to send the data based on the logical IP address. Figure
1.16 shows a basic network utilizing both Layer 2 and Layer 3 data traffic.

FIGURE 1.16 A network with Layer 3 network device logical addressing

10.0.0.1 (IP Address)
255.0.0.0 (Subnet Mask)

Layer 2 Data Traffic

Layer 3 Data/Traffic

S

Layer 2 Data Traffic

192.168.100.1 (IP Address)
255.255.255.0 (Subnet Mask)

Logical addresses (IP addresses) are 32-bit dotted decimal addresses usually written in
the form www.xxx.yyy.zzz. Figure 1.17 illustrates an example of a logical Class C, 32-bit
IP address. Each of the four parts is a byte, or 8 digital bits. There are two main IP address
types: public addresses and private addresses. Private addresses are unique to an internal
network, and public addresses are unique to the Internet. These addresses consist of two
main parts: the network (subnet) and the host (device). Logical addresses also require a
subnet mask and may have a gateway address depending on whether the network is routed.
IP addresses fall under three classes: Class A addresses, Class B addresses, and Class C
addresses.


http://www.xxx.yyy.zzz
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FIGURE 1.17 Example of a Class C logical IP address

A 32-bit Class C Address Shown in Dotted Decimal Notation
Network Host

192.168.100.1

11000000.10101000.01100100.0000001

First Byte i Second Byte : Third Byte : Fourth Byte
Four Bytes Each Containing Eight Digital Bits

Unlike a MAC address, an IP address is logical and can be either specified as a static
address assigned to the device by the user or dynamically assigned by a server. However,
the same command-line utility used to identify the physical address of a device can be used
to identify the logical address of a device.

Typing ipconfig at a command prompt displays the logical address, including the IP
address, subnet mask and default gateway (router) of the device. The ipconfig /all com-
mand illustrated earlier in the chapter will yield additional information, including the
physical or MAC address of the devices network adapter. This command is for a computer
using the Microsoft Windows operating system. For some Apple and Linux devices, the
ifconfig command will yield similar information. Figure 1.18 shows the ipconfig utility
displaying the logical address information, including the IP address and subnet mask.

FIGURE 1.18 The ipconfig command-line utility showing logical address
information in Microsoft Windows XP

or CAWINDOWSIsystem3Ziemd exe - [o| |

C:\Documents and Settings\Administrator>ipconfig
Hindows IP Configuration
Ethernet adapter Local Area Connection 2Z:

Connection-specific DNS Suffix . ;

IP Address. . . . . . . . . . . . 192.168.10@. 1
Subnet Mask . . . . . . . . . .. . 255.255.255.0
Default Gateway . . . . . . . . . ? A

C:\Documents and Settings\Administrator)>

Logical Address Information

In Exercise 1.1, you will use the ipconfig utility from a command prompt on a computer
using the Microsoft Windows operating system.
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This exercise was written using a computer with the Microsoft Win-
Adrrs dows 7 operating system. If you're using another version of the oper-
ating system, the steps may vary slightly.

Viewing Device Address Information on a Computer
1. Click the Start button.

2. Mouse over the All Programs arrow. The All Programs window will appear in
the left pane.

3. Navigate to and click on the Accessories folder. The accessories programs will
appear.

4. Click the Command Prompt icon. The command window will appear.
5. In the command window, type ipconfig /all.

6. View the results in the command window. Notice the physical address of the
network adapter as well as other information. The results should look similar to
that shown here for the Microsoft Windows XP but may vary slightly based on
the OS version in use.

<5 CAWINDOWSisystem32\emd.exe BEE

C:\Documents and Settings\Administrator>ipconfig ~all

Hindows IP Configuration

Host Name c v v v v . . i office-vm
Primary Dns Suffix - . . o1 %

Node Type .« +« +« « . . ! Hybrid

1P Routlng Enabled. . . . . . . . : No

WINS Proxy Enabled. . . . . . . . : No

Ethernet adapter Local Area Connection 2Z:

Connection- spec1f1c DNS SuFFLx

Description_. . . . Intel 21140-Based PCI Fast Ethernet
Adapter (Generic) #2

Physical Address e e+« + . . . ! OB-B3-FF-723-68-88

Dhecp Enabled. i e e v v v o ot No

IP Address. . . . . . . . . . . . : 192.168.100.1

Subnet Mask . . . . . . . . . . | : 255.295.255.@
Default Gateway . e e

C:\Documents and Settings\Administrator>.

Summary

This chapter provided a survey of networking topics to help you understand where wireless
LANs fit into the larger networking picture. We began with an outline of the common net-
work technology types:

= Local area networks (LANs)

= Wide area networks (WANs)
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= Metropolitan area networks (M ANs)
= Campus area networks (CAN)

= Personal area networks (PANs)

The next fundamental networking concept we discussed was topology, and we examined
network topologies ranging from the legacy high-speed linear bus and ring to the current
star topology, the most common topology used today with both wired and wireless net-
works. Although still in IEEE draft form, mesh networking is growing in popularity with
wireless networking and is used in proprietary forms.

We then reviewed the basics of the OSI model, with the understanding that wireless
networking technology operates at Layers 1 and 2 of the OSI model. Then we discussed the
basics of peer communications and data encapsulation.

The chapter’s final topic was physical addressing. We explored the concepts of MAC and
the logical addressing, including the IP address and subnet mask. A simple exercise using
a computer with the Microsoft Windows operating system showed how to view device
addressing information.

Exam Essentials

Understand the components of a local area network (LAN). A local area network is a
group of computers connected by a physical medium in a specific arrangement called a
topology.

Know the different types of networks. Networks types are LAN, WAN, PAN, CAN,
and MAN.

Understand point-to-point and point-to-multipoint connections. These can consist of
both wired and wireless connections and will connect two or more LANSs together.

Become familiar with various networking topologies. Bus, star, ring, and mesh are some
of the topologies used in computer networking. Bus is considered legacy, and the star topol-
ogy is one of the most common in use today.

Remember the lower two layers of the OSI model. The Physical layer and Data Link layer
are the two lowest layers in the OSI model. Wireless networking technology operates at
these layers. The Data Link layer consists of two sublayers: the Logical Link Control (LLC)
sublayer and the Media Access Control (MAC) sublayer.

Understand the OSI model basics. Each of the seven layers of the OSI model serves a spe-
cific function. An overview of all seven layers is beneficial to know.

Understand device addressing. Devices are assigned a unique physical address by the
manufacturer. This address is known as the MAC address. Devices may also be assigned a
logical address to identify devices on different internetworks.
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Review Questions

1. At which two layers of the OSI model do wireless LANs operate? (Choose 2.)

A. Session
B. Network
C. Physical
D. Application
E. Data Link
2. A high-speed linear topology is defined as a ?
A. Ring
B. Mesh
C. Bus
D. Star
3. The lower three layers of the OSI model are and

A. Data link, Physical, Transport
B. Physical, Data Link, Network
C. Session, Physical, Application

D. Application, Presentation, Session

4. The IP address of a network adapter is also known as which address?
A. MAC address
B. Logical address
C. Layer 4 address
D. Mesh address

5. Which layer of the OSI model is responsible for organizing bit-level data for communication
between devices on a network and detecting and correcting Physical layer errors?
A. Application

Transport

Network

Data Link

Physical

moow

6. Which layer of the OSI model is responsible for addressing and routing?
A. Physical
B. Network
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10.

1.

12.

C.
D.
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Transport

Application

allows for Application layer data communication between two stations

using lower layers as a support system.

A.
B.
C.
D.
E.

Logical addressing
Physical addressing
Data encapsulation
Data encryption

Point-to-point

Which topology may use a token passing access method?

A.
B.
C.
D.

Ring
Mesh
Bus
Star

Which layer of the OSI model provides an interface to the user?

A.
B.

C
D.
E
E

The physical address of a network adapter is the

A.
B.
C.
D.

The term encapsulation means to

A.
B.
C.
D.

Physical
Network
Transport
Application
Data Link

Presentation

MAC address
Logical address
Layer 3 address
Mesh address

Add an IP address to a network adapter
Add a MAC address to a network adapter
Add topology information to a frame

Add layer header and trailer information to a payload

Which of the following is an accurate description of peer communication (Choose 2)?

A.
B.

The horizontal link between devices on the network

The vertical link between devices on the network
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14.

15.

16.

17.

C.
D.

Review Questions

The logical link between devices on the network

The physical link between devices on the network

Physical addresses on a network device are responsible for which of the following?

A.
B.
C.
D.

To identify the logical location on the network
To identify which device should receive the information
To identify the routing information on the network

To identify the protocol in use on the network

At which layer of the OSI model are bits compiled into frames?

A
B.
C.
D
E

Physical
Data Link
Network
Transport

Application

Which protocol is used to guarantee delivery?

A. UDP
B. IP
C. ARP
D. TCP
E. HTTP
Which protocol is responsible for addressing and routing?
A. TP
B. TCP
C. UDP
D. ARP
Which layer of the OSI model allows physical addresses to be converted to logical
addresses?
A. Application
B. Session
C. Transport
D. Network
E. Data Link
18. The Data Link layer of the OSI model is divided into which two sublayers?
A. PLCP, PMD
B. LLC, MAC

23
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C. TCP, UDP
D. HTTP, FTP

19. Which layer of the OSI model uses physical addresses to deliver data to the destination?
A. Physical
B. Data Link
C. Network
D. Transport

20. Which is a valid logical IP address?
A. 255.255.0.0

192.168.200.1

AB.CD.EF12.34.56

12.34.56.AB.CD.EF

Do w
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Introduction to
Wireless Local Area
Networking

THE FOLLOWING CWTS EXAM OBJECTIVES
ARE COVERED IN THIS CHAPTER:

v 1.1 Define the roles of the following organizations in pro-
viding direction and accountability within the wireless
networking industry

IEEE
Wi-Fi Alliance

Local regulatory authorities

v" 1.3 Summarize the basic attributes of the following WLAN
standards, amendments, and product certifications

802.11a

802.11b

802.11g

802.11n

Wi-Fi Multimedia (WMM) certification

WMM Power Save (WMM-PS) certification

Wi-Fi Protected Access (WPA/WPAZ2) certification
Enterprise Mode

Personal Mode

v 1.4 Explain the role of Wi-Fi as a wireless network access
technology

v WPAN, WLAN, WMAN, WWAN



v' 5.1 Identify deployment scenarios for common
WLAN network types and suggest best practices for
these scenarios

Small office/home office (SOHO)

Extension of existing networks into remote
locations

Building-to-building connectivity

Public wireless hotspots

Carpeted office, education, industrial, and healthcare
Last-mile data delivery: wireless ISP

High density environments



IEEE 802.11 wireless computer networking continues to take
e computer communication to a new level. This communica-
BTN tion technology is the combination of computer local area
networking (LAN) and radio frequency (RF) technology. By combining these two technolo-
gies, computer users have the opportunity to access and share information in ways that
would seem unattainable not too many years ago.

This chapter will examine various ways in which wireless local networks are used and
deployed. We will also cover organizations that determine the use of radio frequency and those
responsible for creating and managing wireless LAN standards. We’ll look in detail at the IEEE
802.11 standard and its amendments, illustrating the communications and functional aspects.
Finally, we will discuss interoperability certifications for IEEE 802.11 wireless networks for
communications, quality of service, and security that are available from the Wi-Fi Alliance.

The Wireless Computer Network

The main objective of this book is to provide an introduction to IEEE 802.11-based
wireless computer networking, following the “what it is not how it works” philosophy.
However, it is important to understand the various ways in which wireless fits with com-
puter networking in general and the various physical applications. In this section, we will
take a look at how wireless technology allows users to connect to and use resources in a
wireless networking environment. Wireless networks come in a variety of types and sizes
and include the following wireless topologies:

= Wireless personal area network (WPAN)
= Wireless local area network (WLAN)
= Wireless metropolitan area network (WMAN)
= Wireless wide area network (WWAN)
In Chapter 1, “Introduction to Computer Networking,” you learned about the differ-

ent types of computer networks. You will now look at some of these network types from a
wireless perspective.

The Wireless Personal Area Network

The personal area network (PAN) is a network that connects devices within the immedi-
ate area of individual people, as you saw in Chapter 1. With the use of wireless technology,
PANss have evolved into the wireless personal area network (WPAN). This type of network
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allows users to connect various devices wirelessly to their own personal area network,
including but not limited to computer keyboards, mice, and headsets.

Bluetooth technology is becoming the most popular type of WPAN and uses frequency
hopping spread spectrum (FHSS) for communications. Bluetooth falls under the IEEE
802.15 standard, which specifies the WPAN standards. Bluetooth devices operate in the
unlicensed 2.4 GHz Industrial, Scientific and Medical (ISM) band, as do wireless local
area networks. The effects of FHSS and Bluetooth on a WLAN will be discussed further in
Chapter 5, “Physical Layer Access Methods and Spread Spectrum Technology.”

WPANSs may also use infrared technology, which uses near-visible light in the 850 nm to
950 nm range for communications. Infrared technology was specified in the original 802.11
standard, but according to the latest version of the standard is now considered obsolete.
Regarding the Infrared (IR) specification, the IEEE 802.11-2012 Standard states that “The
mechanisms described in this clause are obsolete. Consequently, this clause may be removed
in a later revision of the standard. This clause is no longer maintained and may not be com-
patible with all features of this standard.”

The Wireless Local Area Network

As you learned in Chapter 1, local area networks (LANs) can be defined as a group of com-
puters connected by a physical medium in a specific arrangement called a topology. LANSs are
contained in the same physical area and usually are bounded by the perimeter of a building
or a group of buildings. Wireless local area networks (WLANS) fall under the same descrip-
tion as a LAN but no longer require a physical wire to connect devices together. Wireless
LANSs have been in existence for many years, even prior to IEEE 802.11 standards-based
technology, and mostly included proprietary technology or government deployments.

Since the IEEE released the 802.11 standard in 1997, WLAN technology has continued to
excel and is becoming a major component of every computer network. WLANs may operate
in either the licensed or unlicensed radio frequency spectrum. The most commonly used fre-
quency spectra for WLANS are the unlicensed 2.4 GHz ISM band and the unlicensed 5 GHz
Unlicensed National Information Infrastructure (UNII) band. The frequency bands used with
IEEE 802.11 wireless networking are discussed later in this chapter in the “Radio Frequency
Regulatory Domain Governing Bodies and Local Regulatory Authorities” section.

The Wireless Metropolitan Area Network

Metropolitan area networks consists of networks that may span from several blocks of
buildings to entire cities and interconnect devices for access to computer resources in a
region or area larger than that covered by LANs but smaller than the areas covered by
WAN:Ss. You learned about this network type in Chapter 1. You can expand on this tech-
nology and add much flexibility to MANSs by incorporating wireless technology and cre-
ating the wireless metropolitan area network (WMAN). The IEEE 802.16 Standard was
developed to address this type of wireless network. This technology may fall under the
Worldwide Interoperability for Microwave Access (WiMAX) category and addresses differ-
ent technologies. The WMAN may include a combination of public and private entities that
encompass town services such as police, fire, and public utility access.



Common WLAN Deployment Scenarios 29

The Wireless Wide Area Network

You know from Chapter 1 that a WAN consists of point-to-point or point-to-multipoint
connections between two or more LANs. WANS have the capability of extending very
long distances through the use of fiber-optic connections or leased lines from telecom-
munications providers. When it comes to the wireless wide area network (WWAN), this
extends beyond the point of connecting LANSs together. The WWAN will encompass
very large geographical areas and may include different wireless technologies, including
cellular.

The WWAN also provides wireless broadband communications for Internet access
through the use of special external adapters or even adapters built into notebook computers
or other mobile devices, including smart phone technology. Because of the technology used,
performance such as data rates will be lower than that expected and realized with IEEE
802.11 wireless networking.

Common WLAN Deployment Scenarios

The availability and technology enhancements of IEEE 802.11 wireless networking have
increased while the cost continues to decrease, making wireless LANs a viable solution for
many business models, including personal use, home offices, small offices, and enterprise
organizations. This section will look at various scenarios in which this type of wireless
networking is used. We’ll explore the following common deployment scenarios that utilize
wireless local area networks (WLANs):

= Small office/home office (SOHO)

= Enterprise deployments: corporate data access and end-user mobility
= Extension of existing networks into remote locations

= Public wireless hotspots

= Carpeted office deployments

= Educational institution deployments

= Industrial deployments

= Healthcare deployments

= Last-Mile data delivery: wireless ISP

= High-density deployments

= Other deployments, including municipal, law enforcement, and transportation
networks

Small Office/Home Office

Many small office/home office (SOHO) businesses have the same needs as those of larger
businesses with regard to technology, computer networking, and communication. These
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common needs regardless of the network size include access to a common infrastructure
for resources such as computer data (files), printers, databases, other networks, and the
Internet. Computer networking technology is common regardless of the size of the busi-
ness. Whether there are 1 or 100 employees, many are categorized as small businesses.
Wireless LANs now play a major role in small businesses. Many of these locations have a
high-speed Internet connection such as DSL (digital subscriber line) or cable modem for
access outside the local area network.

With the number of work-at-home professionals continuing to grow at a very high rate,
the need for wireless networking in this environment is also continuing to grow. The same
goes for the small office environment. Deployments such as these typically involve a smaller
number of users. Therefore, the equipment used may be consumer models sold in consumer
electronics department stores and online retailers.

In addition, many companies or organizations now allow for employees to work
remotely part or full time. In these cases the company network is now extended to the
remote location, which, whether it is a home office or other location, may be considered a
branch office of the company’s corporate network. When wireless LAN technology is used
at a remote location, new concerns arise, such as data security and network availability.
Depending on the size of the small office/home office and the number of potential users and
devices, a WLAN RF site survey may be required. A site survey will help determine areas
of radio frequency (RF) coverage and interference as well as the number and placement of
access points. Even if the small office/home office will only require a single access point, it
is still beneficial to know what other wireless networks or devices are in the same coverage
area that may cause radio frequency interference.

Figure 2.1 shows a SOHO configuration with a wireless LAN router connected to an
Internet service provider allowing access to the necessary network/Internet resources.

FIGURE 2.1 Example of a SOHO wireless LAN configuration
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ISP
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Enterprise Deployments: Corporate Data Access and
End-User Mobility

Enterprise organizations have used wired local area networking technology for decades.
With the increased need for mobility, wireless LANs within enterprise organizations have
also increased in popularity. In earlier years, due to lack of interoperability and security
features, many enterprise organizations limited wireless LAN deployments to extensions
of networks where wired connectivity was either not feasible or too costly. Because of
advancements in wireless LAN technology over the recent years, IEEE 802.11 deployments
in enterprise organizations are continuing to grow at a rapid pace.

Wireless LANSs in the enterprise are used with—but not limited to—client workstation
connectivity (desktop, notebook and tablet devices), printers, barcode scanners, voice
handsets, and location services. The cost of this technology has decreased whereas capa-
bilities, performance, speed, and security have increased, making wireless an attractive
solution for many enterprise organizations. The cost savings over hardwired solutions
such as Ethernet are enormous, adding to the attractiveness. Finally, wireless connectiv-
ity is the only option in some cases, such as mobile Voice over Wi-Fi handsets for voice
communications.

Figure 2.2 shows a floor plan drawing of an office area that may include a wireless
deployment. Each individual or shared office would contain one or two networked desk-
top computers and phones, and many would also have laptops. Printers might be located
in centrally located common areas accessible to the individuals who have permissions
to use them. The conference room might contain a videoconferencing system and an
access point depending on the number of available seats, and the reception area might
have wireless guest access for vendors or other visitors not belonging to the company
or organization. Connecting all these networked devices to each other and the outside
world are the wireless access point and other WLAN infrastructure discussed in Chapter
3, “Wireless LAN Infrastructure Devices”; these will be located throughout the facility
based on the wireless network design to provide coverage and capacity for all wireless
devices.

Extension of Existing Networks into Remote Locations

In its early days, wireless networking technology was typically deployed as an extension
of an existing wired network infrastructure. For example, some users who required access
to the computer network were farther than the physical limit of 100 meters that the IEEE
802.3 Ethernet standard allows for a copper-wired connection, so other solutions were
needed to provide this connectivity. Other wired technology, such as fiber optics and leased
lines, was sometimes cost-prohibitive or not logistically feasible. Wireless local area net-
works were an excellent alternative.

Now IEEE 802.11 wireless LANs are a major part of every network, including home,
corporate, and branch/remote locations. Remote network locations may include the SOHO,
branch office locations, public wireless hotspots, and wireless Internet service providers
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(WISPs). When a user connects to a corporate office network from any of these scenarios,
the network is basically being extended to a remote location. This extension should be
treated as such with regard to network, security, availability, and performance. This chap-
ter discusses each of these deployment scenarios in more detail.

FIGURE 2.2 Floor plan of a typical office area that may use IEEE 802.11 wireless
LAN technology
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Public Wireless Hotspots

Portability and mobility are major benefits of wireless networking. Portability allows users to
access information from a variety of locations, either public or private. Mobility allows the con-
tinuous connection to a wireless network while a device is on the move. One example of porta-
bility is the wireless hotspot. In today’s world, it is rare to visit any public location, whether a
restaurant, hotel, coffee shop, or airport, and not be able to find a public wireless hotspot.

A wireless hotspot is defined as a location that offers wireless network connectivity for
free or for-profit public or patron services. It allows a variety of mobile devices (computers,
tablets, smart phones, and so on) to connect to and access public Internet and private network
resources. As mentioned earlier in this chapter, many users work from remote locations and
require Internet access as part of their job. This can include access from a wireless hotspot.

A typical wireless hotspot will be configured with at least one wireless LAN router con-
nected to an ISP. In some cases, this setup could be as simple as a location offering free
Wi-Fi Internet access for its customers. More sophisticated hotspots will have several wire-
less access points or a complete wireless infrastructure and will be connected to a remote
billing server that is responsible for collecting revenue from the user.

In many cases, when a user connects to the hotspot router, they will be prompted with a
web page for authentication. At this point they might be asked to enter information such as
an account number, username and password, or a credit card number to allow usage for a
limited period of time. In the case of a free hotspot, typically this web page lists terms and
conditions the user agrees to prior to accessing the Internet. This type of web page configu-
ration is known as a captive portal. Captive portals are discussed in more detail in Chapter
9, “Wireless LAN Security Basics.”
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Wireless hotspots can raise security concerns for the user. Without a secure connection, all
information is passed in clear text through the air via radio frequency, potentially allowing
an intruder to capture usernames, passwords, credit card numbers, or other information that
could lead to identity theft. Most hotspots do not have the capability to provide a secure wire-
less connection from the user’s computer or wireless device to the wireless router or network.
The secure connection then becomes the responsibility of the user. Since many corporations
do allow employees to work remotely from wireless hotspot connections, extra security mea-
sures need to be explored and implemented. In this case, usually a virtual private network
(VPN) is used to ensure security. A VPN creates a secure tunnel between the user and the
corporate network, allowing for a secure encrypted connection for the user from the wireless
hotspot to their corporate network over the Internet or public network.

For users who connect to wireless hotspots, it is very important for their wireless
devices to be secured with the appropriate antivirus software, firewall software, and up-
to-date operating system patches or service packs. Following these guidelines can help
protect the user from attacks when they are connected to and using a wireless hotspot.

Figure 2.3 shows a simple wireless hotspot implementation.

FIGURE 2.3 Wireless hotspot allows users to connect to the Internet from remote
locations.
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Carpeted Office Deployments

Computer networking in traditional office space, or “carpeted offices,” now rely on
wireless technology to a large extent. This is for several reasons:

= Cost

= Portability

= Mobility

= Convenience
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Many offices do have an existing wired network infrastructure, and I do not expect that
to go away any time soon. In most cases copper wire for Ethernet connectivity is already in
place and is adequate for the intended use. However, the cost to upgrade the copper wiring
or install new wired network drops can be expensive. Therefore, wireless LAN technology
is an attractive alternative to wired networks in many office deployment scenarios. What
we are now seeing in the enterprise is a new era of wireless networks by default and wired
networks only as required. Depending on the use of the network—that is, the types of soft-
ware applications and the number of devices requiring connectivity—wireless may be the
best solution simply because of the cost.

Without trying to set firm limits, it is common to connect as many as 20-25 users/
devices to a single wireless access point. However, the maximum size does depend on the
software applications and the number of devices connected, as mentioned earlier. A major
benefit of IEEE 802.11 wireless LAN technology is that an access point will require only
a single Ethernet drop to support all the devices or users. Of course, don’t forget that an
access point is part of a shared medium for everything that connects, and performance and
throughput can be an issue if proper design practices are not used.

Again, remember the difference between portability and mobility. Portability allows
users to access information from a variety of set locations, and mobility allows a continu-
ous connection to a wireless network while the device is moving. Carpeted space offices
may have a need to provide support for both portability and mobility. For the user who
moves from an office cubicle to a conference room to attend a meeting, portability will be
sufficient. In this situation they will probably shut down their mobile device, such as a lap-
top computer, and carry it to a conference room for the meeting. Restarting the computer
will then require the device to reconnect to the wireless network, hence, portability.

Devices such as mobile phones using voice over IP (VoIP) or tablet devices usually
require continuous connectivity to the wireless network while the user/device is in motion.
This mobility feature allows uninterrupted communications and a pleasant experience for
the user. Both portability and mobility provide the convenience network that people desire.
Figure 2.4 shows a common office scenario.

Educational Institution Deployments

Educational institutions can benefit from wireless networking in many ways. Wireless
LAN deployments are common in elementary and high schools both public and private.
Universities deploy campus-wide wireless LANs amounting to thousands of access points
servicing tens of thousands of users on a single campus.

Wireless LAN technology allows for increased mobility in the educational environment,
providing huge cost savings when technology needs to be refreshed. Mobile carts with note-
book computers are one example. A high school can deploy wireless infrastructure devices
such as access points in classrooms and purchase several mobile carts with notebook or
tablet computers to be used when and where needed. This is beneficial since it will save on
supplying many classrooms with computers when continuous need for the computers or
devices may be low. Some school buildings may be older or historic buildings and installing
cabling is impossible or cost-prohibitive. Wireless provides the solution. The architecture of
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many school buildings may also pose concerns that need to be addressed with many wire-
less network deployments. These include building materials, such as these:

= Brick and concrete walls
= Lath and plaster walls

= Inconsistent materials due to building additions

FIGURE 2.4 Office with conference area and cubicle offices
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These materials may cause issues because the radio frequency may not propagate well
depending on the density and composition of the building materials. This means potentially
additional wireless access points and extra design considerations.
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In addition, there may be modular or temporary classrooms; the issue with these is the
density of devices and users, which will affect the wireless network capacity and may result
in performance issues. Also, the location and distance from the main building should be
taken into consideration because this equates to a point-to-multipoint connection and line
of sight needs be taken into account.

Some educational institutions are implementing a “one-to-one” initiative—in other
words, the goal is to have one Internet-accessible device for every one student. This type of
initiative will introduce density concerns, because of the potentially high number of stu-
dents in a single classroom. Educational institutions, whether an elementary school, a high
school, or a college campus, should always consider starting with an RF wireless site survey
and follow best practices from the equipment manufacturer to ensure a successful deploy-
ment. Figure 2.5 shows a typical small school environment.

Industrial Deployments

Some industrial organizations have been using wireless LAN technology for many years,
even prior to the development of IEEE 802.11 wireless standards-based solutions. Examples
of these deployments include barcode and scanning solutions for manufacturing, ware-
housing, inventory, and retail. Although this type of deployment may not be very dense,
coverage is very important. Many businesses of this type include the following building
characteristics:

= High ceilings

= Tall storage racks

= Large inventory of product
= Forklifts

These building characteristics can cause issues with wireless networks because of the
way radio frequency propagates. With high ceilings, various antennas will need to be tested
and coverage verified throughout the facility. Tall storage racks may have varying levels
of inventory or product, resulting in poor propagation. Depending on what the products
are made of, this will have a direct impact on the radio frequency behavior. For example,

a high density of water products and paper products will absorb radio frequency. In many
cases, forklifts will be outfitted with wireless barcode scanners or other mobile devices that
require the ability for fast secure transition capabilities.

In this type of environment, it is important to understand that radio frequency will
behave in ways that could impact the performance of the wireless network. Chapter 6,
“Radio Frequency Fundamentals for Wireless LAN Technology,” will explain the behav-
iors of radio frequency in more detail. These behaviors can lead to coverage issues for the
devices in use. Careful evaluation of this type of environment is essential, and an RF site
survey is highly recommended to ensure proper RF coverage.

The physical characteristics of this type of environment are fairly static, although addi-
tional racks or shelving may occasionally be added. However, product inventory is dynamic
and may change constantly. Moreover, forklifts and other product-moving equipment are
constantly moving and in different locations. These are some of the factors that must be



Common WLAN Deployment Scenarios 37

taken into consideration when deploying wireless networking in an industrial environment.
Figure 2.6 shows a typical warehouse facility with 35-foot-high ceilings.

FIGURE 2.5 Classrooms for wireless LAN deployment
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FIGURE 2.6 Warehouse facility with high ceilings and storage shelving inside
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Healthcare Deployments

The growth of wireless LAN deployments in the healthcare industry is quite impressive.
Today, healthcare is one of the fastest-growing sectors of the U.S. economy. Healthcare
environments pose many challenges for the design, deployment, and support of wireless
networking.

Hospitals in most cases run 24 x 7 x 365 days a year. Wireless LANs have numerous
applications in hospitals, including these:

= Patient registration
= DPatient charting
= Prescription automation
= Treatment verification
= Inventory tracking
= Electronic medical records
= Location services
= Electronic imaging
One of the obstacles to take into consideration for wireless networking is interference.
Hospitals use many devices that operate in the unlicensed ISM RF band. This can create
challenges for design and reliability of the wireless network. Licensed and unlicensed RF

bands are discussed later in this chapter. Other potential issues for healthcare deployments
to be aware of include:

= Building materials that can hinder RF propagation, such as lead-lined walls used in
radiology areas to protect people from X-rays

= Identical floor layouts above and below, which leads to stacking access point issues
= Limited accessibility to areas such as surgery and patient care rooms

= Aesthetics of the installed equipment

Compliance with legislation such as the Health Insurance Portability and Accountability
Act of 1996 (HIPAA) also needs to be taken into consideration when designing wireless
installations for healthcare. Security concerns and different legislations will be discussed in
Chapter 9. Figure 2.7 illustrates a common medical office that uses wireless LAN technology.

Last-Mile Data Delivery: Wireless ISP

Last-mile data delivery is a term commonly used in telecommunications to describe the
connection from a provider to an endpoint such as a home or business. (Last-mile is not
necessarily a mile in distance.) This can be a costly solution in many applications, since
each endpoint needs a separate physical connection. Wireless technology provides a more
cost-effective solution for last-mile data delivery.

Some communication technologies, such as DSL, have physical limitations that pro-
hibit connections in some cases. It may not be cost-effective for telecommunication service
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providers to supply connections in rural or semi-rural areas. Wireless LANs can service
areas that may not be part of a last-mile run. Providing Internet access from a wireless ISP
is one application. Things to consider for feasibility are line of sight, obstacles, and RF
interference. Figure 2.8 shows an example of wireless last-mile data delivery.

FIGURE 2.7 Medical offices often use wireless LAN technology.
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In December 2009 the 802.11 task group TGaf was formed to define the 802.11af
amendment (not to be confused with IEEE 802.3af for Power over Ethernet). This amend-
ment to the 802.11 standard addresses the use of “TV White Space” frequency bands for
use with wireless networking technology. These lower frequencies propagate well over lon-
ger distances and may be ideal to provide Internet connectivity for rural or semi-rural areas
as well as other types of wireless technology innovation.

High-Density Deployments

What does the term “high-density Wi-Fi deployment” really mean? People have differing
opinions on this, as it can be subjective. Some industry experts claim that in the next few
years the number of installed wireless devices will exceed the number of installed wired
devices. When you think about it, this projection may be realistic. Take a moment and
count the number of wireless devices that you have in your possession, at your home, the
classroom, and the office. This includes notebook computers, smart phones, tablets, and
broadband Internet devices. The average person may have between one and five separate
wireless devices, many of which include IEEE 802.11 wireless technology. This gives an
idea of how the density of wireless LAN devices in all environments—home, office, educa-
tion, and industrial—will continue to increase in the coming years.

Some high-density deployments have been discussed in this chapter and include edu-
cational institutions and medical such as hospital environments. Issues to consider in this
type of environment are the frequency band to use, co-channel interference, cell sizing, and
access point capacity.

Municipal, Law Enforcement, and Transportation
Networks

Wireless LANs are valuable technology in the industrial, municipal, and law enforcement
fields, and in transportation networks.

Federal and local law enforcement agencies frequently maintain state-of-the-art tech-
nology utilizing computer forensics and wireless LAN technology. Technologies that use
19.2 Kbps connectivity are becoming obsolete because of their slower data transfer rates.
Municipal deployments that include police, fire, utilities, and city or town services are often
all connected to a common wireless LAN.

Transportation networks are no exception. Wireless LAN installations are becoming
more common in places like commuter buses, trains, airplanes and automobiles. Users can
connect for free or by paying a nominal fee. This type of connectivity now allows a user to
better employ idle time. This is especially helpful to the mobile user or “road warrior” who
needs to make the best use of available time.
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Building-to-Building Connectivity Using
Wireless LAN Technology

Connecting two or more wired LANs together over some distance is often necessary in
computer networking. Depending on the topology, this can be an expensive and time-
consuming task. Wireless LAN technology is often used as an alternative to copper cable,
fiber optics, or leased line connectivity between buildings. Whether connecting two or mul-
tiple locations together, point-to-point or point-to-multipoint links can be a quick and cost-
effective solution for building-to-building connectivity.

Antenna selection plays an important role in this type of connectivity and will be dis-
cussed further in Chapter 7, “WLAN Antennas and Accessories.” Other factors to consider
in either point-to-point or point-to-multipoint connections are the radio frequency band
used and the distance, both of which will determine whether a link is feasible for a wireless
connection.

Wireless Point-to-Point Connections

As discussed in Chapter 1, connecting at least two wired LANs together is known as a
point-to-point connection. Wireless point-to-point connections can provide long-range
coverage depending on terrain and other local conditions. These links can serve both wired
and wireless users on the connected local area networks. Wireless point-to-point connec-
tions typically call for semidirectional or highly directional antennas. With some regulatory
agencies, when an omnidirectional antenna is used in this configuration, it is considered a
special case, called a point-to-multipoint connection. Correct antenna selection is impor-
tant and will be discussed in more detail in Chapter 7. Figure 2.9 shows a wireless point-to-
point connection.

FIGURE 2.9 A wireless point-to-point connection using directional antennas

>)>> <<(<

LAN 1 LAN 2



42 Chapter 2 - Introduction to Wireless Local Area Networking

Wireless Point-to-Multipoint Connections

As you learned in Chapter 1, a network connecting more than two LANSs together is
known as a point-to-multipoint connection. With wireless networking, this configuration
usually consists of one omnidirectional antenna and multiple semi- or highly directional
antennas (see Figure 2.10). Point-to-multipoint connections are often used in campus-style
deployments where connections to multiple buildings or locations may be required.

FIGURE 2.10 A typical point-to-multipoint connection using omnidirectional and
directional antennas
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Wireless point-to-point and point-to-multipoint connections are becoming more com-
mon with many IEEE 802.11 wireless LAN deployments, thanks to the low cost of the
equipment and the ease of installation. The installation time for a wireless point-to-point
connection can be as little as a few hours.

RF Regulatory Domain Governing
Bodies and Local Regulatory
Authorities

Wireless networks use radio frequency (RF) to communicate. The RF spectrum needs to
be regulated in order to ensure correct use of the allocated frequency bands. At the global
level, the International Telecommunication Union-Radiocommunication Sector (ITU-R)
is responsible for global management of RF spectrum, in addition to satellite orbits. This
organization currently has 191 member states and over 700 sector members. It man-
ages five regions, one of which is Region A, North and South America, Inter-American
Telecommunication Commission (CITEL).

Figure 2.11 shows all five regions and the geographic area they encompass.
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FIGURE 2.11 |ITU-R region map
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For additional information, visit www.itu.int/ITU-R.

Table 2.1 shows the five regions, the geographic areas they cover, and the URL address
for each region’s website.
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TABLE 2.1 ITU-R regions, geographic locations, and URLs

Region Location URL

Region A America www.citel.oas.org
Region B Western Europe www.cept.org
Region C Eastern Europe and Northern Asia www.en.rcc.org.ru/
Region D Africa www.atu-uat.org

Region

Asia and Australia

www.aptsec.org
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United States: Federal Communications Commission

The local regulatory authority that manages RF spectrum for the United States is the
Federal Communications Commission (FCC). The FCC, founded in 1934, is (along with
other local regulatory authorities) responsible for regulating the licensed and unlicensed
radio frequency spectrum. IEEE 802.11 wireless networks may use licensed or unlicensed
frequencies for communication between devices. A benefit of using unlicensed radio spec-
trum is no cost to the end user. The IEEE commonly uses two of three unlicensed RF bands
allowed by the FCC:

= 2.4 GHzISM
= 5 GHz UNII

Later in this chapter we will further discuss this and other details of standards-based
wireless communications.

P The unlicensed 900 MHz ISM band is not used with IEEE 802.11 wireless

}drrz networking.

Licensed RF Bands Used with IEEE 802.11

Two additional licensed bands can be used with IEEE 802.11 networking;:
= 3.650-3.700 GHz band
= 4.940-4.990 GHz public safety band

In 2008 the IEEE ratified the IEEE 802.11y amendment to the standard. This amend-
ment allows for the use of high-powered wireless LAN equipment to operate in the 3.650—
3.700 GHz band. Within the United States this is a licensed band that requires the user to
pay some type of licensing fees.

The IEEE 802.11-2012 standard also specifies the use of the 4.940-4.990 GHz public
safety band for use within the United States, consisting of 5§ MHz, 10 MHz, and 20 MHz
wide channels with both high and low power limits.

)’ For additional information regarding radio frequency use in the United

‘érs States, visit www.fcc.gov.

Europe: European Telecommunications Standards
Institute

The European Telecommunications Standards Institute (ETSI) is responsible for
producing standards for information and communications technologies, includ-
ing fixed, mobile, radio, converged, broadcast, and Internet technologies in Europe.


http://www.fcc.gov
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ETSI was created by the European Conference of Postal and Telecommunications
Administrations (CEPT) in 1988.

In Europe, radio frequency use is managed by CEPT, which develops guidelines and
provides national administrations with tools for coordinated European radio frequency
spectrum management.

IEEE and Wireless LAN Standards

The IEEE (originally known as the Institute of Electrical and Electronics Engineers), pro-
nounced “eye triple E,” is a nonprofit organization responsible for generating a variety of
technology standards, including those related to information technology. The IEEE is the
world’s largest technical professional society. Since 1997 the IEEE has released a series of
standards related to wireless local area networking.

This section describes the IEEE wireless networking standard and the amendments in the
order in which they were ratified and released. They define what some call the power, range,
and speed of the radio frequency and WLAN technology. This is because the IEEE 802.11
standard specifies the maximum amount of radio frequency (RF) transmit power, the allowed
radio frequency spectrum (which is related to the range), and the allowed data rates or speed.

)’ For additional information about the IEEE, visit www.ieee.org.
<~

A,

The IEEE 802.11 Standard

The IEEE 802.11 standard, released in 1997, is what initially defined the wireless LAN
communication standards. The data rates used in this original standard (1 and 2 Mbps) are
considered slow compared to today’s technology.

)’ As of this writing, the IEEE 802.11-2012 standard is the most current

‘é“ ratified IEEE 802.11 standard. This latest version includes the IEEE
802.11-2007 standard and outstanding amendments at the time of
ratification, such as IEEE 802.11k/n/p/r/s/u/v/w/y/z, into one document.
However, many in the industry still refer to the original names of the
amendments: 802.11b, 802.11a, 802.11g, 802.11n, and so on. The IEEE
considers all of the previously published amendments and revisions
retired as a result of the release of the new IEEE 802.11-2012 Standard.

Device and application requirements for IEEE 802.11 are discussed in
Chapter 6.

Here are the frequency range, spread spectrum technology, and data rates for the IEEE
802.11-1997 standard:


http://www.ieee.org
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= 2.4 GHz ISM band
= Frequency hopping spread spectrum (FHSS)
= Direct sequence spread spectrum (DSSS)
= Infrared (IR)
= 1and2 Mbps
Frequency hopping spread spectrum is considered legacy technology with regard to IEEE
802.11 wireless networking. However, it is still used in other wireless technologies, such as

IEEE 802.15 Bluetooth devices, and wireless cordless public switched telephone network
(PSTN) telephones.

)/ To see the most up-to-date status of the IEEE 802.11 standard and
,@TE amendments, visit the Official IEEE 802.11 Working Group Project Time-
lines web page at www.ieee802.0rg/11/Reports/802.11_Timelines.htm.

The IEEE 802.11b Amendment

The IEEE 802.11b amendment to the 802.11 standard works in the 2.4-2.5 GHz ISM
band. This amendment, released in 1999, specifies high rate DSSS (HR/DSSS) for 5.5 and
11 Mbps.

The IEEE 802.11b amendment was released before the |IEEE 802.11a
d')TE amendment.

Here are the frequency range, Physical layer (PHY) technology, spread spectrum technol-
ogy, and data rates for the IEEE 802.11b amendment:

= 2.4 GHz ISM band

= 2.4 GHz-2.4835 GHz in North America, China, and Europe (excluding Spain and
France)

= Direct sequence spread spectrum (DSSS)

= High rate—direct sequence spread spectrum (HR/DSSS)
= 5.5and 11 Mbps

= Backward compatible to 802.11 DSSS for 1 and 2 Mbps

With the release of the IEEE 802.11b amendment, wireless LAN technology became
more affordable and mainstream. This amendment introduced two higher-rate data speeds,
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5.5 and 11 Mbps, making the technology more desirable. Today wireless infrastruc-

ture device manufacturers still support IEEE 802.11b wireless technology; however, it is
unlikely you would be able to purchase any “new” devices that support only IEEE 802.11b
technology. Devices sold today that operate in the 2.4 GHz ISM band will support IEEE
802.11b/g/n and may be marketed as such or as IEEE 802.11g/n, which implies support for
IEEE 802.11b.

y The acronyms described in following section such as FHSS, DSSS, HR/

A&TE DSSS, OFDM, ERP, and HT are shown and defined to help explain the
details of each amendment to the standard. You will learn more about each
of these Physical layer technologies in Chapter 5.

The IEEE 802.11a Amendment

This amendment to the IEEE 802.11 standard defined operation in the 5 GHz UNII band.
Released in 1999, this amendment originally defined three frequency ranges in three
bands—UNII-1, UNII-2, and UNII-3. The UNII-1 band is intended for indoor use only,
the UNII-2 band is for indoor or outdoor use, and the UNII-3 band may be used indoors or
outdoors but was most commonly used outdoors. The data rates for IEEE 802.11a are up
to 54 Mbps using orthogonal frequency division multiplexing (OFDM). OFDM and other
Physical layer technologies will be discussed in Chapter 5. Although this amendment was
released in 1999, devices were not widely available until 2001.

Here are the frequency range, PHY technology, and data rates as specified in the original
IEEE 802.11a amendment.

=  5GHz UNII band
= 5.150-5.250 GHz UNII-1
= 5.250-5.350 GHz UNII-2
= 5.725-5.825 GHz UNII-3

= Orthogonal frequency division multiplexing (OFDM)
= 6,12,24 Mbps OFDM required data rates
= 9,18, 36, 48, and 54 Mbps OFDM data rates supported but not required

A benefit to using the 5 GHz UNII band is less interference, because not all wireless
devices support operation in this band. Currently, many fewer devices use the 5 GHz
UNII license-free band than use the 2.4 GHz ISM license-free band, including non-802.11
devices. However, the number of wireless devices that operate in the 5 GHz band is always
increasing. If there are fewer devices that utilize the band it means less interference, which
allows for increased performance and reliability.



48 Chapter 2 - Introduction to Wireless Local Area Networking

- Since the IEEE 802.11a amendment was ratified, some changes have

Adrrs been implemented and are now addressed in the IEEE 802.11-2012
standard and previously the 802.11-2007 standard. They include a
new frequency range (5.470-5.725 GHz) that is allowed by some local
regulatory agencies and is known as the UNII-2e band. This extra fre-
quency space allows for 11 additional 20 MHz-wide nonoverlapping
channels. Also, based on the IEEE 802.11-2012 standard, in the United
States, one channel (channel 165 in the 5 GHz ISM) band is allowed
to be used with IEEE 802.11 wireless LAN technology.

The IEEE 802.11g Amendment

This amendment to the IEEE 802.11 standard was released in 2003. Like 802.11 and
802.11b, it operates in the 2.4 GHz ISM band. This amendment addresses extended data
rates with OFDM technology and is backward-compatible to 802.11 and 802.11b.

Here are the frequency range, PHY technology, spread spectrum technology, and data
rates for the IEEE 802.11g amendment:

= 2.4 GHz ISM band

= 2.4 GHz-2.4835 GHz in North America, China, and Europe (excluding Spain and
France)

= Direct sequence spread spectrum (DSSS)

= High rate—direct sequence spread spectrum (HR/DSSS)

= Extended rate physical-orthogonal frequency division multiplexing (ERP-OFDM)
= Packet binary convolutional code (PBCC; optional)

= 1and 2 Mbps (compatible with DSSS)

= 5.5 and 11 Mbps complementary code keying (CCK; compatible with HR/DSSS)
= 6,12,24 Mbps OFDM required data rates

= 9,18, 36,48, and 54 Mbps OFDM data rates supported but not required

IEEE 802.11g is backward-compatible to 802.11 and 802.11b because it operates in the
same 2.4 GHz ISM license-free band and supports the same access methods or technology
as 802.11b. One benefit of IEEE 802.11g compatibility is that many established network
infrastructures and devices have used 802.11 and 802.11b for years. This allows them to
continue to operate as normal with upgrades or replacement as appropriate or necessary.

)/ To allow the slower DSSS and HR/DSSS data rates of 1, 2, 5.5, and 11 Mbps

‘&TE to operate in an IEEE 802.11g network, the amendment addresses the use
of protection mechanisms. These protection mechanisms will degrade the
performance of IEEE 802.11g clients to some degree when IEEE 802.11b
radios are present in the basic service area (BSA).
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Some organizations are moving to drop support for IEEE 802.11b devices. This is
accomplished by disabling the 802.11b data rates on the infrastructure devices—access
points, controllers, and so on. They do this to minimize performance issues such as
throughput when TEEE 802.11b devices are present in the IEEE 802.11g BSA. In some
deployment scenarios, such as public wireless hotspots or areas with wireless guest net-
works, it would be difficult to disallow the use of IEEE 802.11b devices. However, this is
strictly a decision to be made by the organization and information technology staff.

@ Real World Scenario

Maximizing Throughput in an IEEE 802.11g Network

In certain cases the only way to maximize the throughput of an 802.11g network is to set
the data rates of the access points to support 802.11g data rates only. The trade-off is that
802.11b devices will not be able to connect to the network, because the access point will
not recognize the 802.11b data rates. This would work well where backward compatibility
to 802.11b is not required and all equipment in use supports 802.11g. An analogy would
be a group of individuals all speaking one language. They all understand the same lan-
guage, so they have no need to accommodate a second language.

Because of protection mechanisms defined in the 802.11g amendment, throughput will
degrade in an 802.11b/g mixed mode environment when 802.11b devices are present.
The 802.11b devices have a maximum data rate of 11 Mbps (HR/DSSS), and they share
the medium with the 802.11g devices that have a maximum data rate of 54 Mbps (ERP-
OFDM). Think of the language analogy. If a group of individuals are speaking two differ-
ent languages, a translator may be required for complete communication. A discussion
among the group would take longer, because the translator would need to translate the
languages. Likewise, protection mechanisms will have an impact on the throughput for
the 802.11g devices, since the 2.4 GHz medium is shared. If there are no 802.11b devices
in the radio range of an access point in an 802.11b/g mixed mode environment, protection
mechanisms should not affect throughput since the access point will not have to share
the medium with the two different technologies, ERP-OFDM and HR/DSSS.

If you do not have any 802.11b devices on your network, you can set your access
point to 802.11g-only mode by disabling the 802.11b data rates. In this configuration,
your 802.11g devices will perform better, because protection mechanisms will not
be enabled. However, if there are any 802.11b devices that don’t belong to your net-
work in the “listening” range of the access point, data collisions will increase at the
access point. This is because 802.11b and 802.11g operate in the same RF range,
and the 802.11g (ERP-OFDM) access point would stop listening to the 802.11b (HR/
DSSS) transmissions. (It would simply see them as RF noise.) In this configuration,
overall throughput will still exceed that of an access point set to 802.11b/g mixed
mode in the presence of 802.11b devices. The access point will hear the 802.11b
transmissions, but they will not be serviced since they are only seen as RF noise.
Thus they will have less impact on throughput.
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The IEEE 802.11n Amendment

After several years of drafts, the IEEE 802.111n amendment was finally approved in
September 2009. The release of this document opened the doors for manufacturers of IEEE
802.11 wireless LAN equipment, giving them the opportunity to move forward with new
technology that allows for better performance, higher throughput, and several other ben-
efits. Wi-Fi certified devices under 802.11n draft 2.0 were available for several years prior
to the ratification of IEEE 802.11n. Most if not all enterprise manufacturers had at least
one wireless infrastructure device certified under draft 2.0 by the Wi-Fi Alliance prior to
the release of the new amendment.

Here are the frequency range, PHY technology, data rates, and other details for the
IEEE 802.11n amendment:

= 2.4 GHz ISM band

= 5 GHz UNII band

= Multiple-input multiple-output technology (MIMO)
=  HT-OFDM

= Physical layer (PHY) layer enhancements

= Data Link layer (MAC) layer enhancements

= Data rates up to 600 Mbps

IEEE 802.11n devices are capable of operating in both unlicensed frequency bands, the 2.4
GHz ISM band, and the 5 GHz UNII band. This means that they must be backward-compat-
ible with previous technologies, such as IEEE 802.11b/g devices that operate in the 2.4 GHz
ISM band and IEEE 802.11a devices that operate in the 5 GHz UNII band.

Multiple-input multiple-output (MIMO) is a big part of what makes IEEE 802.11n such
an amazing technology. Prior to 802.11n, IEEE 802.11a/b/g devices used a single radio to
transmit and receive radio signals. This is known as single-input single-output (SISO) tech-
nology. MIMO uses multiple radios or “radio chains” to transmit and receive radio signals.
SISO systems were subject to a phenomenon called multipath, in which several wavefronts
of a signal would be received out of phase because of reflections. This is a problem for IEEE
802.11a/b/g systems, whereas MIMO actually uses the reflections to help enhance the per-
formance and throughput using several radio chains in 802.11n. Multipath is discussed in
more detail in Chapter 7. MIMO consists of several types of new technologies that include
the following among others:

= Transmit beamforming (TxBF)
= Maximal ratio combining (MRC)
= Spatial multiplexing (SM)
= Space time block coding (STBC)
It is best to check with the specific manufacturers of the wireless equipment to determine
how they implement MIMO technology. The details of the types of MIMO technologies

listed here are beyond the scope of the objectives of the CWTS Study Guide but can be
found in other CWNP Study Guides and training materials.
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IEEE 802.11n provides many enhancements to the physical layer 1, including the follow-

ing, among others:

= 40 MHz channels through the use of channel bonding

= More subcarriers for higher data rates

= Optional short guard intervals to provide more potential throughput

= Varying modulation types for data rates of up to 600 Mbps

The Media Access Control (MAC) sublayer of the Data Link layer also provides
enhancements to improve performance and throughput with IEEE 802.11n. These include

but are not limited to the following;:

= Frame aggregation for less 802.11 overhead
= Block acknowledgments (block ACKs)
= Reduced interframe spacing (RIFS)

= Spatial multiplexing power save (SMPS) to help conserve battery life

= Power save multi-poll (PSMP) for devices enabled for quality of service (QoS)

It is beneficial to understand all the frequencies, PHY technology, spread spectrum tech-
nologies, and data rates for all the IEEE 802.11 standards and amendments mentioned in
this chapter. This will help for certification exam purposes as well as for basic knowledge

of the technology. Table 2.2 provides a summary and comparison of the currently released
IEEE 802.11 communication standards and amendments.

TABLE 2.2 Summary of 802.11 communication standards and amendments

Details

802.11 802.11a 802.11b 802.11¢g 802.11n

2.4 GHz ISM band
5 GHz UNII bands
FHSS

DSSS

HR/DSSS

OFDM

ERP-OFDM
HT-OFDM

1 and 2 Mbps

X X X X
X X

X
X X X X
X X X
X X
X X
X
X X X X
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TABLE 2.2 Summary of 802.11 communication standards and amendments (continued)

Details 802.11 802.11a 802.11b  802.11g 802.11n
5.5 and 11 Mbps X X X
6, 9, 12, 18, 24, 36, 48, 54 Mbps X X X
Up to 600 Mbps X

Additional IEEE 802.11 Amendments

In addition to communications, the IEEE creates amendments defining specific functional-
ity, including QoS and security. We will look at those functions next.

)’ Although the following IEEE 802.11 amendments are not included in the
‘drrz exam objectives, it is important to understand this information as it per-
tains to the technology.

The IEEE 802.11e Amendment

The original IEEE 802.11 standard lacked QoS functionality features. In the original
IEEE 802.11 standard, Point Coordination Function (PCF) mode provided some level of
QoS. PCF mode is a function of the access point and allows for polling of connected client
devices. This creates a contention-free period for data transmissions and provides QoS-like
functionality. However, few if any vendors implemented this mode of operation.

The IEEE 802.11e amendment defines enhancements for QoS in wireless LANs. 802.11e
introduced a new coordination function, the hybrid coordination function (HCF). HCF
defines traffic classes and assigns a priority to the information to be transmitted. For exam-
ple, voice traffic is given a higher priority than data traffic, such as information being sent
to a printer. The IEEE 802.11e amendment was incorporated into the IEEE 802.11-2007
standard and is now part of the IEEE 802.11-2012 Standard. The Wi-Fi Alliance created a
proactive interoperability certification for 802.11e called Wi-Fi Multimedia (WMM). The
Wi-Fi Alliance and interoperability certifications are discussed later in this chapter.

The IEEE 802.11i Amendment

The IEEE 802.11i amendment addresses advanced security solutions for wireless
LANS, since the original IEEE 802.11 standard was known for security weaknesses.
Manufacturers of IEEE 802.11 WLAN equipment addressed the following:

= Wired Equivalent Privacy (WEP)
= Service set identifier (SSID) hiding
= Media access control (MAC) address filtering
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Wired Equivalent Privacy (WEP) was defined by the TEEE 802.11 standard intended to
prevent casual eavesdropping. WEP was compromised early on, making wireless LANs vul-
nerable to intrusion and providing little if any security. This issue was addressed by stron-
ger security mechanisms (mainly CCMP/AES — Counter Mode with Cipher-Block Chaining
Message Authentication Code Protocol /Advanced Encryption Standard) that became avail-
able with the introduction of the IEEE 802.11i amendment to the standard.

Service set identifier (SSID) hiding and media access control (MAC) address filtering are
both manufacturer-implemented features that may be used by some for “pseudo” security.
It is important to understand that neither of these provides any kind of security for an IEEE
802.11 wireless network.

WEP, SSID hiding, and MAC filtering all have known security vulnerabilities,
allowing for security weaknesses in IEEE 802.11 wireless LANs. The IEEE 802.11i
amendment addressed security weaknesses with wireless LANS by including several
enhancements, all of which will be discussed in Chapter 9. The IEEE 802.11i amend-
ment was incorporated into the IEEE 802.11-2007 standard and is now part of the IEEE
802.11-2012 Standard.

The IEEE 802.11r Amendment

The IEEE 802.11r amendment was approved in May 2008. The 802.11r amendment speci-
fies fast secure roaming or fast transition (FT) technology. The IEEE 802.11 standard did
not address standards-based transition (roaming) mechanisms, so manufacturers used
proprietary methods. The IEEE attempted to standardize transition techniques for wire-
less LAN technology with the ratification of a recommended practice, IEEE 802.11F. This
recommended practice was never implemented by many (if any) manufacturers and was
eventually withdrawn by the IEEE.

The main goal of IEEE 802.11r was to provide fast transition for voice over IP (VoIP)
with wireless LAN technology. Although this amendment has been ratified for some time
and most enterprise equipment manufacturers support it, they still rely on the use of pro-
prietary methods for fast transition. This is partly because there was no interoperability
certification until the formation of the Wi-Fi Alliance. The IEEE 802.11r amendment was
incorporated into the IEEE 802.11-2012 Standard.

The IEEE 802.11k Amendment

IEEE 802.11k is the amendment to the IEEE 802.11 standard that addresses radio resource
management. This amendment was approved in May 2008, the same day as the IEEE
802.11r amendment. 802.11k and 802.11r work together to form fast, secure basic service set
transition for mobile devices. IEEE 802.11k aids the wireless device in locating the best access
point to transition to, by defining the technology to be used to manage the radio frequency.
The IEEE 802.11k amendment was incorporated into the IEEE 802.11-2012 Standard.

The IEEE 802.11Tw Amendment

Wireless LAN management frames, such as the 802.11 authentication frames and 802.11
association frames used in IEEE 802.11 wireless LANSs, are susceptible to intrusion and
can cause security issues. This is because the IEEE 802.11 standard did not provide any
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protection for management frame information that traverses the air. With some basic
knowledge of the technology and the correct software tools, an intruder can perform a
denial-of-service (DoS) or hijacking attack. When implemented, technology specified in the
IEEE 802.11w amendment helps to mitigate these types of attacks or security issues. This
is still considered newer technology and is not yet implemented by all manufacturers of
wireless LAN equipment. The IEEE 802.11w amendment was incorporated into the [EEE
802.11-2012 Standard.

The IEEE 802.11s Amendment

The IEEE 802.11s amendment specifies wireless mesh networking. Mesh networking with
wired networking has been available for many years. Wireless mesh networking started
with military deployments but has evolved into the public sector. Mesh networking allows
infrastructure devices such as wireless access points or mesh routers to create a self-form-
ing, self-healing and intelligent network infrastructure. A wireless mesh network is some-
times referred to as a wireless distribution system (WDS). Most manufacturers of enterprise
wireless equipment have been using mesh technology for years with proprietary protocols.
Although the IEEE has ratified the standard for this technology, most manufacturers still
use proprietary methods. Mesh technology will be discussed further in Chapter 3. The
IEEE 802.11s amendment was incorporated into the IEEE 802.11-2012 Standard.

Interoperability Certifications

By creating standards, the IEEE is encouraging technological progress. Manufacturers
often implement wireless devices and networks in a proprietary manner, within or outside
the standard. The proprietary approach often leads to a lack of interoperability among
devices. In the wireless community, such practices are not widely accepted. Users want all
of their devices to function well together. The combination of proprietary implementations
and user dissatisfaction fostered the creation of interoperability testing and certifications.

This section will discuss vendor interoperability certifications related to IEEE 802.11
standards-based wireless LAN equipment. These certifications address communications,
QoS, and security.

Wi-Fi Alliance

As mentioned in the previous section, the IEEE is responsible for creating the standards for
wireless networking. However, equipment manufacturers are not required to provide proof that
their equipment is compliant with the standards. Starting with the release of the IEEE 802.11b
amendment, several early WLAN equipment manufacturers—including Symbol Systems,
Aironet, and Lucent—formed an organization known as Wireless Ethernet Compatibility
Alliance (WECA) to promote the technology and to provide interoperability testing of wireless
LAN equipment manufactured by these and other companies. In 2000, WECA was renamed
the Wi-Fi Alliance. The term Wi-Fi represents a certification and is often misused by people in
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the industry. Wi-Fi is a registered trademark, originally registered in 1999 by WECA and now
registered to the Wi-Fi Alliance. People often use the term Wi-Fi synonymously with wireless
LAN technology; in fact it means wireless technology certified to be interoperable.

y For additional information about the Wi-Fi Alliance, visit www.wi-fi.org.
< ak
Figure 2.12 shows an example of a Wi-Fi certified logo, showing the device has met the
interoperability testing criteria.

FIGURE 2.12 Wi-Fi Certified logo for devices that are Wi-Fi certified

®
=]
=1
CERTIFIED

(LOGO USED WITH PERMISSION FROM THE WI-F1 ALLIANCE)

Wi-Fi Protected Access Certification

The Wi-Fi Protected Access (WPA) certification was developed because security in the
original IEEE 802.11 standard was weak and had many security vulnerabilities. This
certification was designed as an interim solution until an amendment to the IEEE 802.11
standard addressing security improvements was released. The IEEE 802.11i amendment
addressed security for the IEEE 802.11 family of standards. The bottom line is that WPA is
a pre-802.11i certification, introducing more advanced security solutions such as Temporal
Key Integrity Protocol (TKIP), passphrase, and 802.1X/EAP.

This pre-802.11i certification addressed two options for wireless LAN security: personal
mode and enterprise mode. Personal mode is intended for small office/home office (SOHO)
and home users. Enterprise mode is intended for larger deployments. Personal mode
allowed for a user to enter an 8- to 63-character passphrase (password) on both the access
point and all of the devices that connected to the access point. Enterprise mode provides
user-based authentication utilizing 802.1X/EAP. Both personal and enterprise modes are
discussed in more detail in Chapter 9.

Wi-Fi Protected Access 2 Certification

The WPA certification by the Wi-Fi Alliance worked out so well that the alliance decided to
certify wireless LAN hardware after the IEEE 802.11i amendment was released. This new
certification, known as Wi-Fi Protected Access 2 (WPA 2.0), is a post-802.11i certifica-
tion. Like WPA, WPA 2.0 addresses two options for wireless LAN security: personal mode
and enterprise mode. This certification addresses more advanced security solutions and is
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backward-compatible with WPA. The following is a preview of its key points; we will look
at both WPA and WPA 2.0 in more detail in Chapter 9.

= The personal mode security mechanism uses a passphrase for authentication, which
is intended for SOHO and personal use. The use of a passphrase to generate a 256-bit
pre-shared key provides strong security. Personal mode may also be identified as pre-
shared key (PSK).

= The enterprise mode security mechanism uses 802.1X/EAP for user-based authen-
tication, which is port-based authentication and is designed for enterprise imple-
mentations. 802.1X/EAP provides strong security using external authentication and
Extensible Authentication Protocol (EAP). 802.1X/EAP uses an authentication server
for the user authentication. Remote Authentication Dial-In User Service (RADIUS)
is a common authentication server. This works well as a replacement for legacy IEEE
802.11 security solutions.

Table 2.3 provides a high-level description of the WPA and WPA 2.0 certifications.

TABLE 2.3 Details of the WPA and WPA 2.0 certifications

Wi-Fi Alliance security

mechanism Authentication mechanism  Encryption mechanism/cipher
WPA - Personal Passphrase TKIP/RC4

WPA - Enterprise 802.1X/EAP TKIP/RC4

WPA 2.0 - Personal Passphrase CCMP/AES or TKIP/RC4

WPA 2.0 - Enterprise 802.1X/EAP CCMP/AES or TKIP/RC4

Temporal Key Integrity Protocol (TKIP)

Rivest Cipher 4 (RC4) named after Ron Rivest of RSA Security

Counter Mode with Cipher-Block Chaining Message Authentication Code Protocol (CCMP)
Advanced Encryption Standard (AES)

% Encryption mechanisms and ciphers will be discussed further in Chapter 9.
TE

Wi-Fi Multimedia Certification

The Wi-Fi Multimedia (WMM) certification was designed as a proactive certification

for the IEEE 802.11e amendment to the 802.11 standard. As mentioned earlier in this chap-
ter, the 802.11e amendment addresses QoS in wireless LANs. The WMM certification
verifies the validity of features of the 802.11e amendment and allows for a vendor-neutral
approach to quality of service.
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Quality of service is needed to ensure delivery of information for time-sensitive, time-
bounded applications such as voice and streaming video. If a wireless network user were to
send a file to a printer or save a file to a server, it is unlikely they would notice any minor
delay, or latency. However, in an application that is tuned to the human senses such as
hearing or eyesight, latency would more likely be noticeable.

Wi-Fi Multimedia Power Save Certification

Wi-Fi Multimedia Power Save (WMM-PS) is designed for mobile devices and specific uses
of wireless LAN technology that require advanced power-save mechanisms for extended
battery life. Here are some of these devices and technology that benefit from WMM-PS:

= Voice over IP (VoIP) phones
= Notebook computers

= Tablet devices

Power-save mechanisms allow devices to conserve battery power by “dozing” for short
periods of time. Depending on the application, performance could suffer to some degree
with power-save features enabled. WMM Power Save consumes less power by allowing
devices to spend more time in a “dozing” state—an improvement over legacy power save
mode that at the same time improves performance by minimizing transmission latency.

Wi-Fi Protected Setup Certification Overview

Wi-Fi Protected Setup (WPS) was defined because SOHO users wanted a simple way to
provide the best security possible for their installations without the need for extensive tech-
nical knowledge of wireless networking. Wi-Fi Protected Setup provides strong out-of-the-
box setup adequate for many SOHO implementations.

The Wi-Fi Protected Setup certification requires support for two types of authentication
that enable users to automatically configure network names and strong WPA2 data encryp-
tion and authentication:

= Push-button configuration (PBC)
= PIN-based configuration, based on a personal identification number
Support for both PIN and PBC configurations are required for access points; client

devices at a minimum must support PIN. A third, optional method, near field communica-
tion (NFC) tokens, is also supported.

Security Hole with WPS

In December 2011 a security flaw was reported with WPS. This allegedly allowed an
intruder to recover the personal identification number (PIN) used to create the 256-
bit pre-shared key. Acquiring the PIN would allow access to the wireless network.
Wherever possible, it is recommended that users disable certain features in the
wireless router or access point that allow this to happen. A firmware update may
also be available to provide adequate protection. Keep in mind that this solution
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to the issue may only be possible with newer-model wireless routers. You should
check with the manufacturer to determine if a solution (either a software setting or
firmware upgrade) is available for a specific device. Otherwise, consider a differ-
ent method such as WPA or WPA2.0 to secure the wireless router. Upgrading to a
newer wireless router is another possible solution.

Summary

This chapter discussed many applications in which wireless LANs are currently used, from
small office/home office to corporate deployments and last-mile connectivity. Standards-
based wireless deployments continue to grow at a fast pace, adding new installations or
replacing proprietary and legacy-based implementations.

The TEEE is an organization that creates standards and amendments used for IEEE
802.11 wireless LAN technology. This chapter described the released communication stan-
dards, including:

= IEEE 802.11a
= IEEE 802.11b
= IEEE 802.11g

= IEEE 802.11n

Amendments that addressed quality of service, security, fast transition, radio resource
management, and management frame protection were also discussed. The IEEE creates
standards based on radio frequency regulations. We also looked at radio frequency regu-
latory domain governing bodies and their role in regulation of the RF spectrum used for
IEEE 802.11 wireless networking.

As discussed in this chapter, the Wi-Fi Alliance is an organization addressing interoper-
ability testing for equipment manufactured to the IEEE standards. This testing results in a
variety of certifications for

=  Communication
= Quality of service

= Security

Exam Essentials

Understand details of common WLAN applications. These common WLAN applications
can include small office/home office (SOHO), corporate data access, end-user mobility, and
building-to-building connectivity.
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Understand the function and roles of organizations that are responsible for the regula-
tion and development of WLAN technology. The IEEE, FCC, ETSI, ITU-R, and Wi-Fi
Alliance play important roles with wireless technology. Know the function and role of each
organization.

Know the frequency ranges, data rates, spread spectrum, and PHY technologies for

IEEE 802.11 communication standards. Understand the details of the 802.11, 802.11b,
802.11a, 802.11g, and 802.11n standard and amendments. It is important to know the sup-
ported data rates and operating radio frequency of each.

Know the purpose of IEEE specific-function amendments. Be familiar with the details of
802.11e and 802.11i specific function amendments. Know that 802.11e is for quality of ser-
vice and 802.11i addresses security.

Understand the differences among interoperability certifications by the Wi-Fi

Alliance. Know the purpose of the WPA, WPA 2.0, WMM, and WMM-PS, Wi-Fi
Alliance certifications. Understand which address security, quality of service, and power-
save features.
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Review Questions

1. Point-to-point links typically use which antenna types? (Choose 2.)

A. Semidirectional
B. Omnidirectional
C. Highly directional
D. Long-range omnidirectional
2. Point-to-multipoint links consistof ____ or more connections.
A. Two
B. Three
C. Four
D. Five

3. IEEE 802.11n devices use an enhanced radio technology known as multiple-input multiple-
output (MIMO). Which statement correctly describes a benefit of MIMO?

A. MIMO uses reflections to allow for increased throughput.
B. MIMO rejects reflections to allow for increased throughput.
C. MIMO uses a single radio with diversity technology for increased throughput.
D. MIMO rejects data rates less than 54 Mbps for increased throughput.
4. What organization is responsible for unlicensed frequency band regulation in the United
States?
A. ETSI
B. Wi-Fi Alliance
C. IEEE
D. FCC
E. WPA

5. IEEE 802.11g WLANSs operate in what frequency range?

A.
B.
C.
D.

900 MHz
5.15-5.25 GHz
5.25-5.35 GHz
2.4-2.5 GHz

6. Which of the following organizations is responsible for standards compliance?

A.

moow

FCC

ETSI

IEEE

WPA2

Wi-Fi Alliance
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IEEE 802.11a uses which PHY technology?
A. ERP-OFDM

B. HR/DSSS
C. OFDM
D. FHSS

802.11b is capable of which of the following data rates? (Choose 3.)

A. 1 Mbps
B. 6 Mbps
C. 5.5 Mbps
D. 11 Mbps
E. 12 Mbps

802.11g is backward-compatible with which of the following IEEE wireless LAN stan-
dards? (Choose 2.)

A. 802.11 DSSS

B. 802.11a OFDM

C. 802.11a ERP-OFDM

D. 802.11b HR/DSSS

E. 802.3af

In the 802.11a amendment, the UNII-3 band can be used for which of the following
WLAN applications?

A. Indoor and outdoor

B. Outdoor only

C. Indoor only

D. The UNII-3 band cannot be used for WLANs.

The 802.11i amendment to the standard addresses which of the following technologies?
A. Quality of service

B. DSSS
C. Security
D. MIMO

Which of the following best describes the Wi-Fi Alliance?
A. U.S.-based standards organization

B. Interoperability testing organization

C. Works with the FCC to verify compliance

D. Local regulatory body for Europe
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13.

14.

15.

16.

17.

18.
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Which of the following is addressed by the Wi-Fi Multimedia (WMM) certification?
A. Security/encryption

B. Fast transition

C. Management frame protection

D. Quality of service

Wi-Fi Protected Setup was designed for which of the following wireless applications?
A. Small office/home office (SOHO) organizations

B. Enterprise organizations

C. FCC interoperability

D. Security organizations

The 802.11g standard uses which two Physical layer technologies? (Choose 2.)
A. FHSS

B. OFDM

C. ERP-OFDM
D. DSSS

E. MIMO

WPA was developed as an interim solution for which amendment to the 802.11 standard?

A. 802.11a
B. 802.11n
C. 802.11e
D. 802.11i
E. 802.11g

Which of the following is correct regarding 802.11e?
A. Only operates in the 5 GHz frequency range

B. Only operates at 1, 2, 5.5, and 11Mbps

C. Addresses wireless security

D. Addresses wireless quality of service

According to the 802.11a amendment, which of the following data rates are mandatory?
A. 1,2,5.5,and 11 Mbps

6,24, and 54 Mbps

6,9,12,18, 24, 36, 48, and 54 Mbps

6,12, and 24 Mbps

1, 6,12, and 24 Mbps

moow
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19. You support a wireless network for an office of five employees. The installation consists of
one access point, three notebook computers, and two desktop computers. The access point
and computers in the office have wireless adapters that are Wi-Fi WPA 2.0 Certified. You
want to use the highest level security possible without additional cost or administration.
Which of the following solutions would be best for this deployment? (Choose 2.)

20.

A.

moow

WEP

WPA 2.0 personal
WPS

WMM

WPA 2.0 enterprise

Which two of the following options are available for Wi-Fi Protected Access 2 (WPA 2.0)?

A.

moow

Personal mode
Protection mode
Professional mode
Enterprise mode
WPA 2 mode
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THE FOLLOWING CWTS EXAM OBJECTIVES
ARE COVERED IN THIS CHAPTER:

v 2.1: Identify the purpose, features, and functions of the
following wireless network components. Choose the
appropriate installation or configuration steps in a given
scenario.

Access Points
Controller-based
Autonomous
Cooperative
Mesh
Wireless LAN Routers
Wireless Bridges
Wireless Repeaters
WLAN Controllers
Distributed and centralized data forwarding
Power over Ethernet (PoE) Devices
802.3af and 802.3at
Midspan

Endpoint



Choosing the correct wireless LAN infrastructure devices to be
e installed as part of a computer network is a critical element of
BEEASTR a successful wireless LAN deployment. In this chapter, we will
look at a variety of infrastructure devices, including wireless access points, wireless mesh
devices, wireless bridges, wireless repeaters, and wireless LAN controllers. This chapter will
describe some of the features, benefits, and advantages of these and other infrastructure
devices. Power over Ethernet (PoE) is an extension to the IEEE 802.3 Ethernet standard that
allows direct current voltage to be supplied over Ethernet cable to any PoE-capable device.
Power over Ethernet now consists of two ratified amendments and is commonly used in
enterprise wireless LAN deployments. This chapter will discuss the concepts involved in
PoE, including both of its amendments to the IEEE 802.3 standard.

The Wireless Access Point

The wireless access point (AP) is an integral component of a wireless LAN infrastructure.
Wireless access points are what allow a variety of wireless devices access to any network
resources that the device or user may have permissions for. Wireless access points are avail-
able in three common types—autonomous, controller-based, and cooperative. Autonomous
access points are self-contained units and can function as independent network infrastruc-
ture devices. Controller-based access points, by contrast, function in conjunction with
the wireless LAN controller. Cooperative access points provide a wireless infrastructure
without the use of a hardware controller. This chapter discusses all three types of access
points—autonomous, controller-based, and cooperative. The AP provides computers, voice
over Wi-Fi phones, tablets, and other wireless devices access to a local area network using
radio frequency (RF) as the communication mechanism through free space (air) as the com-
munication medium.

When a wireless device is connected to an access point, it is said to be in infrastructure
mode. In this operation mode, all wireless data traffic is passed through the access point
to the intended destination, whether that is a file server, a printer, the Internet, or anything
else. An access point can operate as a standalone network device, in which it is configured
independently to allow wireless devices to connect. It can also operate as part of a larger
wireless network by sharing some of the same configurations, such as the service set iden-
tifier (SSID). The SSID is the logical name or identifier that all devices connected to the
access point will share. Figure 3.1 shows an example of an access point connected to an
Ethernet network.
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FIGURE 3.1 Access point connected to an Ethernet network
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In addition to providing access through a shared medium, access points are half-duplex
devices. Half duplex in computer terminology is defined as two-way communication that
occurs in only one direction at a time. (By contrast, full duplex, the other communica-
tion method used in computer networking, allows two-way communication to occur
between devices simultaneously.) Communication only one way at a time means less data
throughput for the connected device. An access point is a network infrastructure device
that can connect to a distribution system (DS)—typically an Ethernet segment or Ethernet
cable—and allow wireless users to access network resources. According to the IEEE
802.11 standards, access points are considered stations (abbreviated STA). In a completely
Ethernet-switched network, devices will communicate directly with the Ethernet switch.
Figure 3.2 illustrates half-duplex communication in a wireless network.

and controller-based AP to describe the following devices. In the indus-
try, they are also known as intelligent AP, split MAC architecture, and
thin AP, or various other terms manufacturers use to identify them.

g/ The CWNP program uses the terms autonomous AP, cooperative AP,
P

Autonomous Access Points

Autonomous access points are self-contained units with all the intelligence necessary to
provide devices with wireless access to a wired network infrastructure and access to the
resources the devices have permission to use. There are two popular types of autonomous
access points—small-office home-office (SOHO) and enterprise. Not surprisingly, the enter-
prise type offers generally more robust features.
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FIGURE 3.2 Half duplex—communication one direction at a time
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The SOHO Access Point

Although they are very powerful devices, SOHO-grade access points usually have a

less extensive feature set than enterprise-grade access points. However, most consumer
(SOHO)-grade and enterprise-grade access points now support the highest standards-based
security options available, including Wi-Fi Protected Access 2.0 (WPA 2.0) certifications.
SOHO or consumer-grade access points are best used in the SOHO or home environment
and usually have a limited number of connections for computers and devices. SOHO-grade
access points have the following features:

= IEEE 802.11 standards support

= Wi-Fi Alliance certifications

= Removable antennas

=  Static output transmit power

= Advanced security options

= Wireless bridge functionality

= Wireless repeater functionality

= Dynamic Host Configuration Protocol (DHCP) server
= Configuration and settings options

Figure 3.3 shows an example of a SOHO access point.
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FIGURE 3.3 DLink DAP-2553 AirPremier N dual-band PoE SOHO access point

IEEE 802.11 Standards Support

Most later-model SOHO access points support the current IEEE 802.11 standards, whereas
others require firmware updates for standards compliance. Some older devices have no
firmware update available, which can cause implementation challenges where interoperabil-
ity between newer and legacy devices is required. The 802.11 standards supported will vary
based on several factors, including the cost and complexity of the unit. The most common
SOHO access points support the IEEE 802.11b, IEEE 802.11g, and IEEE 802.11n commu-
nication amendments. Dual-band access points (which support both TEEE 802.11a/n and
IEEE 802.11b/g/n) are not as common in the SOHO market. Most equipment manufac-
turers do make dual-band models, but the cost is normally higher than single-band (IEEE
802.11b/g/n) consumer-grade access points. The wireless residential wireless gateway or
broadband router is another popular device in the SOHO environment. We will learn more
about wireless residential gateways later in this chapter. See Chapter 2, “Introduction to
Wireless Local Area Networking,” if you need to review these 802.11 amendments.

Wi-Fi Alliance Certifications

Certifications from the Wi-Fi Alliance are a common feature of SOHO access points. As
mentioned in Chapter 2, these certifications include WPA/WPA 2.0 and WPS for security,
and WMM and WMM-PS for QoS. Selecting a SOHO access point that is Wi-Fi certified
ensures compliance with IEEE standards and interoperability with other devices.

Removable Antennas

Some SOHO access points are equipped with removable antennas. This allows the end user
to change to a larger (higher-gain) antenna, thereby allowing a radio frequency to cover a
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wider area. Conversely, connecting a smaller (lower-gain) antenna will decrease the cov-
erage area. Antennas and radio frequency radiation patterns are discussed in Chapter 7,
“WLAN Antennas and Accessories.” Many SOHO access points have fixed or nonremov-
able antennas, so you cannot add a higher-gain antenna.

y RF coverage of an access point can be increased by adding a higher-
AdTE gain antenna to an access point. For more information, see Chapter 7.

Static Output Transmit Power

Occasionally an end user will have the ability to adjust the transmit output power in a
SOHO access point. If this is available, the settings are usually very basic, such as low,
medium, and high. With enterprise access points you can change the power in increments
of mW or dBm. The transmit output power will determine in part the area of radio fre-
quency coverage, also known as the cell. The typical transmit output power of a SOHO
model access point is about 15 dBm or 32 mW; however, this will vary with the manufac-
turer. An access point model with static output power cannot be adjusted, which will limit
your ability to decrease or increase the size of the radio frequency cell. Changing the cell
size will allow the user to cover a larger area in the home or small office where the access
point is installed. In this case, the only way to change the cell size is to change the gain of
the antenna in models that have the removable antenna feature. Note that replacing the
antenna will also change the vertical and horizontal beamwidths or radiation pattern that
propagates away from it.

Advanced Security Options

All newer-model SOHO access points support the highest security features, including IEEE
802.11i, and WPA 2.0 personal and enterprise modes. These security features give users with
limited technical knowledge the ability to provide the most up-to-date security for their wire-
less network. For those users who have greater technical know-how, SOHO access points
also provide more advanced security features, such as 802.1X/EAP or virtual private network
(VPN) pass-through. Users can find more information about these advanced features in most
user guides provided with the access point or online at the manufacturers’ website.

Wireless Bridge Functionality

SOHO access points occasionally can be configured in wireless bridge mode. Both point-
to-point and point-to-multipoint settings are available, enabling administrators to connect
two or more wired LANs together wirelessly.

Wireless Repeater Functionality

Some SOHO access points can be configured to function as wireless repeaters. Configuring
an access point as a repeater enables administrators to extend the size of the radio fre-
quency cell, so that devices not in hearing range of an access point can connect to the
wireless network. However, the cost is reduced throughput for other devices accessing the
network through a wireless repeater.
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Dynamic Host Configuration Protocol (DHCP) Server

It’s also common for SOHO access points to be able to act as Dynamic Host Configuration
Protocol (DHCP) servers. A DHCP server will automatically issue an Internet Protocol

(IP) address (logical address) to allow upper-layer communication between devices on the
network. IP addresses are a function of Layer 3 of the OSI model, as outlined in Chapter 1,
“Introduction to Computer Networking.”

Configuration and Settings Options

SOHO access points are configured via a web browser, using either HTTP (Hypertext
Transfer Protocol) or HTTPS (Hypertext Transfer Protocol Secure). This type of browser-
based configuration is an easy way for the novice administrator to make all the necessary
settings based on the application in which the access point will be used. SOHO access
points rarely offer configuration from the command line interface (CLI). Figure 3.4 shows a
sample of a configuration page from a SOHO access point.

FIGURE 3.4 SOHO access point configuration page in a web browser
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For security, however, it is best practice to configure the access point from the wired side
of the network whenever possible. Configuration should only be done wirelessly if abso-
lutely necessary. If configuring the access point from the wireless side is the only option, a
secure connection should be in place to prevent unauthorized access.
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P emulators that allow customers to view a sample of the configuration
process for a device. This allows a user to go through the configura-
tion of the device before making a purchase.

é/ Some manufacturers of SOHO wireless equipment have online

The Enterprise Access Point

Enterprise access points typically have a much more extensive feature set than the previ-
ously mentioned SOHO access points. This section will look at some of the more advanced
features available in enterprise-grade access points.

Figure 3.5 shows an enterprise-grade access point.

FIGURE 3.5 The Motorola AP 7131 IEEE 802.11n dual-band access point

Enterprise-grade access points can include the following features:
= IEEE 802.11 standards support
= Wi-Fi Alliance certifications
= Removable or expandable antennas
= Adjustable output transmit power
= Advanced security options

= Multiple operation modes, including root access point, wireless bridge, and wireless
repeater capabilities

= Graphical user interface (GUI) configuration

= Command-line interface configuration
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In addition to the items listed here, enterprise-grade access points have various other
features that make them stand above the SOHO-grade access point. Some of these features
include outdoor use, plenum ratings, industrial environment ratings, more memory, and
faster processors to help handle the load and various environmental conditions.

IEEE 802.11 Standards Support

Like SOHO access points, enterprise access points also support IEEE standards. Enterprise
access points have a more extensive feature set than SOHO access points, and depending on
the manufacturer and model, they will support all communication standards by utilizing IEEE
802.11a/n and IEEE 802.11b/g/n dual-band radios. Enterprise-grade access points can include
support for some amendments to the standard not supported by SOHO-grade access points.
Examples include support for IEEE 802.11e QoS, Wi-Fi multimedia, IEEE 802.11r fast BSS
transition (FT), and IEEE 802.11w for the security of management frames, to name a few.

Wi-Fi Alliance Certifications

Certifications by the Wi-Fi Alliance are an important feature of enterprise-grade access
points. These certifications include WPA/WPA 2.0 for Security, WMM, and WMM-PS for
QoS. Selecting an enterprise-grade access point that is Wi-Fi certified ensures compliance
with IEEE standards and interoperability with other IEEE 802.11-compliant devices.

Removable or Expandable Antennas

Many enterprise access points have removable or expandable antenna capabilities. These
antenna configurations provide a lot of flexibility, as an installer can choose the appropriate
antenna based on the deployment scenario. Omnidirectional, semidirectional, and highly
directional antennas are all types of antennas commonly used in the enterprise environ-
ment. Enterprise-quality access points that use internal antennas can offer options for
connecting external antennas should they be required. Antennas will be discussed in more
detail in Chapter 7.

Adjustable Output Transmit Power

Unlike some SOHO-grade access points, enterprise-grade access points have the capabil-
ity to adjust output transmit power. This feature allows an installer to select the correct
amount of transmit power based on the installation needs of the access point. One benefit
of having adjustable output power is that an installer can adapt to the environment in
which the access point is installed. If the radio frequency dynamics of an area change, the
ability to change access point settings, such as output transmit power, without physical
intervention is beneficial.

Advanced Security Options

Compared to access points used in the SOHO environment, enterprise access points typi-
cally have more advanced security features. In addition to IEEE 802.11i, WPA/WPA 2.0,
passphrase, and IEEE 802.1X, features such as a built-in user database for local Remote
Authentication Dial-In User Service (RADIUS) authentication are also included. As dis-
cussed later in this chapter, local RADIUS authentication allows small to medium-sized
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businesses to provide their own advanced authentication features without the need of external
RADIUS authentication services. This reduces costs and lowers administration overhead.

RADIUS is just one example of the more advanced security features available in
enterprise-level access points. Another advanced security feature that may be available is
some level of a wireless intrusion prevention system (WIPS). A WIPS will help determine
and have the potential to mitigate certain levels of wireless intrusions or attacks on the net-
work. One example is the detection of a rogue (unknown) access point. Advanced security
features are discussed in more detail in Chapter 9, “Wireless LAN Security Basics.”

Some other configuration options available for one model of enterprise access point are
shown in Figure 3.6.

FIGURE 3.6 Motorola AP-7131 Enterprise-grade access point configuration page in
a web browser
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Multiple Operation Modes

In addition to the features we’ve just discussed, enterprise access points typically have sev-

eral operation modes. These modes are:

Root Access Point Mode—the most common configuration What some refer to as root

access point mode is typically the default operation mode in which an enterprise-grade access

point is set. Root access point mode involves connecting the access point to a distribution
system (DS) such as an Ethernet segment, wireless distribution system (WDS), or network
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infrastructure. This allows computers and other devices to connect to the access point and
use network resources based on the assigned permissions of the user, computer, or device.

Wireless Bridge Mode—for connecting LANSs together This configuration allows an
access point to be set in bridge mode for wireless point-to-point or point-to-multipoint
configurations connecting two or more LANs together. Benefits of using wireless access
points to bridge LANs together include cost savings and high data transfer rates compared
to some other connectivity options.

Wireless Repeater Mode—to extend the radio frequency cell An access point configured
in wireless repeater mode can act to extend the radio frequency cell. This allows computers
and devices outside the radio hearing range to connect to the network and access network
resources via the wireless repeater.

Access point configuration methods

Enterprise access points can commonly be configured or “staged” two different ways:

Graphical User Interface (GUI) Configuration Enterprise access points can be configured
using a GUI configuration from a web browser using Hypertext Transfer Protocol (HTTP)
or Hypertext Transfer Protocol Secure (HTTPS). This is a convenient way to configure and
change settings on the access point using a common graphical interface tool. If the access
point is configured using a wireless connection, using the HTTPS protocol is recommended
for security at a minimum.

Command-Line Interface (CLI) Configuration Most enterprise-grade access points have
command-line interface (CLI) capabilities to allow extensive and detailed configuration

of the device. In some cases, the CLI command set provides higher-level commands that
allow an administrator to perform additional configuration tasks that aren’t available using
the browser method. This allows consistency in configuring other network infrastructure
devices because many manufacturers share common commands among devices. CLI capa-
bilities vary depending on the manufacturer, but most enterprise models have an extensive
set of commands.

Controller-Based Access Points

Controller-based access points differ from autonomous access points in that they are used
with wireless LAN controllers and not as standalone devices. (As discussed in the previous
section, an autonomous access point is a self-contained unit that has all the intelligence
needed to provide computer and device access to a wireless network.) Controller-based
access points have shifted much of the intelligence to the wireless LAN controller. Since a
controller-based access point contains less intelligence than an autonomous access point,
the cost of a controller-based access point can be significantly lower.

Controller-based access points are centrally managed from the wireless LAN controller.
Depending on the manufacturer, they may have a more extensive feature set than autono-
mous access points, while also including many of the features of those devices. One of these
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features is Layer 3 VPN connectivity for computers and other devices. Figure 3.7 shows a
typical controller-based access point.

FIGURE 3.7 Aruba Dual-Radio 802.11a/n + 802.11b/g/n using three antennas

Cooperative Access Points

Cooperative access point technology provides an alternative for deploying wireless local
area network infrastructures. Cooperative networks are sometimes referred to as a “con-
trollerless architecture,” because the intelligence has been pushed back out to or distributed
to the access point edge, similar to that of the autonomous access point but with much
more intelligence and capabilities. The access points are managed through a “cloud” soft-
ware configuration tool, eliminating the need for a hardware controller. This software con-
trol can be accessed from any computer with an Internet connection, assuming the user has
appropriate permissions. Some manufacturers also have “software appliances,” eliminating
the reliance on the cloud server. Many if not all of the benefits, features, and advantages
available with the wireless LAN controller architecture are also available in the cooperative
or controllerless architecture and are explained later in this chapter. Figure 3.8 shows an
example of cooperative access points.

Cooperative access points provide all the benefits and features of a wireless LAN con-
troller solution without the need and extra expense of a hardware controller. This technol-
ogy is scalable and performs well without relying on a “tunnel” to be built from the access
point to a controller. This distributed intelligence allows the cooperative access point to
make decisions about how frames traverse both the wired and wireless network.

Some manufacturers of controller-based solutions provide a variant of the cooperative
technology by allowing autonomous access points to be “adoptable” by a controller in a
large enterprise environment. These access points are then site survivable, meaning they
will still be able to function standalone should connectivity with the controller be tempo-
rarily lost. The description of this technology includes the term “adaptive access point.”
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FIGURE 3.8 The Aerohive family of cooperative-control access points
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Wireless mesh networking continues to grow at a steady pace. The concept of mesh net-
working has been in existence for many years. In a full mesh network, all nodes connect
together with at least two paths for every node. This allows for reliable communication in
the event of a device or path failure.

Wireless mesh networking is popular in the outdoor market. Some examples where wire-
less mesh networks are currently utilized are:

= Metropolitan

= University campuses
= DPublic safety

= Transportation

=  Government

= Amphitheaters
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Most outdoor mesh infrastructure devices provide the highest levels of wireless security
and are usually inside a rugged weatherproof enclosure for protection from the elements.

Currently many wireless LAN manufacturers use proprietary mechanisms and protocols
for wireless mesh networking. IEEE 802.11s is an amendment to the IEEE 802.11 stan-
dard to include wireless mesh networking that was ratified in 2011. Many enterprise-grade
access points have the ability to operate in mesh mode, whereas others have a dedicated
mesh function.

Wireless mesh networking for indoor deployments is still in the testing phase. Some
manufacturers recommend using both unlicensed bands for mesh operation. One com-
mon solution is to use the 2.4 GHz ISM band for device access and the 5 GHz UNII band
for mesh device connectivity. The use of a third radio may be an option in some cases.
Mesh can also be used in the event of Ethernet loss to an access point. Some coopera-
tive access points are able to automatically mesh together when they suffer an Ethernet
loss. They typically by default support clients in both bands but can mesh in 5 GHz if an
Ethernet connection fails. Figure 3.9 illustrates mesh access points connected to a wired
infrastructure.

FIGURE 3.9 Mesh access points/routers connected to a common infrastructure
and to the Internet
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Wireless LAN Routers

Wireless LAN routers can be defined differently depending on the application. In the
SOHO or home market, a wireless LAN router is also known as a wireless broadband
router. The CWNP program and associated material refer to these devices as wireless resi-
dential gateways. In the enterprise environment, a wireless LAN router has similar func-
tionality plus extended features and is known as a wireless VPN router.

Wireless Residential Gateway

SOHO or home broadband routers (also known as wireless residential gateways) are usu-
ally equipped with an Internet port, several ports for Ethernet switches, and a wireless
access point. These routers are configured through a web browser using either the HTTP
or HTTPS protocols. Configuration of the devices is fairly simple for the novice user using
a web browser via a built-in web server. In most cases, a broadband wireless router con-
nects to either a cable modem or a digital subscriber line (DSL) connection available from
an Internet service provider (ISP). In this configuration, a router is able to accept wired and
wireless connections for computers and other devices, providing them access to the LAN or
the Internet. Some of the features of a broadband router include:

= Network Address Translation (NAT)
= Dynamic Host Configuration Protocol (DHCP) server
= [P routing
=  Domain Name System (DNS) services
= Firewall
A wireless broadband router has many of the same features as a SOHO access point. An

example of a wireless broadband router is shown in Figure 3.10.

FIGURE 3.10 Netgear WNDR3300 RangeMax dual-band wireless-N router
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Wireless Branch Router

A wireless branch router can be used to extend a corporate network to a remote location
such as a home, conference room, or branch office through a secure connection using a
WAN or the Internet. This type of device typically has three interfaces available:

= Ethernet port(s) to connect to a LAN
= Internet port to connect to the WAN or to an Internet connection

= Wireless port to allow IEEE 802.11 computers and devices to connect to a network
through a wireless connection

Wireless branch routers are usually compact and lightweight, making them easy for sales
representatives and other corporate employees to travel with. They also have a more exten-
sive feature set than wireless broadband routers, including Layer 3 VPN tunnels between
devices and the router on each side that acts as a VPN endpoint or pass-through. Other
features include:

. Point-to-Point Tunneling Protocol (PPTP)

= Layer 2 Tunneling Protocol/Internet Protocol Security (L2TP/IPSec)
= SSH2

= Advanced IP networking services

= Edge router capability

Figure 3.11 shows an example of a wireless branch router.

FIGURE 3.11 Aerohive BR200 wireless branch router
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Wireless Bridges

Wireless bridges connect two or more wired LANs together. As discussed in Chapter 2,
typically there are two configurations for wireless bridges: point-to-point or point-to-
multipoint. A wireless bridge is a dedicated device that functions in much the same way
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as an access point in bridge mode. Wireless bridges have many of the same features as
enterprise access points, including removable antennas and selectable power levels.

Connecting locations together using wireless bridging has many benefits, including
fast installation, cost savings, and high data transfer rates. Depending on the
circumstances, a wireless bridge can be installed in as little as one day. Cost savings
can be enormous compared to installing and maintaining a physical wired connec-
tion between locations, whether it is copper, fiber optics, or a leased line from a service
provider.

Wireless bridges can work in either the 2.4 GHz ISM or 5 GHz UNII band. The connec-
tion can span long distances, so it is important to take security and environmental condi-
tions into consideration as well as the proper antenna selection.

Figure 3.12 illustrates wireless bridges connecting two LANS.

FIGURE 3.12 Wireless bridges connecting two LANs
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é When LANs are connected using wireless bridges, the bridges must
P be set to the same RF channel and have the same SSID.

Wireless Repeaters

Wireless repeaters are used to extend the radio frequency cell. In a wired Ethernet network,
repeaters function at Layer 1 of the OSI model to extend the Ethernet segment. An Ethernet
repeater lacks intelligence—that is, it cannot determine data traffic types and simply passes
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all data traffic across the device. Since wireless infrastructure devices including repeaters
are Layer 2 devices, they have more intelligence than Ethernet repeaters.

Just as an Ethernet segment has a maximum distance for successful data transmis-
sion, wireless LANs do as well. This distance depends on several factors, including the
transmit power of the access point and the gain of the antenna. Like an access point, the
wireless client device is also a transmitter and a receiver and will have a radio
frequency range limited by the transmit power and gain of the antenna. A wireless
repeater provides the capability for computers and other devices to connect to a wireless
LAN even when outside the normal hearing range of the access point connected to the
network. Figure 3.13 illustrates how a wireless repeater can extend the range of a wire-
less network.

FIGURE 3.13 A wireless repeater extends the range of a wireless network.
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As illustrated, the wireless client is not within hearing range of the access point, so
adequate communication is not possible between these devices. In order for wireless LAN
devices to communicate effectively with an access point, the transmitter must be able to
hear the receiver, and the receiver must be able to hear the transmitter. A wireless repeater
will allow this communication to occur in the case where the wireless client is outside the
radio frequency cell or basic service area (BSA) of the access point. The wireless client will
send information or frames to the repeater and the repeater will forward them to the access
point, and vice versa. The downside of this configuration is that it will reduce the overall
throughput as described. The wireless repeater may be named differently by the manufac-
turer and include the term wireless range extender.
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@ Real World Scenario

Using Wireless Repeaters Reduces Throughput

Before using a wireless repeater, consider whether it would be the best solution.
Since wireless LANs are half duplex (two-way communication but only one way at
a time), data throughput will suffer when using repeaters. Every time the data tra-
verses a wireless link using the same frequency, the data throughput is reduced by
about 50 percent. If a physical wired connection is available, it should be used for
an access point connection rather than a wireless repeater. For security purposes,
the Ethernet port on a wireless repeater should be disabled since it is not con-
nected to an infrastructure.

Wireless LAN Controllers

Wireless LAN controllers are a main component in many wireless LAN deployments.
Wireless LAN controllers range from branch office models with a few controller-based
access points to large-scale enterprise devices with hundreds or even thousands of
controller-based access points. The branch office models are typically used in remote
office installations or small/medium business (SMB) applications with a limited number of
access points. This section discusses some of the many benefits, features, and advantages
available on wireless LAN controllers:

= Centralized administration

= Controller-based access points

= Virtual LAN (VLAN)

= Power over Ethernet (PoE) capability
= Improved device roaming

= Wireless profiles

= Advanced security features

= Captive portal

= Built-in RADIUS services

= Site survey tools

= Radio frequency spectrum management
= Firewall

= Quality of service
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= Redundancy
= Wireless intrusion prevention system (WIPS)
= Direct or distributed AP connectivity

= Layer 2 and Layer 3 AP connectivity

Centralized Administration

A wireless LAN controller with centralized administration gives an administrator complete
control over the wireless network from a single location. Unlike autonomous access points
that require intervention at each device for configuration, a wireless LAN controller can be
a “one-stop shop” for configuration and management of the wireless network. A wireless
network management system (WNMS) can be used as a centralized tool to manage autono-
mous access points. A WNMS be used to help scale the autonomous access point architec-
ture but is not required.

Controller-Based Access Points

The benefits of controller-based access points are similar to those of autonomous access
points, including radio frequency management, security, and quality of service. But
controller-based access points can cost less than autonomous access points, and very little
or no information is contained within the devices. Controller-based access points are
PoE-capable for ease of deployment in either mid-sized or large organizations.

Virtual LAN

According to the IEEE 802.1Q standard, virtual local area networks (VLANs) define
broadcast domains in a Layer 2 network by inserting VLAN membership information
into Ethernet frames. Layer 2 Ethernet switches can create broadcast domains based on
how the switch is configured by using VLAN technology. This allows an administrator
to separate physical ports into logical networks to organize traffic according to the use
of the VLAN for security profiles, QoS, or other applications. The concept of a Layer 2
wired VLAN is extended to IEEE 802.11 wireless LANs. Wireless LAN controllers have
the ability to configure broadcast domains and segregate broadcast and multicast traffic
between VLANS.

Power over Ethernet Capability

Wireless LAN controllers support Power over Ethernet (PoE), allowing direct current volt-
age and computer data to be sent over the same cable. Details of PoE are discussed later in
this chapter in the section “Power over Ethernet.”
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Improved Device Roaming

Fast seamless Layer 2 and Layer 3 roaming between access points is another common fea-
ture of wireless LAN controllers. This feature is beneficial in order for computers and other
wireless devices connected to the wireless LAN to maintain a connection while physically
moving throughout the wireless network. As you learned in Chapter 2, the IEEE 802.11r
amendment specifies fast transition (FT) and the IEEE 802.11k helps with this function-
ality. Roaming is more often than not an enterprise requirement and exists in very few

SOHO deployments.

Wireless Profiles

A wireless LAN controller can give network administrators the ability to create a variety
of configuration profiles. These profiles can work in conjunction with VLANS to allow or
deny access based on requirements for the computer, device, or user access. Profiles can be
configured for various situations, including different SSIDs for guest, corporate, and voice
networks, security configurations, and QoS support. This can also be accomplished with a
WNMS for controllerless or cooperative deployments.

Using profiles, you can allow legacy devices that may be limited to
P Wired Equivalent Privacy (WEP) to be located on a separate VLAN

without compromising the security of the entire network.

Advanced Security Features

Like autonomous access points, wireless LAN controllers will also provide advanced secu-
rity options. Wireless LAN controllers will include security options based on IEEE 802.11i
and WPA/WPA 2.0, with both passphrase and enterprise configuration capabilities.

Captive Portal

Captive portal capability is a common feature in wireless LAN controllers and cooperative-
based systems. A captive portal will intercept a user’s attempt to access the network by
redirecting them to a web page for authorization. This web page may request account cre-
dentials, payment information from a user, or a simple agreement to terms and conditions
before granting access to the wireless network. One common example where you will see

a captive portal is in a paid or free wireless hotspot. The captive portal can be hosted by

an outside service provider, an autonomous access point, or a wireless controller, and in a
cooperative system on the access point.
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Built-in RADIUS Services

Another common feature of wireless LAN controllers and cooperative-based systems is
RADIUS services for 802.1X/EAP authentication, which is supported by WPA and WPA
2.0. Built-in RADIUS allows a network administrator to utilize the most advanced security
features available today to secure the wireless network. Built-in RADIUS server databases
typically have a limited number of users that can be created in the user database, which
means that built-in RADIUS is a good solution for SMB or remote office locations but not
for very large organizations. Larger networks can use external RADIUS services for scal-
ability. See www.gnu.org/software/radius for more about this server.

Site Survey Tools

Predictive site survey tools assist in placement of access points and other infrastructure
devices. These tools are sometimes a feature of a wireless LAN controller. Performing a
predictive site survey will assist in planning to determine coverage and capacity for data
and voice for both indoor and outdoor deployments.

Aerohive provides a free online wireless network planning tool with an auto-placement
feature. See www.aerohive.com/planner for more information and to access this free tool.

Radio Frequency Spectrum Management

Keeping an eye on the radio frequency (RF) environment is another responsibility of the
wireless network administrator. RF spectrum management consists of adjusting RF param-
eters such as the channel (frequency) and the RF transmit power after deployment. This
allows the network to adapt to changes in the environment and assist in the event of hard-
ware failures.

Firewall

An integrated stateful firewall feature helps protect a network from unauthorized Internet
traffic but still allows authorized traffic. Firewalls can be hardware based, software based,
or a combination of the two. Stateful firewalls, which keep records of all connections
passing through the firewall, help protect against broadcast storms, rogue DHCP server
attacks, Address Resolution Protocol (ARP) poisoning, and other potential attacks against
the wireless LAN.

Quality of Service

Quality of service features help time-critical applications such as voice and video communi-
cations minimize latency and allow for traffic prioritization. With the continual expansion
of voice and video technology in the wireless LAN arena, QoS is becoming an increasingly
important component in the wireless network.
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Redundancy

Redundancy allows for fault-tolerant deployments and provides uninterrupted access in
the event an access point or wireless LAN controller fails. Complete redundancy will pre-
vent a major outage caused by hardware failure for mission-critical or other deployments.
Coverage is maintained by alternating access points between the redundant devices, mini-
mizing interruption for user access in the event of a hardware failure.

Wireless Intrusion Prevention System

A wireless intrusion prevention system (WIPS) monitors all activity across the wireless
network for potential intrusion and malicious activities. A WIPS can take appropriate
action to mitigate an attack based on the type of intrusion.

Direct and Distributed AP Connectivity

Connecting access points that are not directly plugged into a port on the wireless LAN
controller is a feature known as distributed AP connectivity and is beneficial in large-scale
deployments. Most manufacturers support distributed AP connectivity. Direct AP
connectivity is defined as a direct connection to ports on the switch. A typical device with
distributed connectivity is shown in Figure 3.14.

FIGURE 3.14 Meru MC 5000 large-scale enterprise wireless LAN controller

Layer 2 and Layer 3 AP Connectivity

Early wireless network implementations were built with dedicated Layer 2 connectivity,
which meant limited wireless mobility. Layer 2 roaming occurs when a computer or other
wireless device moves out of the radio cell of the currently connected access point and con-
nects to a different AP maintaining Layer 2 connectivity.
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As wireless networking technology evolved, so did the need for Layer 3 connectivity and
roaming. IP addresses are logical Layer 3 addresses that identify devices on a network. All
IP devices on the same network or subnet are considered to be in the same IP boundary.
Layer 3 roaming occurs when a client moves to an AP that covers a different IP subnet.
After roaming, the client will no longer have a valid IP address from the original subnet
and the device will be issued an IP address from the new subnet while maintaining Layer 3
connectivity. Figure 3.15 illustrates Layer 2 and Layer 3 connectivity.

FIGURE 3.15 Wireless client device roaming across Layer 2 and Layer 3
boundaries
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Wireless LAN controller solutions consist of two common types of architectures: cen-
tralized and distributed. Early WLAN controller solutions supported the centralized
architecture, which is also known as split-MAC architecture. This design separated the
intelligence from the access point and placed it into the wireless controller to allow for
centralized management and control of the wireless network. The access point for the
most part was just a radio and antenna, and traffic decisions were sent to the controller
through an Ethernet cable. This technique is also known as centralized data forwarding.
Depending on where the controller was placed, it could cause bottlenecks and other issues
in the case of an overloaded or poorly designed network infrastructure. With the data
rates possible with IEEE 802.11n, the aggregate throughput could be too much for the net-
work to handle, resulting in poor performance.

Distributed data forwarding reduces the amount of infrastructure traffic because the
controller-based access point is able to make more decisions, taking some of the load away
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from the wireless controller. Moving some of the intelligence back to the edge (the wireless
access point) minimizes the bottlenecks and other potential issues such as latency. This is
also true in a cooperative or controllerless architecture, thus eliminating the need for the
data to be sent to the controller for handling. Many wireless LAN equipment manufactur-
ers now support both the centralized and distributed WLAN architectures.

Power over Ethernet

Power over Ethernet (PoE) sends direct current (DC) voltage and computer data over the
same Ethernet cable, enabling a device to receive DC power and computer data simultane-
ously. This eliminates the need for an external alternating current (AC) power source to
be near the Ethernet device. Power over Ethernet now consists of two ratified amendments
to the IEEE 802.3 standard. It is defined in 802.3-2005 Clause 33, also known as [EEE
802.3af, and IEEE 802.3at, sometimes called PoE+. These amendments define the speci-
fications for devices used in wired or wireless networking to receive DC power from the
Ethernet connection without the need for an external DC power source.

An Ethernet cable has four copper wire pairs or eight copper wires. Depending on the
technology in use, either two or all four wired pairs may be used to carry data traffic.
Figure 3.16 shows an example of a standard Ethernet cable pin assignment.

The PoE amendments to the Ethernet standard allow electrical power to be supplied
in one of two ways, either over the same wired pairs that carry computer data or over the
pairs that do not carry data. 10BASE-T and 100BASE-T (Fast Ethernet) implementations
use only two wired pairs (four wires) to carry data. 1000BASE-T (Gigabit Ethernet) may
use all four pairs (eight wires) to carry computer data. The standard defines which wire
pairs are allowed to carry the DC power based on whether the network is 10BASE-T,
100BASE-T, or T000BASE-T and whether the power is sourced from an endpoint or mid-
span injector. Both midspan and endpoint are explained later in this chapter.

FIGURE 3.16 Standard Ethernet pin assignment
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The nominal voltage for PoE is 48 VDC, but the amendments allow for a range of 44
to 57 VDC at the power source. The PoE amendments address two types of devices: power
sourcing equipment (PSE), the source of the DC power, and the powered device (PD), the
receiver of the DC power.

- Before PoE was standardized, some manufacturers used proprietary
‘dnz implementations. These solutions used various voltages, polarities, and
pin assignments and may still be in the market today. | recommend
that you verify PoE standard compliance before using this technology
to prevent potential hardware or device failures.

The IEEE 802.3-2005 Clause 33 (802.3af) amendment was released in 2003 and
allocates 15.4 watts (W) of power per port maximum. This amendment has been incor-
porated into the IEEE 802.3-2008 standard. The IEEE 802.3at amendment, also known
as PoE+, was released in 2009 and includes changes to add to the capabilities of the
IEEE 802.3-2008 standard with higher power levels and improved power management
information. IEEE 802.3at allows for 25.5 W of power per port maximum, a 60 per-
cent increase over IEEE 802.3af. IEEE 802.3af PoE will work with access points from
all manufacturers of enterprise-grade IEEE 802.11n access points. Using IEEE 802.3af
will make it easier for organizations to transition from older model access points to the
newer 802.11n technology, which will improve their client service and provide overall
better performance without having to immediately upgrade their PoE infrastructure to
IEEE 802.3at.

Power Sourcing Equipment

The power sourcing equipment (PSE) is the device that supplies the DC voltage to the end
devices that receive the DC power. The DC voltage (power) can be delivered to the device in
one of two ways:

= An endpoint device (usually a wireless LAN controller or an Ethernet switch) delivers
DC power directly over the same wire pairs that carry data or over the unused wire
pairs.

= A midspan device (usually a single port or multiple port injector) injects DC power into
the Ethernet cable over the unused wire pairs or over the data pairs, depending on the
version of the standard.

Powered Device

The powered device (PD) is defined as the device receiving DC power, such as a wireless
access point, wireless bridge, IP camera, IP phone, and so on. The IEEE 802.3 standard
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defines the maximum cable length of an Ethernet cable to be 328' or 100 m. Because of line
loss, the standard specifies less maximum power than what is available at the port. Table
3.1 shows the maximum power allowed for both the PSE and the PD.

TABLE 3.1 Maximum power supplied by PSE and drawn by PD for both
amendments to the IEEE 802.3 Ethernet Standard

Specification 802.3-2005 clause 33 802.3at
PSE power maximum 15.4 W 25.5 W
PD power maximum 12.95 W 240 W

Powered Device Classifications

Equipment manufacturers have the option of defining a classification signature. This clas-
sification signature determines the maximum amount of power a device requires, thereby
allowing the PSE to better manage the amount of power delivered to a specific port. The
PoE standard makes five classes of powered device available (class 0 through class 4). Table
3.2 shows the available classes and the amount power in watts for each class for IEEE
802.3-2005 clause 33 (802.3af) devices.

TABLE 3.2 Classes of powered device described in the PoE amendment to the
Ethernet standard, 802.3-2005 clause 33 (802.3af)

PSE power output

Class Use in watts PD max levels in watts
0 Default 15.4 W 0.44 W to 12.95 W

1 Optional 4.0 W 0.44 W to 3.84 W

2 Optional 7.0 W 3.84 W to 6.49 W

3 Optional 15.4 W 6.49 W to 12.95 W

4 Reserved for future use. If n/a n/a

class 4 is detected it will
be treated as class 0.

Figure 3.17 shows an example of PSE and a PD.
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FIGURE 3.17 Motorola PSE single-port injector and PD Motorola access port
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Benefits of PoE

There are many benefits to using devices that support PoE, including cost savings and con-
venience. As mentioned in the previous section, the IEEE 802.3 Standard (Ethernet) speci-
fies a maximum distance of 100 m or 328" for unshielded twisted pair (UTP) Category S
(CATS) Ethernet cable. Power over Ethernet enables a PoE device to receive DC power and
computer data at this distance without the need for electrical power at the point where the
device is installed or located. This can amount to a large cost savings if a voltage source is
not available where the device is located, because there is no need to install electrical power
at that point.

Midspan Devices

Midspan devices inject the required DC voltage (48V nominal) into the Ethernet cable
allowing the AP, bridge, or other powered device to receive electrical power and computer
data. There are two types of midspan device—single-port injectors and multiport injectors.
A single-port injector supplies power to a single device. This is useful in an implementation
that may have only a few PoE devices. A single-port injector is an in-line device that adds
DC power to the Ethernet cable. A multiport injector can supply DC power to many devices
simultaneously. A multiport injector is an in-line device that functions like a patch panel.
Two ports on this device are required to supply both DC power and computer data to a
single powered device such as an access point, bridge, or IP camera. Therefore, a 24-port
injector will allow connectivity for only 12 devices.
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Endpoint Devices

Endpoint devices supply DC power and computer data directly at the Ethernet port rather
than relying on an intermediate device to supply the power. Wireless LAN controllers and
Ethernet switches are examples of endpoint devices. A benefit of endpoint PoE is that no
intermediate adapter to inject power is necessary. Figure 3.18 shows an example of an end-
point PoE device.

FIGURE 3.18 Cisco wireless controller with PoE endpoint capability

Courtesy of Cisco Systems, Inc. Unauthorized use not permitted.

Summary

This chapter discussed wireless LAN infrastructure devices, which are commonly used

to provide wireless connectivity to a network for computers and other wireless devices.
These devices include the access point—an integral part of the wireless LAN—available
as a self-contained intelligent (autonomous) device, a controller-based device for use with
wireless LAN controllers, or a cooperative AP providing user access to network resources.
Other infrastructure devices include wireless LAN routers for SOHO or home use, wire-
less bridges for connecting LANs together, and wireless repeaters for extending the RF cell.
This chapter explained some of the features, benefits, and applications of these infrastruc-
ture devices. Finally, the chapter covered the two Power over Ethernet (PoE) amendments
(IEEE 802.3-2005 Clause 33, also referred to as 802.3af and IEEE 802.3at), components,
the DC voltage and amount of DC power supplied (in watts), and how the power may be
delivered to an end device.

Exam Essentials

Remember the function and features of the three access point technologies. Compare
and contrast the differences and features between autonomous, controller-based, and
cooperative access points. Know that autonomous access points are self-contained units
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and controller-based access points work with wireless LAN controllers. Cooperative
access points do not require a hardware controller but use software for configuration and
management.

Understand differences in various infrastructure devices. Identify the features and appli-
cations of wireless access points, wireless bridges, wireless repeaters, and the wireless LAN
controller.

Explain the function of other infrastructure devices. Understand the different modes in
which wireless infrastructure devices operate as well as the uses for specific devices such as
wireless bridges and wireless repeaters.

Explain the differences regarding Power over Ethernet devices. Know the differences
between power sourcing equipment (PSE) and powered devices (PD), and know their use in
wireless networking.

Know details of the IEEE 802.3-2005 Clause 33 (802.3af) and 802.3at Power over Ethernet
(PoE) amendments to the Ethernet standard. Know that PoE uses 48 volts nominal.
Identify the different classifications. Understand the difference between midspan and end-
point PoE solutions. Remember IEEE 802.3at allows 25.5 W maximum power per port
where IEEE 802.3-2005 clause 33 (802.3af) allows for 15.4 W of power maximum.



Review Questions

Review Questions

In computer network terminology, the definition of half duplex is closest to which of the
following?

A. One-way communication only
B. One-way communication one way at a time
C. Two-way communication both directions simultaneously

D. Two-way communication one way at a time

A self-contained intelligent access point is:
A. Controller-based

B. Heavyweight

C. Autonomous

D. Thin

SOHO access points commonly support which of the following features? (Choose 3.)
A. WPA 2.0 support

B. CLI configuration

C. Static output power

D. Wi-Fi certifications

Wireless bridges must be configured with and . (Choose 2.)
A. A null SSID

B. The same SSID

C. The same RF channel

D. Channel scanning

E

Wired Equivalent Privacy

Which of the following is a benefit of a wireless repeater? (Choose 2.)
Higher data transfer rate

Larger cell size allows more devices to access the medium.
Smaller cell size allows fewer devices to access the medium.

Less data throughput

moowm>»

Extends cell size

True or false: A benefit of a wireless LAN controller is distributed administration.
A. True
B. False
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10.

1.

12.
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Static output transmit power of a SOHO access point is typically:

A. 32dBm

B. 15dBm

C. 23 mW

D. 15mW

The 802.3-2005 Clause 33 standard specifies _— VDC as the nominal voltage.
A. 32

B. 57

C. 48

D. 12

Which of the following devices is an in-line device that will inject DC voltage into the
Ethernet cable?

A. Midspan

B. Midpoint

C. Endspan

D. Endpoint

Which layer of the OSI model is responsible for delivering data to a unique hardware address?
A. Layer1

B. Layer2

C. Layer3

D. Layer 4

E. Layer$

F. Layeré6

G. Layer7

SOHO access points are typically configured by using and
(Choose 2.)

A. HTTP

B. FTP

C. HTTPS

D. CLI

E. SMTP

True or false: An administrator should always configure an access point from the wireless
network.

A. True
B. False
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13. Access points work at which layers of the OSI model? (Choose 2.)

14.

15.

16.

17.

18.

A.

O mMmD O ®

Layer 1
Layer 2
Layer 3
Layer 4
Layer 5
Layer 6
Layer 7

Enterprise access points may contain which of the following features? (Choose 3.)

A
B.
C.
D
E

WPA 2.0 support
RADIUS server
Static output power
Repeater mode

Power sourcing equipment

Which of the following statements is true regarding a wireless LAN controller?

A.
B.
C.
D.

Virtual local area networks (VLANSs) involve physical separation of ports.
Virtual local area networks (VLANS) involve a logical separation of ports.
Virtual local area network (VLAN) is another name for a repeater.

Virtual local area networks (VLANS) require Power over Ethernet (PoE).
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A controller-based access point connected to a port on the wireless LAN controller and not
to an intermediate device is considered to have which of the following?

A.
B.
C.
D.

Direct connectivity
Distributed connectivity
Decentralized connectivity

Centralized connectivity

Power sourcing equipment delivers which of the following?

A.
B.
C.
D.

Which access point mode involves connecting the access point to a distribution system for

RF power to the access point
DC power to the end device
RF power to an antenna

DC power to an antenna

user access to the LAN?

A.

B.
C.
D

Bridge only mode
Repeater only mode
Root access point mode

Access mode
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19. Which of the following are midspan PoE devices? (Choose 2.)
A. Single-port injectors
B. Multiport injectors
C. Endpoint injectors

D. Endspan injectors

20. Wireless LAN controllers may contain which of the following features? (Choose 3)
A. Centralized administration

Captive portal

Network Address Translation (NAT)

Built-in RADIUS services

IP routing

moow



Chapter Wireless LAN Client
Devices

THE FOLLOWING CWTS EXAM OBJECTIVES
ARE COVERED IN THIS CHAPTER:

v' 2.2 Identify the purpose, features, and functions of the
following client device types. Choose the appropriate
installation or configuration steps in a given scenario.

PC Cards (ExpressCard, CardBus, and PCMCIA)
usB2

PCI, Mini-PCI, Mini-PCle, and Half Mini PCle cards
Workgroup Bridges

Client utility software and drivers



Client devices are often thought of as computers—either

e desktop or notebook—connected to a computer network.
Lt e However, there are many other devices, both wired and wire-
less, that can connect to a network. Wireless LAN client devices include various types of
computers, tablets, smart phones, scanners, print servers, cameras, and other devices that
are used to send data across the network. This chapter will look at the features of various
wireless LAN client adapter types and the software for configuration and management of
these devices.

Devices that connect to wireless networks use various types of adapters. Which adapter
is used depends on the device that it connects to. You can connect wireless adapters to such
devices as a notebook computer, tablet, desktop computer, or barcode scanner. Wireless
LAN adapters are available in various types, both external and internal to the device.
External adapters will connect to an available interface in the device such as a USB port
or card slot. Examples of external adapter types are PCMCIA, ExpressCard, USB, and
CompactFlash (CF).

Some devices use internal adapters that may require some level of disassembly or
removal of a cover panel prior to the installation. Examples of internal adapter types are
PCI, Mini-PCI, Full Mini-PCle, and Half Mini PCle.

Wireless LAN client adapters differ from other networking adapters (such as Ethernet
adapters) because they contain radio hardware and use radio frequency (RF) to send the
computer data over the air. Chapter 6, “Radio Frequency Fundamentals for Wireless LAN
Technology,” will discuss RF fundamentals in more detail. A wireless LAN design should
be partly based on the needs of the client applications, client device types to be supported,
and the environment where they will be used.

Radio Hardware Used with Wireless
LAN Technology

Wireless LAN client devices require some type of radio hardware or chipset to send the digi-
tal data (all the ones and zeros) across the air using radio frequency. It is important to under-
stand that based on the IEEE 802.11 standard, every addressable unit used in a wireless LAN
is considered a station (STA). This includes both client devices that connect to the network
and wireless access points that allow devices to connect to and use network resources.
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Another point to consider is that with the recent advancements in wireless LAN technol-
ogy, including the release of the IEEE 802.11n amendment, client device selection will need
to be carefully considered. Although it is beneficial to use 802.11n-capable client devices
along with the newer 802.11n multiple-input multiple-output (MIMO) access points,
radio technology used in 802.11a/b/g devices may benefit from MIMO technology as well.
Selecting the correct wireless adapter will allow a user to take advantage of the newest
wireless LAN technology available.

Many organizations now have to deal with the Bring Your Own Device (BYOD) issue.
This is a trend in which employees bring their own personal electronic wireless devices such
as tablets and Wi-Fi—enabled smart phones to the office or place of business. These devices
will then have access to company resources, including email services, file servers, computer
data, and printers. This may create problems for technical support and security issues.
BYOD is forcing organizations to address this in corporate policies.

PCMCIA

PCMCIA technology was developed in the early 1990s because the portable computer
industry demanded smaller, lighter, and more mobile technology. The international stan-
dards organization developed to promote the growth of such technology is the Personal
Computer Memory Card International Association (PCMCIA). With the advancements
in computer device technology, PCMCIA adapters are becoming less popular. In the early
days of standards-based wireless LAN technology, it was common for a device such as a
notebook computer to have an interface or a “slot” that allowed for the use of a PCMCIA
adapter. With the advancements in technology, it is much less common to find a computer
or device that supports this type of adapter than it was a few years ago. Most portable
devices now use either a built-in wireless networking adapter or a USB adapter; both are
discussed in this chapter.

Features of PCMCIA Cards

The PCMCIA standard addressed three types of cards—Type I, Type 11, and Type III.
These cards are named after the PCMCIA organization that promoted this card technol-
ogy and was responsible for the standards. You might also see the term PC Card used to
describe these cards; this refers to the physical card or peripheral. All three types are the
same width and length and have a 68-pin connector.

Figure 4.1 shows an example of a PCMCIA card that allows a computer to connect to a
wireless network.

The only difference among the three types of cards is their thickness. Table 4.1 lists the
different thicknesses and common uses of the card types.
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FIGURE 4.1 Netgear WN511T Wireless PCMCIA adapter

TABLE 4.1 Features of the three types of PCMCIA card

Card Type Thickness Common use

Type | 3.3 millimeters RAM, flash, OTP, and SRAM memory cards

Type I 5.0 millimeters LANs, data/fax modems, and mass storage 1/0 devices
Type I 10.5 millimeters Rotating mass storage devices

There are five versions of the PCMCIA standard. The release numbers are 1.0, 2.0, 2.1,
5.0, and 8.0. Releases 1.0 through 2.1 support 16-bit applications; releases 5.0 and up
address a 32-bit interface.

)/ According to the ExpressCard website, “the PCMCIA Association has

,@TE been dissolved and the San Jose office closed. All activities and
Standards, including the ExpressCard Standard and PC Card Standard,
will be managed going forward by the USB Implementer’s Forum.”
For additional information on this and other details, visit the USB
Implementers Forum, Inc. website at www.usb.org.

Even with the advancements in this technology, there are still some devices in the mar-
ketplace that support PCMCIA adapters, and PCMCIA is included in the CWTS exam
objectives. For that reason we’ll next look at some details of its configuration.
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)/ Some older wireless access points used PCMCIA cards as their radios
Adrrs before radios were integrated into the access point and before the
Mini-PCl card was used in access points.

Installation and Configuration of PCMICIA Cards

Installation of a PCMCIA card is a fairly simple process. The first consideration is to
verify the physical characteristics of the card, such as the type (Type I, I1, or III) and device
in which it will be used—a notebook computer, for example. The card and the host device
must be physically compatible with each other to ensure correct operation.

Another consideration is the device driver. A device driver is software required for a
component such as a PCMCIA card to communicate with the computer or device
operating system. The installer should have the latest version of the device driver accessible.
The adapter usually comes with an installation CD that contains the device driver. It is
best to follow the manufacturer’s installation recommendations for the installation process,
which may involve updating the driver from the manufacturer’s website.

)’ It is important to verify compatibility and minimum system require-

‘@TE ments prior to installing any wireless network adapter in a device.
Refer to the owner’s manual or manufacturer’s website for this
information.

Configuration Using Installer Software

In many cases, a user will be required to first install a setup software program from the
card manufacturer. This software will usually load the device driver within the computer
operating system and install the configuration utility for the card.

Configuration Using a Wizard

In some cases, when the PCMCIA card is inserted into the correct interface, the computer
operating system will automatically install the required device driver. If the operating sys-
tem cannot find the correct driver, the user will be prompted to search the Internet or insert
a CD or other data source from the manufacturer with the software device driver. Figure
4.2 shows a wizard that the Microsoft Windows 7 Professional operating system will dis-
play to help load the device driver.
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FIGURE 4.2 Microsoft Windows 7 Professional Add A Device Wizard

=
&) [ Add a device
Select a device to add to this computer
Windows will continue to lock for new devices and display them here.
Searching for devices... Make sure your device is discoverable.
What if Windows doesn't find my device?
Next

Exercise 4.1 illustrates how a common PCMCIA wireless LAN card will be installed.
Do not insert the adapter until instructed to do so by the installation program. The manual
device driver installation process described in Exercise 4.1 for PCMCIA is also applicable
for other types of adapters explained in this chapter.

Installing a PCMCIA Card

The following general steps are typical for installation of a PCMCIA wireless LAN
card. Exact installation steps are specific to the manufacturer, and | recommend that
you follow the manufacturer’s installation instructions. Always read the manufac-
turer’s manual regarding setup and safety before attempting installation.

1. Insert the Setup CD into the CD-ROM drive. The program should start automati-
cally, and a welcome screen may appear.

The graphic shows the welcome screen for the Linksys Wireless-G Notebook
Adapter Setup Wizard.

2. After reading and accepting the license agreement, click to continue the installa-
tion and the program will begin copying the files onto your computer.

3. The setup program will now prompt the installer to install the adapter into the
PC. The next image illustrates inserting the adapter into a notebook computer.
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LINKSYS'

A Division of Cisco Systems, Inc.

Welcome to the Setup Wizard for your wireless
adapter.

Please don't connect the Adapter to your
computer until instructed to do so.

Click Here to Start

uosei e WPCS4G Copyright € 2607 Claco Systam, Inc. ANl rig

LINKSYS®

A Division of Cisco Systams, Inc.

Connecting the Adapter

Insert the Adapter into the PCMCIA or
CardBus slot of your PC.

| mext

G Notebook Adapter Setup Wizard v.3.2 mosens. WPC546

4. After the card has been identified, the program will copy the driver files to the
computer.

5. The setup program will display the available wireless networks in the area or
mode for connecting. Create a profile by selecting or typing in the desired wire-
less network. The following image shows the Linksys Setup Wizard’'s Wireless
Mode connection screen.
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Linksys'

A Dwesicn of Csco Systess, Inc.

Creating a Profile
@ infrastructure Mode Select Infrastructure Mode if you want to connect to a wireless
router or access point.
) Ad-Hoc M Select Ad-Hoc Mode if you want to connect to another wireless

device directly without using a wireless router or access point,

The SSID {Service Set IDentifier) is the wireless network name
E
QL Erter_$9ID_Here shared by all devices in a wireless network

Note: The SSID is case-sensitive.

| Back | Nex

G Notebook Adapter Wireless Network Monitor v 3.2

6. On the Wireless Security screen of the wizard, select the appropriate security
settings—in this case, WPA2-personal. Enter the preshared key of the wireless
network. The key must be 8 to 63 characters and must match the network key.

Linksys'

A Dwesicn of Csco Systess, Inc.

Creating a Profile

e Please select the wireless security method used by your
Security = existing wireless network.

WEP stands for Wired Equivalent Privacy.

WPA-Personal, WPA2-Persional also known as Pre-Shared Key,
is a security standard stronger than WEF encryption.
WPA-Enterprise, WPA2-Enterprise and RADIUS use

Remaote Authentication Dial-In User Service (RADIUS).

LEAP (Ligl ight E i Protocol)

is a mutual authentication method that uses a user

name and password system.

| Back | Nex

G Notebook Adapter Wireless Network Monitor v 3.2

7. Connect to the wireless network using the created profile. The wizard summary
screen shows the results of the installation.
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Linksys'

A Dwssion of Crsco Systess, Inc

Confirm New Settings

& Notebook Adapter Wirgless Network Monitor v 3.2 weaei . WPCSAG

8. Setup is complete. Remove the Setup CD from the drive.

ExpressCard

ExpressCard is a newer generation of PC Card technology. This type of adapter is nar-
rower than its predecessor (the PCMCIA adapter) and is available for newer wireless
LAN technology, including TEEE 802.11n. Hewlett-Packard, Dell, Intel, and Microsoft
are some of the PCMCIA member companies responsible for creating the ExpressCard
standard. This technology is used in a large percentage of notebook computers to add
new hardware capabilities. The ExpressCard is also used on some wireless LAN con-
trollers and wireless access points to allow the addition of another radio, most often an
Evolution-Data Optimized (EVDO) card to provide a backhaul for emergency use in
high-availability roles.

Lower cost, smaller size, and higher performance were the driving forces behind
ExpressCard technology. Applications include wired and wireless networking and commu-
nications, multimedia, and additional memory storage.

Features of the ExpressCard

The ExpressCard standard is built on the 16-bit and 32-bit PC Card standards.
ExpressCard modules are available in four types: 34mm, 34mm extended, 54mm, and
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54mm extended. The extended modules can be used for external connectors, television
tuners, and wireless broadband, whereas standard modules will have specific function-
ality such as a wireless network adapter. Figure 4.3 shows the four types of available
ExpressCards.

FIGURE 4.3 The four types of ExpressCard module

L1

34mm extended
(external connectors)

54mm extended
(external connectors)

—
34mm

54mm

Image courtesy of PCMCIA. Used by permission.

Users can install or remove an ExpressCard without having to power down the
computer or device. This technology is known as hot-plug. Hot-plug technology is also
commonly supported by USB and other adapters.

According to the ExpressCard website, “the PCMCIA Association has been

‘&TE dissolved and the San Jose office closed. All activities and Standards,
including the ExpressCard Standard and PC Card Standard, will be man-
aged going forward by the USB Implementer’s Forum.” For additional
information on this and other details, visit the USB Implementers Forum,
Inc. website at www.usb.org.

Installation and Configuration of an ExpressCard

The installation and configuration steps for an ExpressCard are similar to those for install-
ing a PCMCIA card. (See the earlier section, “Installation and Configuration of PCMCIA
Cards.”) Figure 4.4 shows an ExpressCard plugged into a notebook computer.
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FIGURE 4.4 ExpressCard installed in a notebook computer

Image courtesy of PCMCIA. Used by permission.

USB 1.0, USB 1.1, USB 2.0, and
USB 3.0

Introduced in 1995, the Universal Serial Bus (USB 1.0) standard was designed as a replace-
ment for legacy serial and parallel connections.

Serial communication is the process of transmitting one data bit at a time. Parallel com-
munication has the capability of transmitting several data bits at a time. Imagine a single-lane
road compared to a four-lane highway. On a single-lane road, only one car at a time can
travel, whereas on a four-lane highway, many cars can traverse the same path at the same time.

USB allows connectivity for various devices that once used serial and parallel data con-
nection ports. These devices include but are not limited to:

= Keyboard
=  Mouse
= Digital camera
= Printer
= Computer networking adapter
USB 1.0 specified data rates from 1.5 Mbps to 12 and was replaced by USB 1.1 in 1998.
Devices using this version of the standard were more common in the market.
USB standards are implemented by the USB Implementers Forum (USB-IF). This organi-

zation consists of companies from the computer and electronics industries, including Intel,
Microsoft, NEC, and HP.
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The USB 2.0 specification was released in April 2000. The first revision appeared in
December 2000, and the standard has been revised several times since. USB 2.0 incorpo-
rates several changes, including connector types. Data rates now allow for a maximum
speed of up to 480 Mbps (USB 1.0 supported a maximum of 12 Mbps).

Figure 4.5 shows an example of a USB 2.0 port.

FIGURE 4.5 USB 2.0 port on notebook computer panel

USB 2.0 port

USB 3.0 technology was introduced in early 2010 and is commonly available to the point
of being included on newer system boards. USB 3.0 devices have faster transfer rates and
use a wider bandwidth, and they allow multiple logical streams and improved bus use with
asynchronous readiness notification without polling. USB 3.0 greatly increases the transmis-
sion speed from the 480 Mbps of USB 2.0 up to 4.8 Gbps. This is more than 10 times that
of the earlier standard, and as a result USB 3.0 is known as “SuperSpeed.” In addition to
speed, the new USB 3.0 specification addresses improvements to the technology, includ-
ing bandwidth, by using bidirectional data paths, power management, and improved bus
utilization.

Features of USB

USB uses a standard connector that replaces 9-pin serial, 25-pin parallel, and various other
connector types. External configuration allows the user to plug in the USB device and
power it with a single USB port. The computer operating system will guide the user through
the device driver installation process. External installation minimizes the need to open up

a computer case and make adjustments within the computer such as switch or jumper set-
tings. USB also supports hot-swapping of devices, allowing connection and disconnection
without the need to power down the device or the computer. In some cases, USB allows for
power to be delivered to the peripheral device, eliminating the need for an external power
supply. Fewer and fewer devices are being built with PC card or ExpressCard interfaces and
most use only USB ports for adding peripheral devices.

)’ For additional information and specifications regarding the USB stan-
‘415 dards, visit the USB Implementers Forum (USB-IF) at www.usb.org.

Installation and Configuration of USB Devices

Exercise 4.2 walks you through the steps for installation of the D-Link Wireless N USB 2.0
adapter. Many USB wireless LAN adapters use installation procedures similar to this one.
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Installation steps are specific to the manufacturer, and I recommend that you follow the
manufacturer’s installation instructions. Always read the manufacturer’s manual regarding
installation and safety before attempting installation.

Installing a USB 2.0 Wireless LAN Adapter

To install the D-Link Wireless N USB 2.0 Adapter on a computer running Microsoft
Windows, follow these steps:

1. Insert the Setup CD into the CD-ROM drive. The program should start automati-
cally and an Autorun screen will appear. Click to start the installation, and the
Installation Wizard window will appear.

D-Link Wireless N DWA-130 - Driver Install Program

Welcome to the Installation Wizard for DWA-130

The Wizard will install the CWA-130 and D-Link Lhility
onto your computer. To continue, click "Mesxt"

Mext = ][ Cancel

2. Accept the default location to install the files or browse for an alternate file
location.

3. When prompted, insert the USB adapter into an available USB port on your
computer.

4. When prompted, enter the network name (SSID) manually. If you don’t know
the SSID, click Scan to see the site survey page.

The site survey page will also appear if the SSID is entered incorrectly. Click on the
network name (SSID) and click Next.

5. Click Finish to continue. If prompted to restart the computer, select Yes, Restart
The Computer Now.
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ink Wireless N DWA-130 - Driver Install Program

Pleaze plug-in your CWA-130 into ?;are USH port, then Click
"Mext" to continue. If the Mewy Hardweare Wizard sppears, click
"Cancel" to abort the Mews Hardware Wizard and continue with
thiz instaliation.

D-Link Wireless N DWA-130 - Driver Install Program

Get Connected!

Welcome to D-Link's Wireless Connection Wizard. In the next few
steps you'll be asked to enter some information about your
wireless network. If you do not currently have one set up

you can always re-run this wizard to easily connect to your
network when it is ready!

Wireless Network Name:

If you do not know the name of your wireless network,
you can scan for it by clicking the Scan button.

Scan |

= Back Mext = ] [ Cancel

Peripheral Component Interconnect

PClI is the acronym for Peripheral Component Interconnect, a standard for computer inter-
face cards that was developed by Intel. A PCI card is inserted into a slot in the main board
or motherboard of a desktop computer, allowing for the attachment of peripheral devices.
Installing a PCI card may require basic tools such as a screwdriver, and the installer usu-
ally will need to remove the cover from the desktop computer case. Figure 4.6 shows an
example of an IEEE 802.11 wireless PCI card.
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FIGURE 4.6 Netgear WG311T IEEE 802.11g wireless PCIl adapter

NETGEAR

Features of PCI

A PCI adapter connects to what is known as a data bus in a desktop computer. In basic
terms, a data bus allows connection of devices to the computer’s processor or “brain.”
In the early days of personal computers, many devices used a data bus. These devices
included video, hard disks, serial ports, Ethernet adapters, and parallel ports for print-
ers. These interfaces connected to what is known as an Industry Standard Architecture
(ISA) bus.

Modern computers have integrated many of these interfaces directly into the mother-
board, system board, or main board. As PC technology evolved, so did the data bus archi-
tecture, going to 32-bit and now 64-bit bus. Wireless networks are no stranger to PCI. Even
though wireless is often thought of as portable or mobile, in many cases stationary desktop
computers can utilize wireless LAN connectivity through the use of wireless PCI interface
cards.

)/ PCI-SIG (Peripheral Component Interconnect-Special Interest Group) is
‘&TE the industry organization for development and management of the PCI
standards. For additional information, visit www.pcisig.com.

Installation and Configuration of PCl Cards

Back in 1995, Microsoft introduced a feature in the Windows 95 operating system called Plug
and Play (PnP). This new feature accelerated the interest in PCI. PnP made installing a PCI
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card a snap. All that was required was for the installer to plug the card into the motherboard
and it would be recognized and automatically work with the operating system. However, this
process still required user intervention to open the case in order to physically install the card.
Exercise 4.3 describes the steps for installing a PCI card in a desktop computer.

Installing a PCI Card

The following steps are typical for installation of a PCl wireless LAN card. Exact

installation steps are specific to the manufacturer, and | recommend that you fol-
low the manufacturer’s setup instructions. Always read the manufacturer’'s manual
regarding setup and safety before attempting installation.

1. Insert the Setup CD into the CD-ROM drive. The program should start automati-
cally, and a welcome or Autorun screen may appear. When the screen appears,
click Next to continue and follow the instructions to install and configure the
wireless PCl adapter. The installation wizard will appear on the screen.

NETGEAR Wireless Adapter 3
NETGEAR

b Welcome

The NETGEAR Smart Wizard will install your
wireless PCl adapter software on yaur computer.
Click Mext to continue.

IMext = ][ Cancel

2. The setup program will copy the required files to the desktop computer.

Turn off the computer to install the card. Once the computer is turned off,
unplug the power cord from the wall jack.

3. Open the case and identify an available PCIl slot in the motherboard. Using the
appropriate tool, remove the cover over the slot. Insert the wireless PCl adapter
into the available PCIl slot and securely fasten in place. The following image
shows an available PCI slot in a desktop computer.
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NETGEAR Wireless Adapter

NETGEAR

Mext, please follow these instructions to install the PCI adapter.

1. Shut down and unplug the power cord from your computer.

2. Openthe case and insertyour wireless PCl adapter into a PCI slat.

3. Closethe case, plug backin the power cord and re-start your computer.

4. Continue with the on-screen instructions.

4. Once the card is securely mounted, close the case and insert the power cable
into the wall jack. Turn on the computer.

5. The setup program will appear on the screen. Follow the onscreen instructions
to complete the installation.

In some cases, the installation and setup may require the computer to be restarted
in order for the adapter to operate correctly. Follow the manufacturer’s
recommendations.
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Mini-PCl, Mini-PCle, and Half
Mini-PCle

Mini-PCl is a variation of the PCI standard, designed for laptops and other small-footprint
computer systems. One common example of a Mini-PCI card is the IEEE 802.11 Mini-PCI
adapter shown in Figure 4.7.

FIGURE 4.7 I[EEE 802.11 Mini-PCl adapter

Mini-PCI cards are common in many devices, such as Fast Ethernet networks,
Bluetooth, modems, hard drive controllers, and wireless LANs. In the wireless world,
Mini-PCI cards are used in access points and client devices such as laptop or notebook
computers.

Mini-PCI Express (Mini-PCle) cards are a replacement for the Mini-PCI card and are
based on PCI Express.

)’ Many notebook and portable computers with built-in wireless LAN use
,&TE either Mini-PCl or Mini-PCle or now Half Mini-PCle cards for wireless
IEEE 802.11 wireless LAN connectivity.
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Features of Mini-PCIl, Mini-PCle, and Half
Mini-PCle Cards

Mini-PCI cards are available in three types; Type I, Type 11, and Type III. Types I and IT use
a 100-pin stacking connector. Type III cards use a 124-pin edge connector. Type II cards
have RJ11 and RJ45 connectors for telephone and Ethernet network connections. These
cards are commonly located at the edge of the computer or docking station so that the con-
nectors can be mounted for external access, such as to a modem or computer network.

Mini-PCle cards are 30mm x 56mm and have a 52-pin edge connector, consisting of
two staggered rows on a 0.8mm pitch. These cards are 1.0mm thick excluding components.
Table 4.2 summarizes the features of Mini-PCI and Mini-PCle cards.

The Half Mini-PCle cards are 30mm x 31.90mm. The main difference between this
card and the Mini-PCle card mentioned earlier is the length. The length of this new form
factor is about half of the Mini-PCle card.

With the introduction of the Half Mini-PCle card form factor, the Mini-
OTE PCle card is now called the Full Mini-PCle card.

TABLE 4.2 Features of Mini-PCI, Full Mini-PCle, and Half Mini-PCle cards

Card type Connectors Size
Mini-PCl Type IA  100-pin stacking 7.5mm X 70mm X 45mm
Mini-PCl Type IB  100-pin stacking 5.6mm X 70mm X 45mm

Mini-PCl Type IIA  100-pin stacking, RJ11, RJ45 17.44mm X 70mm x 45mm

Mini-PCl Type IIB  100-pin stacking, RJ11, RJ45 5.6mm X 78mm X 45mm

Mini-PCl Type IlIA 124-pin edge 5mm X 59.756mm x 50.95mm
Mini-PCl Type llIB 124-pin edge 5mm X 59.756mm X 44.6mm
Full Mini-PCle 52-pin edge, two staggered 30mm x 31.90mm X Tmm
rows on 0.8mm pitch (excluding components)
Half Mini-PCle 52-pin edge, two staggered 30mm x 56mm x 1Tmm (excluding
rows on 0.8mm pitch components)

Figure 4.8 shows a Mini-PCle adapter.
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FIGURE 4.8 Intel 3945 IEEE 802.11a/b/g Full Mini-PCle adapter

Installation and Configuration of Mini-PCl, Full
Mini-PCle, and Half Mini-PCle Cards

As with the PCI card installation process, Mini-PCI and Mini-PCle installation may
require the user to physically install hardware in the computer. Location of the Mini-PCI or
Mini-PCle interface varies depending on the computer manufacturer. On some computers
you just have to remove a cover panel on the bottom of the notebook. On others you need
to disassemble the computer case. Exercise 4.4 describes the typical installation steps.

Installing Mini-PCIl and Mini-PCle Cards

The following steps are typical for installation of a Mini-PCl and Mini-PCle wireless
LAN card on a notebook computer. Exact installation steps are specific to the manu-
facturer, and | recommend that you follow the manufacturer’'s setup instructions.

1. Shut down the computer. Verify that the computer is not in Hibernation mode.
If it is, turn on the computer and perform a complete shutdown.

2. Disconnect the AC power cord from the wall jack.
3. Disconnect all connected peripherals and remove the battery pack.

4. Remove the panel covering the Mini-PCI-Mini-PCle compartment (details of this
step will depend on the computer model).

5. Insert the Mini PCI or Mini-PCle card into the correct slot. Note the correct pin
orientation.

6. Connect the wireless antenna cables to the Mini PCl or Mini-PCle card.
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7. Replace the panel for the Mini-PCI-Mini-PCle compartment.

8. Replace all peripheral devices and battery pack. Plug in the AC power cord to
the wall jack.

9. Power on the computer and insert the Setup CD-ROM into the CD-ROM drive.
The program should start automatically, and a welcome or Autorun screen may
appear. When the screen appears, click Install Drivers and follow the onscreen
instructions to install and configure the wireless Mini PCl or Mini-PCle card.

Always read the manufacturer’'s manual regarding installation and safety before
attempting installation.

@ Real World Scenario
Replacing a Full Mini-PCle with Half Mini-PCle Adapter

Upgrading an IEEE 802.11g wireless Full Mini-PCle card to a newer IEEE 802.11n
Half-Mini PCle card may require the use of a special adapter or bracket. Keep in
mind that the Half Mini-PCle card is about half the length of the full card, and you
may not be able to install the card securely. Therefore, you may need to purchase
a special bracket in order for the new Half Mini-PCle card to be securely mounted
in the notebook computer or other device where the card is to be installed.

Additional Adapter Types

The following section describes some additional wireless radios and adapters. These adapt-
ers are not as common as some of the others mentioned earlier in this chapter but are still
available for purchase and are used with networking devices. The following adapters were
originally designed as memory storage cards but had a wireless network technology added
to them:

= CompactFlash (CF) devices
= Secure Digital (SD)

CompactFlash Devices

CompactFlash (CF) was originally designed as a mass storage device format used in porta-
ble electronic devices. SanDisk introduced this format in 1994. The CF format is now used
for a variety of devices and technologies, including Ethernet networks, Bluetooth, digital
cameras, RFID, and wireless LANs.
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Features of CF Cards

CF cards are available in two types: Type I and Type II. Both types have the same length
and width, 36mm x 43mm. The only difference is the thickness.
Table 4.3 lists physical characteristics and typical uses of CompactFlash cards.

TABLE 4.3 Characteristics and uses of CF cards

Card type Thickness Common use
Type | 3.3 millimeters RAM, flash memory cards
Type |l 5.0 millimeters Wireless LANs, microdrives

Figure 4.9 shows the front and back of a CompactFlash wireless LAN card supporting
IEEE 802.11a/b/g wireless connectivity.

FIGURE 4.9 Motorola LA-5137 IEEE 802.11a/b/g CompactFlash card

Wireless Networker ™

CompactFlash Card

Ps pactFlash organization at www.compactflash.org.

)’ For additional information regarding this technology, visit the Com-
<

Installation and Configuration of a CF Card

Installing a CF IEEE 802.11 wireless LAN card differs from some of the previous instal-
lation examples. For example, you may need to connect a handheld personal computer
running a Microsoft operating system (Pocket PC) or personal digital assistant (PDA) to
another computer in order to complete the installation process. Always follow the manufac-
turer’s setup instructions for installing the specific card.
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Secure Digital

Like the CompactFlash card, Secure Digital (SD) was designed as a flash memory storage
device with storage capacities from 8 MB to 4 GB. The SD memory card was a joint ven-
ture among SanDisk, Toshiba, and Panasonic in 1999.

Even though the SD card was designed as to provide flash memory, the slot will allow
for connection of other devices such as cameras, global positioning system (GPS) units, FM
radios, TV tuners, Ethernet networks, and of course wireless LANSs. In this format the SD
card is known as Secure Digital Input Output (SDIO). This card is designed to provide
high-speed data I/O with low power consumption for mobile electronic devices. Figure 4.10
is an example of an SDIO wireless LAN adapter.

FIGURE 4.10 SanDisk SDIO Wi-Fi card
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Features of SDIO Cards

SDIO cards are available in two sizes:

= The full-size SDIO card is 24mm x 32mm x 2.1mm—approximately the size of a post-
age stamp. This SDIO card is intended for portable and stationary applications.

= The mini-SDIO is 27mm x 20mm X 1.4mm in size and used with wireless LAN and
Bluetooth adapters.

)/ For additional information regarding SD and SDIO technology, visit the
A@TE SD Association at www.sdcard.org.


http://www.sdcard.org
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Installation and Configuration of SDIO Cards

Installing an SDIO 802.11 wireless LAN card is similar to installing a CompactFlash card,
and differs from the installation of PCMCIA and ExpressCard. These differences may
include connecting a Pocket PC or PDA to another host PC running ActiveSync in order to
complete the installation process. I recommend that you follow the manufacturer’s setup
instructions for installing a specific card. Here are the typical steps for installing an SDIO
wireless LAN card:

Connect the Pocket PC or PDA to the host PC running ActiveSync.

Install the software using the host PC.

Insert the SDIO Wireless LAN card.

Start the program on the Pocket PC or PDA.

Find a wireless LAN to connect and create a profile.

© g s wbdh ==

Connect to the wireless LAN.

)’ Always read the manufacturer's manual regarding installation and
Adrs safety before attempting installation.

Wireless Workgroup Bridges

A wireless workgroup or client bridge is a wireless device acting as a client device that will
allow potentially several Ethernet devices on an Ethernet segment (devices connected to a
common physical layer boundary) to connect to an infrastructure through a wireless access
point. This is accomplished without the need to upgrade each wired device on the Ethernet
segment to wireless. Figure 4.11 illustrates an application of a wireless workgroup bridge.

Features of Workgroup/Client Bridges

The wireless workgroup bridge (WWB), also known as a wireless client bridge, can be used
in a variety of business or SOHO applications, including enterprise, medical, retail, educa-
tion, and warehouse. Supported devices include computers, printers, scales, medical equip-
ment, barcode readers, and point-of-sale machines such as cash registers. Although the
workgroup/client bridge may have the appearance and features of an infrastructure device
such as a wireless access point, it is considered a client device. A workgroup bridge will
allow for a limited number of wired client devices to connect to and use network resources.
A wireless access point sees a wireless workgroup bridge as a single station even if several
wired stations are connected, because the wireless workgroup bridge multiplexes the signal
to a single wireless connection. In other words, it is basically a multiplex device.
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FIGURE 4.11 Typical application for an enterprise wireless workgroup bridge
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Wireless workgroup/client bridges may include these features:
= Fixed or detachable antennas
= Security features such as WEP, WPA, or WPA 2.0
= Web browser and/or command-line interface management utilities
= MAC filtering options
= Multiple connectivity modes
= Power over Ethernet

= Support for connection of a limited number of client devices

Installation and Configuration of Workgroup/

Client Bridges

The following are the steps usually necessary for installing and configuring a workgroup or
client bridge:

1. Connect the workgroup or client bridge to the Ethernet segment that needs to have a
wireless connection.

2. If Power over Ethernet (PoE) is not a feature of the device, connect the bridge power
adapter to the wall jack.
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3. Using a web browser, connect to the assigned IP address. In some cases it may be nec-
essary to assign an IP address to the workgroup or client bridge from a CLI prior to
configuring the bridge.

4. From the web management interface, assign the correct service set identifier (SSID) and
RF channel in order to associate to the correct access point.

5. Configure the correct security settings, either WPA or WPA2 and Personal or
Enterprise mode.

6. Verify association of the workgroup/client bridge to the desired access point.

- Always read the manufacturer’s manual regarding installation and
Adrrs safety before attempting installation.

Another form of wireless client bridge is one that is designed to allow a variety of single
Ethernet devices, not just computers, to connect to and use wireless networks. These
devices will have an Ethernet port but are not wireless-capable. This type of client bridge
also has characteristics similar to some infrastructure devices, such as wireless access
points. One benefit is that in most cases no software is required; that is, you will not
have to install device driver or client utility software on the client Ethernet device. These
devices are seen by the access point as a single wireless client. Devices that can benefit
from this type of client bridge are printers, DVD/media players, and game consoles. Figure
4.12 shows a wireless client bridge.

FIGURE 4.12 EnGenius Technologies ECB3500 802.11g High Power 600mW wireless
access point/bridge/repeater/router
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All devices connected to a computer require a device driver. Components requiring drivers
include keyboards, mice, video cards, USB ports, printers, wired network interface cards,
IEEE 802.11 wireless LAN cards, and many others. The device driver is software that
allows the installed device to communicate with or take instructions from the computer

operating system in order to provide correct functionality.

It is important to verify the latest revision of the device driver from the client device
manufacturer. Having the latest revision installed will ensure correct operation and
sometimes add additional features. Figure 4.13 shows a device listing in the Windows 7

Professional operating system.

FIGURE 4.13 Microsoft Windows 7 Professional Device Manager utility
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Client Utility Software

AIITEEE 802.11 wireless LAN cards require configuration in order to connect to a wire-
less network. The configuration capabilities of device drivers are usually very limited.
Therefore, a user needs additional configuration software. The user can choose from either
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manufacturer-specific utilities or third-party client utilities built into some operating sys-
tems. When IEEE 802.1X port-based authentication is used, the client device is known as
the supplicant. The supplicant will provide authentication credentials to the authenticator,
which in wireless networking is the access point. 802.1X authentication will be discussed
in more detail in Chapter 9, “Wireless LAN Security Basics.” Regardless of the client utility
installed, a user has the capability to create a profile that will retain the connection/session
parameters. A profile will contain information regarding a specific connection, including
network name or SSID and security settings.

Manufacturer-Specific Client Utilities

Most manufacturers of wireless LAN adapters provide a software client utility for the
wireless adapter. The features of the utility depend on whether the client is SOHO grade
or enterprise grade. SOHO grade client utilities have basic connection and security param-
eters. The client software installation usually is part of the adapter install process and is
typically performed through a setup wizard. Figure 4.14 shows a screenshot from a SOHO
client utility.

FIGURE 4.14 Linksys Dual-Band Wireless-N USB client utility
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Enterprise-grade client utilities may have a more advanced feature set, including con-
nection statistics and site survey. Typically, a user can install the device driver and client
utility simultaneously or will be able to choose separate installation procedures. In most
enterprise-grade client utilities, profile setup is a manual process requiring a user to have
a basic understanding of the adapter’s capabilities as well as the network configuration.
Figure 4.15 shows an enterprise-grade client utility.

FIGURE 4.15 Proxim Client Utility for 8494-US 802.11a/b/g/n USB adapter
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Third-Party Client Utilities

Another option for a wireless LAN adapter client utility is a third-party utility built into
a computer operating system. Recent versions of the Microsoft Windows operating sys-
tem—Windows XP Vista and Windows 7, for example—have a client utility built in and
running as a service. In Windows XP this client utility is available from the Wireless Zero
Configuration (WZC) service. Figure 4.16 shows the Windows XP WZC client utility.

In later versions such as Windows 7, the service is now called the WLAN AutoConfig.
After the wireless adapter is installed, a user may select a wireless network to connect to
and supply security parameters if required. Figure 4.17 shows the Windows 7 Professional
client utility using the Microsoft AutoConfig service.
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FIGURE 4.16 Microsoft Windows XP WZC client utility
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Summary

There are many types of wireless LAN client devices used in various applications. These
device types include desktop and notebook computers, printers, and barcode scanners, to
name a few. A wireless client adapter uses radio hardware or chipset to send the digital data
(all the ones and zeros) across the air using radio frequency. This chapter looked at some

of the various IEEE 802.11 wireless LAN adapter types, explaining the features, common
hardware, software, and configuration procedures. External adapters with wireless LAN
functionality include:

=  PCMCIA
= ExpressCard
= USB2.0

= CompactFlash (CF)

PCMCIA adapters, although still available for purchase and used in many installa-
tions, are becoming less popular. Finding a newer notebook computer that has an interface
to support a PCMCIA adapter is not as common. The PCMCIA Association has been
dissolved and the San Jose office closed. This specification is now handled by the USB
Implementers Forum.

Wireless LAN adapters are also available as internal adapters. These adapters may
require some disassembly or removal of a panel for installation. Internal adapter types
include these:

= PCI

= Mini-PCI

= Full Mini-PCle
= Half Mini-PCle

Wireless LAN adapters require a device driver in order to communicate with the operat-
ing system, and in most cases software utilities may be installed and/or configured in order
to connect the wireless network. This chapter described several installation scenarios for
various types of wireless LAN adapters, including PCMCIA, USB, and PCI. We also looked
at how a wireless workgroup bridge can be used to connect computers and other devices on
an Ethernet segment to a network by connecting to an access point.

Finally, this chapter showed how wireless LAN client utilities simplify the process of
connecting to a wireless network. Client utilities are sometimes supplied by the manu-
facturer of the adapter or may part of the operating system. Windows Wireless Zero
Configuration (WZC) or WLAN AutoConfig (Windows 7) is a commonly used operating
system client utility.
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Exam Essentials

Know the various types and features of external client adapters used in wireless LAN
clients. Understand the features and function of external client adapters, including
PCMCIA, ExpressCard, and USB 2.0.

Know the various types and features of internal client adapters used in wireless LAN
clients. Be familiar with internal adapter cards used with 802.11 wireless LAN technol-
ogy, including PCI, Mini-PCI, Full Mini-PCle, and Half Mini-PCle cards. Understand the
installation factors involved with internal network adapters.

Understand the installation process of client adapters and client software. PCMCIA,
ExpressCard, USB2, CompactFlash (CF), SDIO, PCI, Mini-PCI, and Full and Half Mini-
PCle cards require software components such as a device driver and client utility software
to be installed in order to function correctly.

Explain the function and features of specialty client devices. Specialty client devices such
as a wireless workgroup or client bridge can be used to connect devices on a common phys-
ical layer cable to a wireless network.

Know the differences among software components of wireless client adapters. Device
drivers, client utility software, and third-party client software all play important roles in
the successful installation of a wireless client adapter. Understand the details of software
components used in wireless networking.
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Review Questions

1. You have a notebook computer and wish to connect to an IEEE 802.11n wireless network.
The computer does not have a built-in wireless LAN card or a PC card interface. You do
not want any peripherals connected to the notebook that use wires and do not want to dis-
assemble the computer. Which wireless adapter would be the best solution?

A. Wireless PCI
B. Wireless PCMCIA
C. Wireless Full Mini-PCle
D. Wireless USB 2.0
2. You need to select a wireless LAN card for a notebook computer to connect to an IEEE

802.11n network. The notebook has an interface or slot on the side that will accept one of
three physical types of adapter. Which card would work best in this case?

A. PCI

B. Half Mini-PCle
C. PCMCIA

D. ISA

3. Inaddition to wireless networking, which adapter was designed for flash memory storage
and can be used in a digital camera?

A. PCI
B. PCMCIA
C. ISA
D. SDIO
4. A computer requires the user to disassemble the computer case to install a wireless
PCI network adapter. Which computer would be the best candidate in this situation?
A. Notebook
B. Desktop
C. Tablet
D. Barcode scanner

5.  Which component is required for a successful installation and operation of an 802.11n
wireless USB adapter?

A. Device driver
B. Client utility
C. Profile software
D. Windows WZC
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6. You want to connect a desktop computer to an IEEE 802.11n wireless network. Which
wireless LAN adapter would be the best solution if you do not want to disassemble the

computer?

A. Mini-PCI

B. USB2.0

C. Half Mini-PCle
D. PCMCIA

7. Which client device will allow a user to connect several Ethernet devices on a common
segment to an access point?

A. PCMCIA

B. PCI bridge

C. Wireless workgroup bridge
D. Ethernet bridge

8. USB was designed as a replacement for which two legacy communication connections?
A. Serial and PCI
B. Serial and parallel
C. Parallel and ISA
D. Parallel and EISA

9. How many data bits does serial communication transmit at a time?
A 1
B. 3
C. 4
D. 8

10. Which wireless adapter may require some disassembly of a notebook computer to install?
A. PCI

B. PCMCIA
C. PCCard
D. Mini-PCI

11. Most manufacturers recommend installing a wireless IEEE 802.11n USB adapter at
what point?

A. When the computer is not powered on
B. When instructed by the setup utility

C. After calling technical support
D

Before starting the setup process
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Enterprise-grade IEEE 802.11g client utilities typically contain which advanced feature?
A. PCI configuration

B. Spectrum analyzer

C. Setup wizard

D. Site survey

Which item is required for an IEEE 802.11g PCI card to communicate with a computer
connected to an unsecured wireless LAN?

A. Mini-PCI card

B. Device driver

C. Third-party utility

D. Enterprise utility

A wireless workgroup bridge will allow you to do which of the following?
A. Connect two wireless LAN NICs together.

B. Connect a wired LAN to an AP.

C. Connecta PCI card to a WLAN.

D. Connect two client bridges.

CompactFlash (CF) cards are available in two types. What is the main difference between
the two types?

A. Length

B. Width

C. Thickness
D. Height

Which two wireless LAN adapters can be installed in a computer without the need to disas-
semble the computer in any way? (Choose 2.)

A. PCI

B. PCMCIA
C. USB2.0
D. PCle

E. Mini-PCI

Of all the devices listed, Secure Digital Input Output (SDIO) cards are most likely to be
installed in which?

A. Desktop computer
B. Access point

C. Notebook computer
D. Pocket PC
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18. A device driver can be used in wireless networking. Which is an example of a device driver?
A. Software to control a wireless NIC
B. Software to control the OS
C. Hardware to install a PCI card

D. Hardware to install a client bridge

19. Six wired clients can connect to a wireless LAN by using which device?
A. Workgroup bridge
B. PCI bridge
C. Mini-PCI adapter
D. PCI adapter

20. Which is required in order to successfully install an IEEE 802.11n wireless LAN adapter?
A. Security profile
B. Device driver
C. Third-party client utility
D. SOHO utility
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It is important to understand how digital data is sent from one
B device to another. Whether on a wired network or a wireless
BTN network, an access method is used to transfer this type of elec-
tronic information. Two common access methods are CSMA/CD and CSMA/CA. The type
of medium in use—wired or wireless—will determine which of these two access methods is
best suited for the application. You saw in previous chapters that wireless LANs use radio
frequencies with air as the communication medium. This chapter will discuss the various
techniques and methods used to get digital computer data from one device to another using
spread-spectrum and other physical layer modulation technologies.

It is important to understand that different spread-spectrum technologies such as FHSS,
DSSS, and HR/DSSS will allow for various data rates. The spread-spectrum or other physi-
cal layer technology used will determine the maximum amount of data transfer as well as
the resilience to noise and other interfering sources. We will look at the 802.11 channels,
the number of channels available, channel spacing, and the frequencies of the unlicensed
radio frequency bands used with wireless networking. We will also discuss the implications
of overlapping channels and interference. Finally, this chapter will discuss co-location of
different technologies used in various amendments to the standard as well as interference
from wireless LANs and other sources, including WPANSs.

- The IEEE 802.11-2012 standard has been officially released. This stan-
‘drrs dard includes all communication amendments that were outstanding
or part of the IEEE 802.11-2007 standard, including IEEE 802.11a/b/g/n.
Even though these amendments are now incorporated into the new-
est version of the standard, we will discuss the technology using the
original amendment names, 802.11b, 802.11a, and so on, because these
names are still commonly used in the industry.

Network Access Methods

Network access methods allow devices connected to a common infrastructure to communi-
cate and transmit data across a network medium from one device to another. Several differ-
ent types of network access methods are used in computer networks. The two types we will
discuss in this chapter are:
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= Carrier Sense Multiple Access/Collision Detection (CSMA/CD)
= Carrier Sense Multiple Access/Collision Avoidance (CSMA/CA)

Because Ethernet networks have the capability to detect collisions, 802.3 Ethernet net-
works use CSMA/CD as the access method. Devices on a wireless LAN do not have the
capability to detect collisions; therefore 802.11 wireless LANs use CSMA/CA for the access
method. Since multiple wireless devices can use an access point at the same time, wireless
devices that connect to an access point are competing to share the medium; therefore, it is
important to control the medium in order to minimize collisions. The CSMA/CA process
provides this control.

Detecting Network Traffic Collisions with CSMA/CD

802.3 Ethernet networks use CSMA/CD to share the medium. The name of this access
method describes how it functions.
The abbreviation CSMA/CD is broken down as follows:

= Carrier Sense—Devices sense the medium (in this case, Ethernet cable) to see if it is
clear (no data being transmitted).

= Multiple Access—Many devices accessing the medium at the same time.

= Collision Detection—Detecting collisions that occur on the medium during the trans-
mission of data.

CSMA/CD is a contention-based media access control method that Ethernet devices use
to share the medium. This method allows only one device to transmit at any one time.

In computing terminology, contention is defined as multiple devices competing for a
chance to send data on the network. CSMA/CD functions like this:

1. A device with data to transmit checks whether any data is being transmitted on the
Ethernet cable (sensing).

2. If the device senses that the medium is clear and no data is being transmitted, it trans-
mits its own data.

3. If more than one device transmits simultaneously, a collision occurs and the data is
lost. The devices detect the collision and each will back off for a random amount of
time.

4. After the random amount of time expires, the device checks the cable and attempts to
send the data again.

This contention of the Ethernet segment is one reason for decreased data throughput of
the transmitting devices. Figure 5.1 demonstrates CSMA/CD with desktop computers con-
nected to an Ethernet segment.
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FIGURE 5.1 Computers connected to Ethernet cable using CSMA/CD
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Conversation as a Form of CSMA/CD

An analogy for CSMA/CD is conversation among a group of people in which all the individ-
uals in the group would like a chance to speak. Everyone is listening to each other (sensing
the medium). Only one person at a time gets a chance to say something. This is an exam-
ple of a multiple access shared medium (MA). If there is a pause in the conversation, two
or more people listening may notice the opportunity and may say something at the exact
same time, in which case neither may be heard by the rest of the group. This is an example
of a collision. At this point, the collision is detected (CD) and those involved in the failed
communication wait a few seconds and attempt to speak again later—hence, CSMA/CD.

Avoiding Network Traffic Collisions with CSMA/CA

Wireless LANs use CSMA/CA to share the medium. The main difference from CSMA/CD
is the CA—collision avoidance. Just as in CSMA/CD, the abbreviation CSMA/CA gives an
idea of how it functions:

= Carrier Sense—Sensing the medium, in this case the air
= Multiple Access—Many devices accessing the medium at the same time

= Collision Avoidance—Avoiding collisions that may occur on the medium during
transmission

Because wireless LAN devices have no way to detect collisions, the CSMA/CD access
method is not an adequate solution for wireless LAN communications. If wireless LANs
were to use CSMA/CD, collisions would occur at the wireless access point and all data
would be lost. At this point, a transmitting device would not know that it should
retransmit the information, because the receiving device would be unaware that a collision
occurred; the result would be very poor performance.
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Instead of detecting transmission collisions, CSMA/CA uses mechanisms that attempt
to avoid collisions. Although these mechanisms impose some overhead, the overall benefit
is better data throughput because data collisions are minimized. This overhead occurs
because devices use “countdown timers” that require them to wait for periods of time
before they are able to transmit again. This helps to avoid data collisions.

Lecture Q&A as a Form of CSMA/CA

An analogy for CSMA/CA is the question-and-answer period following a lecture. The
lecture hall is filled with many people (multiple access). A presenter has finished giving a
speech and it is now question-and-answer time. The presenter shouts out, “Does anyone
have a question?” An attendee by the name of Marvin listens (sensing the carrier). He
does not hear anyone speaking, so he yells out a question. Although many people are in
the room (again, multiple access), they can hear that Marvin has the floor and this time is
dedicated to him. So they defer and do not ask their question until Marvin’s question has
been answered by the speaker (collision avoidance); hence, CSMA/CA.

Reserving Time for Data Transmission Using Distributed
Coordination Function

One of the access methods wireless LAN devices use to communicate is known as distrib-
uted coordinated function (DCEF). This method of access employs a contention period for
devices competing to send data on the network. This collision avoidance mechanism is part
of a detailed process requiring certain criteria to be met in order for a frame (a Layer 2
digital transmission unit) to be transmitted across the medium. In the case of wireless LAN
technology, this medium is the air, using radio frequencies (RF).

To avoid collisions, the devices are required to:

= Detect the RF energy of other devices transmitting, a technique known as Clear Chan-
nel Assessment (CCA).

= Announce how much time is required for the frame exchange to occur allowing other
stations read the duration field and set their Network Allocation Vector (NAV).

= Wait for a predetermined period of time between frames, a technique known as inter-
frame spacing.

= Back off and retry if the medium is busy, a technique known as the random backoff
timer via the contention window.

In short, these devices are reserving the medium so that transmissions can take place
and avoid collisions. Figure 5.2 illustrates wireless LAN devices using CSMA/CA for an
access method.
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FIGURE 5.2 Wireless LAN devices using CSMA/CA and DCF
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The 802.11 standard also specifies two other access methods used
TE with wireless networking. Point Coordination Function (PCF) mode is a

contention-free mode that works by polling stations and giving them an
opportunity to send information without contending with other devices.
PCF mode was optional and never implemented by any manufacturers.
Another access method, Hybrid Coordination Function (HCF) mode, was
introduced with 802.11e for quality of service (QoS) technology.

Effects of Half Duplex on Wireless Throughput

As discussed in Chapter 3, “Wireless LAN Infrastructure Devices,” wireless LANs use
half duplex communication. To review, half duplex in computer terminology is defined as
two-way communication that occurs in only one direction at a time. Communication only
one way at a time means less data throughput for the connected device(s). Half-duplex
communication is part of the reason why in wireless LANs the amount of data being
transferred is sometimes less than half of the advertised data rate; collisions and additional
overhead are other factors to consider. An 802.11b device may only get 5.5 Mbps or less
data transfer even though this technology is rated at 11 Mbps. On a good day, 802.11a

or 802.11g devices will also average less than half of the advertised data rates. Figure 5.3
shows the half-duplex communication method and some of the effect it has on through-
put. The data rate in this example is 54 Mbps, but the throughput is less than half of that,
about 22 Mbps. The newest IEEE amendment, 802.11n, uses MIMO technology and has
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a potential maximum data rate of up to 600 Mbps. However, many of the client devices
available today have a maximum of about 300-450 Mbps. The actual throughput can be
as low as 30 Mbps.

FIGURE 5.3 Half-duplex operation has some effect on overall data throughput.
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Narrowband vs. Spread-Spectrum Communication

Narrowband and spread-spectrum are two examples of how devices can communicate
using radio frequency.

One example of narrowband communication is an FM radio station. FM radio stations
use licensed frequency ranges that are tuned to a specific radio frequency in the FM band.
A radio station can transmit a signal at a high power of tens of thousands of watts in a very
narrow frequency. Depending on the conditions, a receiver can hear the station for tens or
even possibly hundreds of miles.

Figure 5.4 shows the high amount of output power over a narrowband frequency of a
potential FM radio station.

In contrast, spread-spectrum technology uses low power over a wider range of fre-
quency. Figure 5.5 illustrates how a spread spectrum—capable access point uses low power
over a wide frequency range.



142 Chapter 5 - Physical Layer Access Methods and Spread-Spectrum Technology

FIGURE 5.4 Narrowband frequency—high power, narrow frequency
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Lecturer vs. Breakout Discussions

Narrowband communication is similar to a lecture presented in a large room filled with
several hundred attendees. The presenter may have a microphone connected to an
amplifier or PA system to address the large audience. All attendees at this event will pay
attention to the presenter, who will get the message across to the entire audience in this
very large venue.

Spread-spectrum communication is similar to what happens when the same audience
breaks out into small groups in which each member is communicating only with other
members of that group. These groups of individuals will be speaking at a much lower vol-
ume without the help of a high-power microphone, and the conversation volume will not
exceed the area in which this group is contained.

Spread-Spectrum Technology

Two types of spread-spectrum technology were specified in the original IEEE 802.11 wire-
less LAN standard ratified in 1997:

= Frequency-hopping spread spectrum (FHSS)

= Direct-sequence spread spectrum (DSSS)

These spread-spectrum technologies communicate in the 2.4 GHz ISM frequency range.
There are advantages and disadvantages to each of these spread-spectrum types.

Spread-spectrum technologies take the digital information generated by a computer
(ones and zeros) and, through the use of modulation technologies, send it across the air
between devices using radio frequency (RF).

In order for devices to communicate effectively and understand one another, they must
be using the same spread-spectrum and modulation technology. This would be analogous to
two people trying to talk with each other. If the two people don’t know the same language,
they will not be able to understand each other and a conversation could not take place.

Frequency-Hopping Spread Spectrum

Frequency-hopping spread spectrum (FHSS) is used in a variety of devices in computer
technology and communications. FHSS was used by many early adopters of wireless net-
working, including computers, barcode scanners, and other handheld or portable devices.
Although defined in the original IEEE 802.11 standard, this technology is considered
“legacy” (out of date) in IEEE 802.11 wireless networking. However, FHSS is still common
today in many devices such as cordless telephones and IEEE 802.15 wireless personal area
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networks (WPANs), including Bluetooth mice, cameras, phones, wireless headsets, and
some older wireless LAN technology devices. Bluetooth technology using FHSS is compara-
tively slower than newer IEEE 802.11 wireless communications.

FHSS operates by sending small amounts of information such as digital data across the
entire 2.4 GHz ISM band. As the name implies, this technology changes the frequency
(“hops™) constantly in a specific sequence or hopping pattern and remains on a frequency
for a specified amount of time known as the dwell time. The dwell time value will depend
on the local regulatory domain where the device is used. In the United States, for example,
the Federal Communications Commission allows a maximum dwell time of 400 millisec-
onds. A transmitter and receiver will be synchronized with the same hopping sequence,
therefore allowing the devices to communicate.

The data rate for [IEEE 802.11 FHSS is only 1 and 2 Mbps, which is considered slow
by modern computer applications. However, the data rate is more than adequate for some
applications. For example, various wireless devices in retail and manufacturing used FHSS
in handheld scanners and other portable technology for many years. The cost of upgrading
these devices to support higher data rates was prohibitive and unnecessary in many cases,
and so until recently they were still used in such environments. Figure 5.6 illustrates what
FHSS would look like if you could see the RF hopping through the band.

FIGURE 5.6 FHSS hops the entire 2.4 GHz ISM band.
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FHSS use in IEEE 802.11 wireless networking is considered legacy and is rarely if at all
supported. Therefore, if a customer wishes to purchase any FHSS wireless LAN equip-
ment, they should be directed to the proper upgrade path for a more current and sup-
ported solution.
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For Technical Support Personnel

There may be some legacy IEEE 802.11 wireless networking FHSS devices in operation
in various industries today. For whatever reason these are still in use, it is important to
understand that replacement devices will be very difficult to find, if they can be found at
all. It is best to consider the appropriate upgrade path for a more current and supported
solution.

802.11 Direct-Sequence Spread Spectrum

Direct-sequence spread spectrum (DSSS) is a spread-spectrum technology used with
wireless LANs and defined by the original IEEE 802.11 standard. Like FHSS, DSSS sup-
ports data rates of 1 and 2 Mbps and is considered slow by today’s computer networking
requirements.

DSSS uses special techniques to transmit digital data (ones and zeros) across the air
using radio frequency (RF). This is accomplished by modulating or modifying the radio
frequency characteristics such as phase, amplitude, and frequency (see Chapter 6, “Radio
Frequency Fundamentals for Wireless LAN Technology”).

In addition to modulation, DSSS uses technology known as a spreading code to provide
redundancy of the digital data as it traverses through the air. The spreading code transmits
information on multiple subcarriers, and the redundancy helps the receiver detect trans-
mission errors due to interference. Subcarriers are smaller segments of the radio frequency
channel that is in use. This spreading of information across the 22 MHz-wide channel is
what helps makes DSSS resilient to interference. This spreading code technology allows the
receiver to determine if a single bit of digital data (symbol) received is a binary 0 or binary
1. Depending on the data rate, the transmitter and receiver understand the spreading code
in use and therefore are able to communicate.

An example of a coding technique is Barker code. Barker code is used as the spread-
ing code for DSSS at the data rates of 1 and 2 Mbps. IEEE 802.11 wireless LANs can use
this 11 “chip” spreading code for communications. Each digital data bit (binary 1 or 0) is
combined with the set Barker code through what is called an exclusive OR (XOR) process.
XOR is a way of combining binary data bits in digital electronics. The result then spreads
the binary 0 or 1 over a 22 MHz wide channel, helping to make it resilient to radio fre-
quency interference. Since both the transmitter and receiver understand the same code, they
would be able to determine the information that was sent across the air.

DSSS operates within a range of RF frequency also known as a channel. The channel
is defined by its center frequency; that is, Channel 1 is 2.412 GHz on center, Channel 2 is
2.417 GHz on center, and so on. Each channel in the 2.4 GHz ISM band is separated by
5 MHz on center. Unlike narrowband communication, which operates on a single narrow
frequency, a DSSS channel is 22 MHz wide and is one of 14 channels in the 2.4 GHz to
2.5 GHz ISM band. The country and location of the device will determine which of the 14
channels are available for use in that specific area.
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Figure 5.7 shows that channel 6 is 22 MHz wide in the ISM unlicensed RF band.

FIGURE 5.7 DSSS is limited to a 22 MHz-wide channel in the 2.4 GHz ISM band. Each
channel for DSSS is 5 MHz on center.
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- FHSS and DSSS both operate in the same frequency range. If devices that
‘d’“ use both technologies are occupying the same physical area, the devices

may encounter some interference. Therefore, RF interference may occur
from either IEEE 802.11 wireless LAN devices using the same channel or
non-IEEE 802.11 wireless LAN devices that are using the same RF channel.
This includes anything wireless that does not use IEEE 802.11 technology
but is operating in the same frequency range, such as 2.4 GHz wireless
cameras, 2-way radios or radio monitors, and even microwave ovens.

802.11b High Rate/Direct-Sequence Spread Spectrum

High rate/direct-sequence spread spectrum (HR/DSSS) is defined in the IEEE 802.11b
amendment to the IEEE 802.11 standard. HR/DSSS (802.11b) introduced higher data rates
of 5.5 and 11 Mbps. At the time this amendment was released, because of the higher data
rates this technology helped fuel the acceleration of IEEE standards based on wireless LAN
technology. The desire for 802.11 technology grew as the availability became greater and
the cost decreased.



Spread-Spectrum Technology 147

Like DSSS, HR/DSSS uses one of fourteen 22 MHz wide channels to transmit and
receive digital computer data. The main difference between these two technologies is that
HR/DSSS supports higher data rates of 5.5 Mbps and 11 Mbps.

HR/DSSS (802.11b) also uses a different spreading code or an encoding technique than
DSSS. HR/DSSS uses complementary code keying (CCK) for transmitting data at 5.5 and
11 Mbps. The detailed operation of CCK is beyond the scope of this book.

IEEE 802.11 DSSS and HR/DSSS Channels

DSSS and HR/DSSS operate in the 2.4 GHz industrial, scientific, and medical (ISM) license
free band. This band has 14 available channels. Depending on the country and location, all

14 channels may not be available. Table 5.1 shows the 14 available channels in the 2.4 GHz
ISM band for a few different countries.

TABLE 5.1 14 available channels in 2.4 GHz ISM band

Frequency
Channel (GHz) Americas EMEA Israel* China Japan
1 2.412 4 v v v v
2 2.417 4 v v v v
3 2.422 v v v v v
4 2.427 4 v v v v
5 2.432 4 4 v v v
6 2.437 v v v v v
7 2.442 4 v v v v
8 2.447 4 v v v v
9 2.452 v 4 v v v
10 2.457 v v v v v
" 2.462 4 v v v v
12 2.467 4 v v
13 2.472 v v v
14 2.484 v

* Israel allows channels 1-13 indoors, but outdoors only 5-13.
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Figure 5.8 shows the 14 available channels and the amount of overlap in the 2.4 GHz
ISM band.

FIGURE 5.8 The 2.4 GHz ISM band allows 14 channels.
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Of these 14 channels, mathematically there are only 3 adjacent nonoverlapping channels,
with the exception of channel 14. According to the IEEE 802.11-2012 standard, “Channel
14 shall be designated specifically for operation in Japan.” Channel 14 is separated by 12
MHz on center from Channel 13, whereas Channels 1-13 are separated by 5§ MHz on
center of each channel. There are 3 MHz of separation where the radio frequency of one
channel ends and the next adjacent nonoverlapping channel begins. For example, Channel
1 and Channel 6 are adjacent nonoverlapping channels. Channel 1 ends at 2.423 GHz and
Channel 6 begins at 2.426 GHz. Mathematically this is a separation of 3 MHz. This means
that three access points can be co-located in the same physical space without overlapping
channel interference. However, there is still theoretically a small amount of overlapping RF
or harmonics between these two channels. This small level of overlap is not large enough to
cause any real interference issues. Figure 5.9 illustrates 3 of the first 14 channels that do not
overlap in the 2.4 GHz ISM band.

Each DSSS channel is 22 MHz wide. Using spread-spectrum technology, a 22 MHz-
wide channel helps add resiliency to interference for data transmissions and gives the
capability to move large amounts of data with a small amount of power. Some early IEEE
802.11 devices included barcode scanners, and they worked with limited battery life. Using
a spreading technology instead of narrowband technology helped to conserve battery life
and increased the use of IEEE 802.11 devices as a whole.
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FIGURE 5.9 3 Nonoverlapping channels possible in the 2.4 GHz ISM band
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IEEE 802.11g Extended Rate Physical

The IEEE 802.11g amendment was released in 2003 and introduced technology that allowed
for higher data rates for devices and operation in the 2.4 GHz ISM band. The objective of
this amendment was to allow for these higher data rates (up to 54 Mbps) using orthogonal
frequency division multiplexing (OFDM) and still maintain backward compatibility with
existing 802.11b technology and devices. This technology, known as Extended Rate Physical
(ERP), builds on the data rates of 1, 2 Mbps DSSS (802.11) and 5.5, 11 Mbps HR/DSSS
(802.11b). The 802.11g amendment addresses several compatibility operation modes:

= ERP-DSSS/CCK

= ERP-OFDM

«  ERP-PBCC (Optional)

= DSSS-OFDM (Optional)

The 802.11g amendment required support for ERP-DSSS/CCK and ERP-OFDM. This
allowed for both the 802.11b data rates of 1, 2, 5.5, and 11 Mbps and the new OFDM data
rates of 6, 9,12, 18, 24, 36, 48, and 54 Mbps. Manufacturers of wireless LAN equipment
implement this in various ways. In a graphical user interface, there may be a drop-down
menu that allows a user to select a specific operation mode such as mixed mode, b/g mode,
b-only mode, and so on. Another possibility is to select the individual data rates using radio
buttons. For manufacturers that provide a command-line interface (CLI) option, the appro-
priate commands would need to be executed in order to enable or disable the desired data
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rates. Figure 5.10 illustrates an example of how manufacturers allow a user to select the
ERP operation mode on an access point.

FIGURE 5.10 Selecting an operation mode on an IEEE 802.11b/g Cisco/Linksys access
point
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IEEE 802.11n High Throughput

The IEEE 802.11n amendment was ratified in September 2009. This new high throughput
(HT) physical layer (PHY) technology is based on the OFDM (PHY) in Clause 17 (802.11a)
PHY. 802.11n HT allows extensibility of up to four spatial streams, using a channel width
of 20 MHz. Also, transmission using one to four spatial streams is defined for operation

in 20/40 MHz channel width mode. This technology is capable of supporting data rates

up to 600 Mbps using four spatial streams with a 20/40 MHz channel. IEEE 802.11n HT
provides features that can support a throughput of 100 Mbps and greater. Other optional
features on both the transmit and receive sides include:

= HT-greenfield format
= Short guard interval (GI), 400 ns
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= Transmit beamforming (TxBF)
= Space-time block coding (STBC)

The 802.11n amendment allows for operation in both the 2.4 GHz ISM and 5 GHz
UNII bands with either 20 MHz or 40 MHz wide channels. Although 40 MHz wide chan-
nels are allowed in the 2.4 GHz ISM band, best practices recommend against it. Using a
40 MHz channel in this band would only equate to a single channel without any channel
overlap.

It is important to understand the difference between data rate and

dnz throughput. Data rates are what a station is capable of exchanging infor-
mation, whereas throughput is the rate at which the information is actually
moving. Data rate and throughput are compared in more detail in Chapter
8, “"WLAN Terminology and Technology.”

IEEE 802.11a, 802.11g and 802.11n
Orthogonal Frequency Division
Multiplexing

OFDM is used by the IEEE 802.11a (OFDM), IEEE 802.11g Extended Rate Physical
Orthogonal Frequency Division Multiplexing (ERP-OFDM), and IEEE 802.11n High
Throughput (HT-OFDM) amendments to the IEEE 802.11 standard. OFDM allows for
much higher data rate transfers than DSSS and HR/DSSS, up to 54 Mbps for 802.11a and
802.11g and potentially up to 600 Mbps for 802.11n.

Orthogonal frequency division multiplexing (OFDM) is a technology designed to trans-
mit many signals simultaneously over one transmission path in a shared medium and is
used in wireless and other transmission systems. Every signal travels within its own unique
frequency subcarrier (a separate signal carried on a main RF transmission). §02.11a and
802.11g OFDM distributes computer data over 52 subcarriers equally spaced apart, and
4 of the 52 subcarriers do not carry data and are used as pilot channels. 802.11n allows
for 56 subcarriers of which 52 are usable for data with a 20 MHz wide channel and 114
subcarriers, of which 108 are usable for data with a 40 MHz wide channel. Having many
subcarriers allows for high data rates in wireless LAN IEEE 802.11a and IEEE 802.11g
devices. 802.11n devices (HT-OFDM) may use a MIMO technology known as spatial
multiplexing (SM), which uses several radio chains to transmit different pieces of the same
information simultaneously, greatly increasing throughput. In addition to high data rates,
OFDM helps provide resiliency to interference from other wireless devices.
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IEEE 802.11a, 802.11g, and 802.11n OFDM Channels

OFDM functions in either the 2.4 GHz ISM or the 5 GHz UNII bands. The channel width
is smaller than DSSS or HR/DSSS. The width of an OFDM channel is only 20 MHz com-
pared to 22 MHz for DSSS. Figure 5.11 shows a representation of a 20 MHz-wide OFDM
channel.

FIGURE 5.11 OFDM transmit spectral mask for 20 MHz transmission
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Like DSSS, when OFDM is used in the 2.4 GHz ISM band there are only three non-
overlapping adjacent channels for use. This will limit the use of bonded channels (20/40
MHz wide channels) in ITEEE 802.11n (HT-OFDM) deployments that are located in
the same radio frequency physical area. In the 5 GHz Unlicensed National Information
Infrastructure (UNII) bands, the channel spacing is such that there is no overlap. The fre-
quency range used will determine how many nonoverlapping channels are available for use.
In the lower and upper UNII bands, 4 non-overlapping channels are available. The middle
UNII band has 15 nonoverlapping channels available. All UNII band channels are 20
MHz wide and separated by 20 MHz from the center frequencies of each channel. Certain
regulatory domains, including the United States Federal Communication Commission
(FCC) and the European Telecommunications Standards Institute (ETSI), require the use
of dynamic frequency selection (DFS) support for wireless devices such as access points
that operate in the middle 5 GHz (5.250 GHz-5.725 GHz) UNII band. DFS will allow an
access point to change the radio frequency channel it is operating on in order to avoid inter-
fering with certain type of radar systems. Table 5.2 shows the 23 available channels, center
frequency, and channel number in the 5§ GHz UNII band. Also displayed is a single 5 GHz
ISM channel that is available by some regulatory agencies for use with wireless networking.
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TABLE 5.2 5 GHz UNIlI Band Channels

Frequency center

Regulatory domain Frequency band (GHz) (GHz) Channel number
Americas/EMEA 5.150-5.250 5.180 36
(4 channels) 5.200 40
5.220 44
5.240 48
Americas/EMEA 5.250-5.350 5.260 52
(4 channels) 5.280 56
5.300 60
5.320 64
Americas/EMEA 5.470-5.725 5.500 100
(11 channels) 5.520 104
5.540 108
5.560 112
5.580 116
5.600 120
5.620 124
5.640 128
5.660 132
5.680 136
5.700 140
Americas/EMEA 5.725-5.825 5.745 149
(4 channels) 5.765 153
5.785 157
5.805 161
ISM 5.725-5.850 5.825 165
o Some regulatory agencies allow the use of a 5.8GHz ISM band (5.725-
OTE 5.850 GHz) for wireless networking. This frequency range is specified in

the IEEE 802.11-2012 Standard. This channel does not overlap the upper
UNII band channels. The use of this ISM frequency range is regulated sep-
arately with some similarities to the 2.4 GHz ISM band and allows for the
use of more devices such as cordless telephones.
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IEEE 802.11n Multiple Input/Multiple Output Technology

Multiple input/multiple output (MIMO) is a technology used by IEEE 802.11n

devices. MIMO technology potentially has data rates up to 600 Mbps. Currently, devices
using MIMO technology are capable of data rates of up to 300-450 Mbps. MIMO
provides users with a better overall experience for data, voice, and video communications
with throughput up to five times more than current 802.11 a/g, single input/single output
(SISO) networks.

SISO is the most basic wireless antenna technology used in a wireless LAN system. One
antenna is used at the transmitter to transmit data, and one antenna is used at the receiver
to receive the data. Some SISO systems support a technology known as diversity, which uses
two antennas with a single radio. Diversity technology will help to lessen the effects of mul-
tipath, which is caused by reflections. Diversity and multipath are discussed in more detail in
Chapter 7, “WLAN Antennas and Accessories.” Coverage is more predictable and consistent
with MIMO networks because devices using this technology are able to utilize reflected sig-
nals, which are a problem for wireless networks using other WLAN technologies.

MIMO also allows 802.11n networks better throughput than DSSS or OFDM-based
networks at the same distance. IEEE 802.11n MIMO-based networks offer backward com-
patibility with 802.11a/b/g networks and devices in both the 2.4 GHz ISM and the 5 GHz
UNII bands, allowing for deployments to continue using their existing hardware.

Some of the benefits of 802.11n MIMO networks include throughput, reliability, and
predictability:
= Five times more throughput

Enhanced file transfer and download speeds for large files
= Twice as reliable

Lower latency for mobile communications
= Twice as predictable

= More consistent coverage and throughput for mobile applications

Unlike IEEE 802.11b (HR/DSSS) and IEEE 802.11a/g (OFDM) access points, MIMO
access points use multiple radios with multiple antennas. The multiple radio chains and
some additional intelligence are what give 802.11n MIMO access points the capability to
process reflected signals. Since MIMO works with both the 2.4 GHz ISM and the 5 GHZ
UNII bands, a dual-band IEEE 802.11n MIMO access point will have up to six radio
chains—three for 2.4 GHz and three for 5 GHz—and six antennas (one for each radio) for
data rates of up to 450 Mbps. Figure 5.12 shows that MIMO uses multiple radio chains
and multiple antennas to transmit and receive data.

802.11n systems use MIMO technology; they have more receivers and are much more
sensitive than the average 802.11a or 802.11g radio. The following techniques are what
allow for better performance and much higher data rates (currently up to 450 Mbps with 3
x 3 x 3 MIMO and eventually up to 600 Mbps with 4 x 4 x 4 MIMO):

=  Maximal ratio combining (MRC)
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= Transmit beam forming (sometimes abbreviated TxBF)

= Spatial multiplexing (sometimes abbreviated SM)
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FIGURE 5.12 MIMO hardware uses separate radio chains for each band and one
antenna for each radio.

802.11a/b/g networks are known as single input/single output (SISO) systems, which
means that performance can degrade as a result of multipath, poor reception because of
obstacles, and RF interference sources. 802.11n MIMO networks can take advantage of
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multipath to help increase throughput at a given range, providing much higher throughput

at the same range.
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MIMO Channels

As mentioned earlier in this chapter, IEEE 802.11n MIMO networks can operate in both
the 2.4 GHz ISM and 5 GHz UNII bands and are capable of either 20 or 20/40 MHz-wide
channels. Even while operating in 20/40 MHz channel width mode, many frames are still
transmitted with a 20 MHz channel width. The 20 and 20/40 MHz channel widths are
defined by the TEEE for transmission of OFDM modulated data. As you would expect,
wider channels mean more data can be transmitted over the RF medium simultaneously.
Therefore, wider channels allow higher data throughput. Think of this like cars traveling
on a two-lane or a four-lane highway. A 20 MHz-wide channel can be looked at as the
two-lane highway and a 40 MHz wide channel the four-lane highway. More cars can pass
through four lanes in the same amount of time than can pass through two lanes. Figure
5.13 illustrates this point.

FIGURE 5.13 More lanes, more cars—wider channels, more data

A 40 MHz wide channel is like moving from 2 to 4 lanes.

Image provided www.cwnp.com

The 20 MHz or 20/40 MHz channels can be used in either the 2.4 GHz or 5§ GHz
frequency ranges. Because of the limited amount of frequency space in the 2.4 GHz
ISM band, there is only one 20/40 MHz-wide channel without any adjacent-channel
overlap. Figure 5.14 shows a 40 MHz wide channel as specified in the 802.11n
amendment.

Although most enterprise-grade access points support bonded (20/40 MHz

OTE wide) channels, there are still some wireless client devices, both new and
legacy, that do not support this technology. To achieve the higher data
rates that IEEE 802.11n offers, the client and the access point must both
support the newer technologies. If the wireless client device does not sup-
port the bonded channels, the access point will be able to adapt, allowing
for coexistence.
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FIGURE 5.14 OFDM transmit spectral mask for 40 MHz transmission
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Co-location of IEEE 802.11b HR/DSSS and IEEE
802.11a/g/n OFDM Systems

Now we will look at the co-location of different 802.11a/b/g/n devices. One thing to under-
stand is that some consider 802.11b systems to be legacy devices that are on the verge of
becoming obsolete. However, this may not be the case in all installations. Mostly because
of legacy hardware and depending on the type of WLAN installation (typically public guest
networks and the retail environment), support for 802.11b networks may still be required.
Additionally, the latest revision of the 802.11 standard (IEEE 802.11-2012) still addresses
this technology, and therefore it is important to understand the implications of co-location
of 802.11b devices.

All TEEE-based wireless LANs can be co-located—that is, they can function in the
same RF space. The technologies that the devices use determine how well they work
together. Both HR/DSSS (802.11b) and ERP-OFDM (802.11g/n) networks operate in the
2.4 GHz frequency range ISM band. 802.11g-compliant devices are backward-compatible
with 802.11b-compliant devices. However, this backward compatibility comes at a price:
reduced data throughput. Because of protection mechanisms, ERP-OFDM devices used in
802.11g will suffer in performance when an HR/DSSS device is in the same radio or hear-
ing range of the ERP-OFDM device.
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HR/DSSS and ERP-OFDM systems have many common features:
= Both operate in the 2.4 GHz ISM band.
= Both have three nonoverlapping channels.

= Both are subject to interference from other devices operating in the same frequency range.

HR/DSSS and ERP-OFDM (802.11b-compliant and 802.11g-compliant) devices are
backward-compatible. ERP-OFDM is rated at 6, 9, 12, 18, 24, 36, 48, and 54 Mbps.
Actual throughput in an environment relatively free of interference will be about 15 to 20
Mbps. If a DSSS or HR/DSSS device is introduced in the radio range of the ERP-OFDM
device, the throughput will decrease significantly because of protection mechanisms. How
much of an impact this makes depends on many factors in the environment. Typically, the
decrease in throughput is about 25 percent to 30 percent. It is important to understand
that this is not just limited to a single wireless access point or the basic service area. If an
802.11g access point can “hear” another 802.11g access point on the same radio frequency
channel that is in ERP protection mode, that access point will also enter a protection mode
state. This is known as what some call the “ripple effect.”

Just as co-location of 802.11b/g/n EPR-OFDM systems needs to be taken into consid-
eration, the same holds true with 802.11a/n OFDM systems. The real difference is the
frequency band that 802.11a/n systems operate in. As mentioned earlier in this chapter,
802.11 devices operate in the 5 GHz UNII band. The IEEE 802.11n High Throughput
(HT) amendment to the standard addresses different protection mechanisms. This is
because 802.11n devices can operate in both the 2.4 GHz ISM and 5§ GHZ UNII bands.
Therefore, an 802.11n access point will need to allow 802.11a devices to utilize the net-
work along with 802.11n devices, both types in the 5 GHz UNII band.

802.11a OFDM and 802.11n HT-OFDM systems have several common features:

= Both operate in the 5 GHz UNII band.
= Both have up to 23 nonoverlapping channels (depending on the regulatory agency).

= Both are subject to interference from other devices operating in the same frequency
range.

802.11n HT networks offer various protection mechanisms to ensure interoperability
and co-location.

OFDM and HT-OFDM (802.11n-compliant and 802.11a-compliant) devices are
backward-compatible. OFDM is rated at 6, 9, 12, 18, 24, 36, 48, and 54 Mbps. Actual
throughput in an environment relatively free of interference may be a little higher than an
802.11g environment, about 18 to 22 Mbps. Networks that operate in the 5 GHz UNII
band are not subject to co-location issues with DSSS or HR/DSSS, because they operate
in different frequency ranges. The 802.11n amendment introduced a new concept called
the modulation and coding scheme (MCS). This is a different way to represent the data
rates that are available with 802.11n technology. Previously, the IEEE 802.11 standard and
amendments specified data rates as individual values—1 Mbps, 2 Mbps, 5.5 Mbps, and
11 Mbps in IEEE 802.11b technology, for example. The IEEE 802.11n amendment to the
standard now refers to this as the modulation and coding scheme (MCS). This is because
depending on the technology enabled or used, a single MCS may support multiple data
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rates. For example an MCS Index 7 will support either 65.0 Mbps or 72.2 Mbps, depend-
ing on whether short guard interval is enabled.

As mentioned earlier in this chapter, 802.11n devices have a maximum data rate or MCS
of up to 600 Mbps. However, most technologies available at the time of this writing offer
maximum data rates of 300-450 Mbps. Just as devices that operate in the 2.4 GHz ISM
band must be able to coexist, devices that operate in the 5 GHz band must be able to coex-
ist as well. Co-location of 802.11a/n devices is possible through the use of additional pro-
tection mechanisms. ERP and HT protection mechanisms will be discussed in more detail
in Chapter 8. Figure 5.15 illustrates co-location of various 802.11 technologies.

FIGURE 5.15 Co-location of various IEEE 802.11 devices/technologies
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Adjacent-Channel and Co-channel Interference

Adjacent-channel and co-channel interference (two or more RF signals interacting with each
other and causing a degradation of performance) is a concern in the design, development,
and deployment of IEEE 802.11-based wireless networks. Another term used for this type of
interference is “co-channel cooperation.” This is because the wireless devices are contending
to use the medium rather than just being seen as radio frequency noise to each other. This
type of interference will have an impact on the amount of actual throughput between devices
over a wireless network. As mentioned earlier, the 2.4 GHz ISM band has only three non-
overlapping channels. Careful channel planning is required when designing or implementing
a wireless network. This type of planning will minimize issues such as poor throughput as a
result of adjacent and co-channel interference. Channel planning involves designing wireless
networks so that overlapping RF cells are on different (nonoverlapping) channels—for exam-
ple, channels 1, 6, and 11 in the 2.4 GHz ISM band. This will help optimize performance and
minimize degradation of throughput because of adjacent and co-channel interference.



160 Chapter 5 - Physical Layer Access Methods and Spread-Spectrum Technology

With the advancements in 802.11 technologies, channel planning is more “automated”
by the use of spectrum management technology and the IEEE 802.11 standard. However,
it is still important to understand the concept of channel planning. RF energy propagates in
several directions simultaneously. A well-designed wireless network will account for a three-
dimensional propagation. In other words, in a three-story building, the RF from an access
point on the second floor building may pass through to the first and third floors; therefore,
interference could be an issue if the network is not planned properly. Figure 5.16 illustrates
overlapping channel interference with two access points in the 2.4 GHz ISM band.

FIGURE 5.16 Two access points on overlapping channels as seen in MetaGeeks

Chanalyzer Pro. The “Data” access point is on channel 5 and the “Guest” access point is on
channel 8 in the 2.4 GHz ISM band.
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WLAN/WPAN Coexistence

Wireless personal networks (WPANs) typically consist of portable devices such as personal
digital assistants (PDAs), cell phones, headsets, computer keyboards, mice, and now tablet

devices. In Chapter 6, we will discuss how the performance of IEEE 802.11 wireless LANs
can be affected when co-located with WPAN devices. The IEEE 802.15 standard addresses
WPANSs and includes Bluetooth and Zigbee networks. Bluetooth is one of the most popular
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WPAN network technologies and operates in the 2.4 GHz ISM band using frequency hop-
ping spread spectrum (FHSS) technology.

Early Bluetooth devices can cause significant interference while operating in close prox-
imity to IEEE 802.11 wireless LANs. Bluetooth was designed to hop at a rate of 1,600
times per second across the entire 2.4 GHz band, potentially causing significant interfer-
ence with 802.11 wireless networks. Newer versions of Bluetooth use adaptive frequency
hopping (AFH) and thus are less likely to interfere with IEEE 802.11 wireless networks,
even though they still operate in the 2.4 GHz ISM band. Devices that use adaptive fre-
quency hopping will try to avoid using the same frequencies, decreasing the chance of
interference. Since these devices operate at low power, most WPANs communicate in small,
close-range, peer-to-peer networks.

@ Real World Scenario

Taking Adjacent-Channel and Co-channel Interference into Consideration
When Planning a New Wireless Network

As a wireless network engineer, you are tasked with deploying a new wireless net-
work in a multi-tenant building. The area to be covered is approximately 50,000
square feet.

Your first task, prior to the procurement and deployment of the wireless network, should
be to perform a spectrum analysis and site survey. This will help determine the best fre-
quency and channels to be used in the new deployment.

A survey reveals that tenants on the floors above and below where the new deployment
is to be installed are also using IEEE 802.11b/g/n networks, with many access points
on channels across the entire 2.4 GHz ISM band. A situation such as this may make the
deployment difficult. There is an increased possibility of adjacent-channel and
co-channel interference.

Upon further evaluation, it is determined that the lower band of the 5 GHz UNII band
is not being utilized to any large extent. Since this is a new deployment, you have the
opportunity to purchase equipment that will utilize the 5 GHz UNII band as well as the 2.4
GHz ISM band. Some of the questions that need to be evaluated include:

= Are any devices limited to 802.11b/g/n capability only?

= Does the network require backward compatibility to 802.11b/g/n?

= Does the network need to support guest access?

=  What impact would a network using only 5 GHz 802.11a/n have on the business?

= Is it possible to utilize both frequency bands in this deployment to maximize through-
put while limiting interference?

These are just some questions that need to be considered prior to making any final
decisions on the network to be installed and the equipment to be purchased.
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Summary

In this chapter, we looked at access methods used to get data from one device to another
when multiple users share the medium. These access methods consist of collision avoidance
and collision detection:

=  CSMA/CD—Carrier Sense Multiple Access/Collision Detection
= CSMA/CA—Carrier Sense Multiple Access/Collision Avoidance

WLANSs have no way of detecting collisions; therefore they must use collision avoidance
or CSMA/CA. Wireless LANs use half-duplex communication, which decreases the perfor-
mance of the communication data transfer.

This chapter also looked at the spread-spectrum and physical layer (PHY) technolo-
gies used with WLANSs and the differences among them. The IEEE standard and various
amendments use different spread-spectrum and PHY technologies and unlicensed radio
spectrum allowing for data rates up to 450 Mbps. These physical layer (PHY) technologies
include:

= FHSS—For data rates of 1 and 2 Mbps
= DSSS—For data rates of 1 and 2 Mbps
=  HR/DSSS—For data rates of 5.5 and 11 Mbps
= OFDM—For data rates up to 54 Mbps

=  HT-OFDM—Currently for data rates of up to 450 Mbps, eventually may be up to 600
Mbps

Even though FHSS is considered legacy technology for WLAN:, it is still important to
understand some of the basics of this technology since it is still in use today in many indus-
tries in various types of wireless technologies, including IEEE 802.15 personal area net-
working (PAN), Bluetooth, and cordless telephones.

We looked at the different channel sets used with 802.11 wireless networks and some of
the co-location considerations.

Some of the physical layer technologies discussed in this chapter are more susceptible to
interference than others. This can make installations in some industries challenging. We
also looked at co-location of HR/DSSS and ERP-OFDM systems and some of the chal-
lenges it can pose. Finally, this chapter discussed the coexistence of WPANs and WLANs
and the various devices and technology that can cause interference when working in the
same RF space.
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Exam Essentials

Know the frequencies and channels HR/DSSS and OFDM use. Understand that HR/
DSSS operates in the 2.4 GHz ISM band and can use 14 channels depending on the coun-
try/location used. Know that ERP-OFDM is used for the 2.4 GHz band, OFDM is used
for the 5 GHz band, and HT-OFDM in either band. Know the four UNII bands OFDM
uses for the 802.11a and 802.11n amendments. Understand that MIMO systems may use
HT-OFDM and can operate in either the 2.4 GHz ISM band or the 5 GHz UNII band.

Understand the difference between CSMA/CD and CSMA/CA. Know the differences
between access methods and that they can either detect or attempt to avoid collisions. Also
understand that IEEE 802.11 wireless networks use distributed coordination function
(DCF) mode as a contention method to send data.

Know the differences among various physical layer wireless technologies, such as FHSS,
DSSS, HR/DSSS, OFDM, ERP-OFDM, and MIMO. The uses of physical layer technolo-
gies vary depending on radio frequency, applications, and desired data rates. Understand
the standard or amendment each physical layer technology uses as well as advantages and
disadvantages of each, including co-location and interference.

Understand that co-location of WPAN and WLAN devices may cause interference and
affect performance. WPAN and WLAN devices might be co-located in the same RF
space. Know the potential impact of co-location on performance and other factors. Some
WPAN and WLAN devices use the same frequency and spread-spectrum technology.
Understand that this can cause interference.
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Review Questions

1. IEEE 802.11a/b/g/n devices use what type of communication?
A. Half diplex
B. Full diplex
C. Half duplex
D. Full duplex

2. HR/DSSS devices operate in which frequency range?
A. 2.400 GHz ISM
B. 5.250 GHz UNII
C. 5.350 GHz UNII
D. 5.750 GHz UNII
E. 5.725 GHzISM
3. How many access points can be co-located without channel reuse in the same radio fre-

quency area to maximize total system throughput while minimizing RF interference in an
IEEE 802.11g network?

A. Two
B. Three
C. Four
D. Six

4. Devices compliant with which amendment to the IEEE standard use multiple radio chains
and multiple antennas?

A. 802.11a
B. 802.11b
C. 802.11g
D. 802.11n

5. What technology is used to send WLAN data over a wireless medium using many subcar-
rier frequencies?

Wireless broadband

Narrowband

A

B

C. Spread-spectrum
D. Spectral masking
E

Wideband

6. Which two channels could be used so that the access points do not interfere with each other
in an 802.11b wireless network? (Choose three.)



10.

1.

12.

moowp»

Channel 1 and channel §
Channel 3 and channel 9
Channel 6 and channel 11
Channel 2 and channel 8
Channel 4 and channel 7

Which network access method attempts to avoid collisions?

A.
B.
C.
D.

CSMA/CA
CSMA/CD
CSMA/CR
CSMA/DSSS

DSSS uses which spreading code at 1 Mbps?

A.
B.
C.
D.

Barker
CCK
DBPSK
DQPSK

FM radio stations use what type of RF communication?
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which can potentially cause interference with

A. High power, narrow bandwidth

B. High power, wide bandwidth

C. Low power, narrow bandwidth

D. Low power, wide bandwidth

An HR/DSSS channel is how wide?

A. 1MHz

B. 20 MHz

C. 22MHz

D. 40 MHz

Bluetooth devices use

WLANS.

A. Bluetooth spread spectrum (BTSS)

B. Orthogonal frequency division multiplexing (OFDM)
C. Direct-sequence spread spectrum (DSSS)

D. Frequency hopping spread spectrum (FHSS)

OFDM that is used with 802.11a and 802.11g stations (STA) supports a maximum data
rate of Mbps.

A. 11

22
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C. 33
D. 54
13. Which wireless LAN technology can be used to obtain the highest data transfer rate
possible?
A. DSSS
B. Ethernet
C. HT-OFDM
D. OFDM

14. Which frequency ranges are used in an IEEE 802.11a-compliant wireless LAN? (Choose
two.)

A. 900 MHz ISM range
B. 2.40 GHz ISM range
C. 5.25 GHz UNII range
D. 5.35 GHz UNII range

15. Stations (STA) operating in which two IEEE 802.11 amendments are interoperable?
A. 802.11 and 802.11a
B. 802.11a and 802.11b
C. 802.11a and 802.11g
D. 802.11b and 802.11g

16. Without any regulatory domain taken into consideration, the 2.4 GHz frequency range
allows for how many channels using 802.11b?

A 3
B. 6
C. 11
D. 14

17. FHSS uses which communication method to exchange data?
A. 1 MHz—wide subcarriers
B. 20 MHz-wide subcarriers
C. 22 MHz-wide subcarriers
D. 40 MHz-wide subcarriers

18. What is the maximum data rate of HR/DSSS 802.11b devices?

A. 5.5 Mbps
B. 11 Mbps
C. 24 Mbps
D. 54 Mbps
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19. What IEEE 802.11 PHY technology specifies that frequencies change regularly while trans-
mitting and receiving data?

A. DSSS
B. OFDM
C. FHSS

D. ERP-OFDM
20. Which wireless LAN technology in wireless networking uses the effects of multipath to pro-
vide data rates of 600 Mbps?
A. OFDM
B. HR/DSSS
C. HT/DSSS
D. MIMO
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THE FOLLOWING CWTS EXAM OBJECTIVES
ARE COVERED IN THIS CHAPTER:

v 1.2 Define basic characteristics of and concepts relating to
Wi-Fi technology
Range, coverage, and capacity
Frequencies/channels used
Channel reuse and co-location

v 3.1 Define the basic concepts and units of RF measure-
ments, identify when they are used, and perform basic
unit conversion

Watt (W) and milliwatt (mW)
Decibel (dB)
dBm
dBi
RSSI
SNR
v 3.2 Identify and explain RF signal characteristics
Frequency
Wavelength
Amplitude
Phase

v 3.3 Identify factors which affect the range and rate of RF
transmissions

Line-of-sight requirements
Interference (Wi-Fi and non-Wi-Fi)
Environmental factors, including building materials

Free space path loss



Radio frequency (RF) plays an essential role in wireless LAN
e technology. Radio waves are passed through the air (which is
BTN the medium) and are used to get information from one wire-
less device to another. Technically speaking, with respect to wireless LANs, RF consists of
high-frequency alternating current (AC) signals passing over a copper cable connected to an
antenna. The antenna then transforms the signal into radio waves that propagate through
the air from a transmitter to a receiver.

Unlike wired devices, which use physical cable to communicate, wireless LANs use the
radio waves and the air to communicate. This chapter will discuss the characteristics of RF
and explain how far a radio signal will travel depending on various factors, the area cov-
ered by the radio frequency propagation, and some of the factors determining how many
clients or devices can use the RF signals for data communications. This chapter will also
explain the range and speed of RF transmissions. Range (how far radio waves will travel)
and speed can be affected by several environmental conditions or behaviors, such as reflec-
tion and refraction. Additionally, this chapter will examine some of the conditions that
affect the transmission of information across the air, including interference.

Understanding RF units of measure such as watts (W), milliwatts (mW), and decibels
(dB) is important to RF work, just as understanding denominations of money such as
U.S. dollars and British pounds is an important part of daily life. We will discuss RF sig-
nal measurements, including received signal strength indicator (RSSI) and signal-to-noise
ratio (SNR).

Understanding Radio Frequency

Radio frequency (RF) waves are used in a wide range of communications, including radio,
television, cordless phones, wireless LANs, and satellite communications. RF is around
everyone and everything, and comes in many forms. RF energy is emitted from the numer-
ous devices that use it for various types of communications. For the most part, it is invisible
to humans. There is so much of it around, that if you could actually see RF, it would prob-
ably scare you. Don’t let it scare you, however, because the amount of regulated RF power
transmitted from the devices used in daily lives is harmless. Figure 6.1 shows some of the
many ways RF is used. Studies have shown that the amount of power emitted from many of
these devices, such as cordless telephones or wireless network adapters, will not cause any
physical harm if the devices are manufactured not to exceed the maximum regulated power
allowed for the device.
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FIGURE 6.1 Radio frequency is used in many different devices to provide wireless
communications.
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Remember, RF consists of high-frequency alternating current (AC) signals passing over a
copper cable connected to an antenna. This antenna will then transform the received signal
into radio waves that propagate through the air. The most basic AC signal is a sine wave.
This wave is the result of an electrical current varying uniformly in voltage over a period
of time. This sine wave cycle will repeat a specific number of times (cycles) over a period of
one second. The number of cycles per second will result in different frequencies. Frequency
is discussed later in this section. Figure 6.2 shows a basic sine wave.

Successful radio transmissions consist of a minimum of two components, a transmitter
and receiver (see Figure 6.3). With IEEE 802.11 wireless networking, a wireless station can
transmit and receive and is known as a transceiver. These two components work together:
For every radio transmitter there must be one or more radio receivers. It is important to
understand the basic characteristics of radio frequency transmissions. These characteristics
work together to form alternating 