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Exam 70-640: TS: Windows Server 2008 Active
Directory, Configuring (2nd Edition)

OBJECTIVE

CONFIGURING DOMAIN NAME SYSTEM (DNS) FOR ACTIVE DIRECTORY

LOCATION IN BOOK

Configure zones.

Configure DNS server settings.

Configure zone transfers and replication.

CONFIGURING THE ACTIVE DIRECTORY INFRASTRUCTURE

Chapter 9, Lesson 1
Chapter 9, Lesson 2
Chapter 9, Lesson 2

Configure a forest or a domain.

Configure trusts.
Configure sites.
Configure Active Directory replications.

Configure the global catalog.
Configure operations masters.
CONFIGURING ADDITIONAL ACTIVE DIRECTORY SERVER ROLES

Chapter 1, Lessons 1, 2
Chapter 10, Lessons 1, 2
Chapter 12, Lessons 1, 2
Chapter 12, Lesson 2
Chapter 11, Lessons 1, 2
Chapter 8, Lesson 3
Chapter 10, Lesson 3
Chapter 11, Lesson 3
Chapter 11, Lesson 2
Chapter 10, Lesson 2

Configure Active Directory Lightweight Directory Service (AD LDS).
Configure Active Directory Rights management Service (AD RMS).
Configure the read-only domain controller (RODC).

Configure Active Directory Federation Services (AD FS).
CREATING AND MAINTAINING ACTIVE DIRECTORY OBJECTS

Chapter 14, Lessons 1, 2
Chapter 16, Lessons 1, 2
Chapter 8, Lesson 3

Chapter 17, Lessons 1, 2

Automate creation of Active Directory accounts.

Maintain Active Directory accounts.

Create and apply Group Policy objects (GPOs).
Configure GPO templates.

Configure software deployment GPOs.
Configure account policies.
Configure audit policy by using GPOs.

MAINTAINING THE ACTIVE DIRECTORY ENVIRONMENT

Chapter 3, Lessons 1, 2
Chapter 4, Lessons 1, 2
Chapter 5, Lessons 1, 2
Chapter 2, Lessons 1, 2, 3
Chapter 3, Lessons 1, 2, 3
Chapter 4, Lessons 1, 2, 3
Chapter 5, Lessons 1, 2, 3
Chapter 8, Lesson 4
Chapter 6, Lessons 1, 2, 3
Chapter 6, Lessons 1, 2, 3
Chapter 7, Lessons 1, 2, 3
Chapter 7, Lesson 3
Chapter 8, Lesson 1

Chapter 7, Lesson 4
Chapter 8, Lesson 2

Configure backup and recovery.
Perform offline maintenance.
Monitor Active Directory.

CONFIGURING ACTIVE DIRECTORY CERTIFICATE SERVICES

Chapter 13, Lesson 2
Chapter 13, Lesson 1

Chapter 6, Lesson 3
Chapter 11, Lesson 3
Chapter 13, Lesson 1

Install Active Directory Certificate Services.
Configure CA server settings.

Manage certificate templates.

Manage enrollments.

Manage certificate revocations

Chapter 15, Lesson 1
Chapter 15, Lesson 2
Chapter 15, Lesson 2
Chapter 15, Lesson 2
Chapter 15, Lesson 2

Exam Objectives The exam objectives listed here are current as of this book’s publication date. Exam objectives
are subject to change at any time without prior notice and at Microsoft's sole discretion. Please visit the Microsoft
Learning Web site for the most current listing of exam objectives: http.//www.microsoft.com/learning/en/us/
Exam.aspx?ID=70-640.
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Introduction

his training kit is designed for IT professionals who support or plan to support Microsoft
Active Directory (AD) on Windows Server 2008 R2 and who also plan to take the Microsoft
Certified Technology Specialist (MCTS) 70-640 examination. It is assumed that you have
a solid foundation-level understanding of Microsoft Windows client and server operating
systems and common Internet technologies. The MCTS exam, and this book, assume that you
have at least one year of experience administering AD technologies.

The material covered in this training kit and on exam 70-640 builds on your understanding
and experience to help you implement AD technologies in distributed environments, which
can include complex network services and multiple locations and domain controllers.

The topics in this training kit cover what you need to know for the exam, as described on
the Skills Measured tab for the exam, which is available at http://www.microsoft.com/learning/
en/us/exam.aspx?ID=70-640&locale=en-us#tab2.

By using this training kit, you will learn how to do the following:

m Deploy Active Directory Domain Services, Active Directory Lightweight Directory
Services, Active Directory Certificate Services, Active Directory Federation Services,
and Active Directory Rights Management Services in a forest or domain.

m Upgrade existing domain controllers, domains, and forests to Windows Server 2008 R2.
m Efficiently administer and automate the administration of users, groups, and computers.

m  Manage the configuration and security of a domain by using Group Policy, fine-grained
password policies, directory services auditing, and the Security Configuration Wizard.

m Implement effective name resolution with the domain name system (DNS) on Win-
dows Server 2008 R2.

m Plan, configure, and support the replication of Active Directory data within and be-
tween sites.

m Add, remove, maintain, and back up domain controllers.
m Enable authentication between domains and forests.
m Implement new capabilities and functionality offered by Windows Server 2008 R2.

Refer to the objective mapping page in the front of this book to see where in the book
each exam objective is covered.

System Requirements

Practice exercises are a valuable component of this training kit. They allow you to experience
important skills directly, reinforce material discussed in lessons, and even introduce new
concepts.
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Each lesson and practice describes the requirements for exercises. Although many
lessons require only one computer, configured as a domain controller for a sample domain
named contoso.com, some lessons require additional computers acting as a second domain
controller in the domain, as a domain controller in another domain in the same forest,
as a domain controller in another forest, or as a server performing other roles.

The chapters that cover AD DS (Chapters 1-13) require, at most, three machines running
simultaneously. Chapters covering other Active Directory roles require up to four machines
running simultaneously to provide a comprehensive experience with the technology.

Chapter 1, “Creating an Active Directory Domain,” includes setup instructions for the first
domain controller in the contoso.com domain, which is used throughout this training kit.
Lessons that require additional computers provide guidance regarding the configuration of
those computers.

Hardware Requirements

You can perform exercises on physical computers. Each computer must meet the minimum
hardware requirements for Windows Server 2008 R2, published at http.//www.microsoft
.com/windowsserver2008/en/us/system-requirements.aspx. Windows Server 2008 R2 can run
comfortably with 512 megabytes (MB) of memory in small test environments such as the sample
contoso.com domain. However, when you begin to work with other AD technologies, such

as AD Rights Management Services, AD Certificate Services, or AD Federation Services, your
computers should be configured with at least 1024 MB of RAM. Although Windows Server 2008
R2 Standard edition is sufficient for most chapters, later chapters require the Enterprise edition,
and we recommend installing that edition when setting up servers for Chapters 14 through 17.

To minimize the time and expense of configuring the several computers required for this
training kit, it's recommended that you create virtual machines by using Hyper-V—a feature
of Windows Server 2008 and Windows Server 2008 R2—or other virtualization software, such
as VMware Workstation or Oracle VirtualBox. Note that although the book calls for a number
of machines, you never use more than four machines together at the same time. Refer to
the documentation of your selected virtualization platform for hardware and software
requirements, for instructions regarding host setup and configuration, and for procedures to
create virtual machines for Windows Server 2008 R2.

If you choose to use virtualization software, you can run more than one virtual machine on
a host computer. Each virtual machine must be assigned at least 512 MB or 1024 MB of RAM
as required and must meet the minimum processor and disk space requirements for Windows
Server 2008 R2. The host computer must have sufficient RAM for each virtual machine that
you will run simultaneously on the host. If you plan to run all virtual machines on a single
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host, the host must have at least 4.0 GB of RAM. For example, one of the most complex
configurations you will need is two domain controllers, each using 512 MB of RAM, and two
member servers, each using 1024 MB of RAM. On a host computer with 4 GB of RAM, this
would leave 1 GB for the host. Note that each time you run a machine with the Enterprise
edition of Windows Server 2008 R2, you should assign 1024 MB of RAM to it.

If you encounter performance bottlenecks while running multiple virtual machines on
a single physical host, consider running virtual machines on more than one physical host.

Ensure that all machines—uvirtual or physical—that you use for exercises can network with
each other. It is highly recommended that the environment be totally disconnected from
your production environment. Refer to the documentation of your virtualization platform for
network configuration procedures.

We recommend that you preserve each of the virtual machines you create until you have
completed the training kit. After each chapter, create a backup of the virtual machines used in
that chapter so that you can reuse them, as required in later exercises.

Finally, you must have a physical computer with a CD-ROM drive with which to read
the companion media.

Software Requirements

Windows Server 2008 R2 with SP1 is required to perform the practice exercises in this
training kit.

You can download evaluation versions of the product from the TechNet Evaluation Center
at http://technet.microsoft.com/evalcenter. If you use evaluation versions of the software,
pay attention to the expiration date of the product. The evaluation version of Windows
Server 2008 R2 with SP1, for example, can be used for up to 60 days before it expires, but it
can be rearmed up to three times, giving you up to 180 days to use the evaluation.

If you have a TechNet or an MSDN subscription, you can download the products from the
subscriber downloads center. These versions do not expire. If you are not a TechNet or MSDN
subscriber, it is recommended that you subscribe so that you can access benefits such as
product downloads.

If you will install Windows Server 2008 R2 on a physical computer, you need software that
allows you to burn the .iso file that you download to a DVD, and you need hardware that
supports DVD recording.

To use the companion media, you need a web browser such as Internet Explorer 8, and
an application that can display PDF files, such as Adobe Acrobat, which can be downloaded
from http://www.adobe.com.
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Using the Companion CD
A companion CD is included with this training kit. The companion CD contains the following:

m Practice Tests You can reinforce your understanding of the topics covered in this
training kit by using electronic practice tests that you customize to meet your needs.
You can run a practice test that is generated from the pool of Lesson Review questions
in this book. Alternatively, you can practice for the 70-640 certification exam by using
tests created from a pool of over 200 realistic exam questions, which give you many
practice exams to ensure that you are prepared.

m Links to References The CD includes links to references given in this book. Use these
links to go directly to references that supplement the text.

®m AneBook An electronic version (eBook) of this book is included for when you do not
want to carry the printed book with you.

How to Install the Practice Tests

To install the practice test software from the companion CD to your hard disk, perform the
following steps:

1. |Insert the companion CD into your CD drive and accept the license agreement.
A CD menu appears.

NOTE |IF THE CD MENU DOES NOT APPEAR

If the CD menu or the license agreement does not appear, AutoRun might be disabled on
your computer. Refer to the Readme.txt file on the CD for alternate installation instructions.

2. Click Practice Tests and follow the instructions on the screen.

How to Use the Practice Tests
To start the practice test software, follow these steps:
1. Click Start, click All Programs, and then click Microsoft Press Training Kit Exam Prep.

A window appears that shows all the Microsoft Press training kit exam prep suites
installed on your computer.

2. Double-click the lesson review or practice test you want to use.

XXX
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NOTE LESSON REVIEWS VS. PRACTICE TESTS

Select the (70-640) TS: Windows Server 2008 Active Directory, Configuring lesson
review to use the questions from the “Lesson Review" sections of this book. Select the
(70-640) TS: Windows Server 2008 Active Directory, Configuring practice test to use

a pool of 200 questions similar to those that appear on the 70-640 certification exam.

Lesson Review Options

When you start a lesson review, the Custom Mode dialog box appears so that you can

configure your test. You can click OK to accept the defaults, or you can customize the number

of questions you want, how the practice test software works, which exam objectives you want
the questions to relate to, and whether you want your lesson review to be timed. If you are
retaking a test, you can select whether you want to see all the questions again or only the
questions you missed or did not answer.

After you click OK, your lesson review starts.

m To take the test, answer the questions and use the Next and Previous buttons to move
from question to question.

= After you answer an individual question, if you want to see which answers are correct—
along with an explanation of each correct answer—click Explanation.

m [f you prefer to wait until the end of the test to see how you did, answer all the ques-
tions and then click Score Test. You will see a summary of the exam objectives you

chose and the percentage of questions you got right overall and per objective. You can

print a copy of your test, review your answers, or retake the test.

Practice Test Options

When you start a practice test, you choose whether to take the test in Certification Mode,
Study Mode, or Custom Mode:

m Certification Mode Closely resembles the experience of taking a certification exam.
The test has a set number of questions. It is timed, and you cannot pause and restart
the timer.

m Study Mode Creates an untimed test during which you can review the correct an-
swers and the explanations after you answer each question.

m Custom Mode Gives you full control over the test options so that you can customize
them as you like.
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In all modes, the user interface when you are taking the test is basically the same but
with different options enabled or disabled depending on the mode. The main options are
discussed in the previous section, “Lesson Review Options.”

When you review your answer to an individual practice test question, a “References”
section is provided that lists where in the training kit you can find the information that relates
to that question and provides links to other sources of information. After you click Test Results
to score your entire practice test, you can click the Learning Plan tab to see a list of references
for every objective.

How to Uninstall the Practice Tests

To uninstall the practice test software for a training kit, use the Programs And Features option
in Windows Control Panel.

NOTE COMPANION CONTENT FOR DIGITAL BOOK READERS

If you bought a digital edition of this book, you can enjoy select content from the print
edition’s companion CD. Visit http://go.microsoft.com/FWLink/?LinkiD=218370 to get your
downloadable content.

Acknowledgments

The authors’ names appear on the cover of a book, but we are only part of a much larger
team. Jeff Koch gave us the opportunity to update the first edition of this training kit and
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adding value to this training kit. Kurt Meyer, our technical reviewer, was extremely helpful
and thorough. We are very grateful to the entire team and to everyone's efforts at making
this training kit an indispensible resource to the community. We look forward to working with
each of you again in the future!
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The following sections provide information on errata, book support, feedback, and contact
information.

www.it-ebooks.info


http://www.it-ebooks.info/

Errata

We've made every effort to ensure the accuracy of this book and its companion content.

Any errors that have been reported since this book was published are listed on our Microsoft

Press site at oreilly.com:

http://go.microsoft.com/FWLink/?LinkiD=219768

If you find an error that is not already listed, you can report it to us through the same page.

If you need additional support, please email Microsoft Press Book Support at
mspinput@microsoft.com.

Please note that product support for Microsoft software is not offered through the
addresses above.

We Want to Hear from You

At Microsoft Press, your satisfaction is our top priority, and your feedback is our most
valuable asset. Please tell us what you think of this book at:

http://www.microsoft.com/learning/booksurvey

The survey is short, and we read every one of your comments and ideas. Thanks in
advance for your input!

Stay in Touch

Let us keep the conversation going! We are on Twitter: http://twitter.com/MicrosoftPress.
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Preparing for the Exam

M icrosoft certification exams are a great way to build your resume and let the world know
about your level of expertise. Certification exams validate your on-the-job experience
and product knowledge. While there is no substitution for on-the-job experience, preparation
through study and hands-on practice can help you prepare for the exam. We recommend
that you round out your exam preparation plan by using a combination of available study
materials and courses. For example, you might use the Training Kit and another study guide
for your "at home" preparation, and take a Microsoft Official Curriculum course for the
classroom experience. Choose the combination that you think works best for you.

Microsoft

CERTIFIED

Technology
Specialist
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Creating an Active Directory
Domain

ctive Directory Domain Services (AD DS) and its related services form the foundation
for enterprise networks running Microsoft Windows. Together, they act as tools that
store information about the identities of users, computers,
and services; authenticate individual users or computers; and IMPORTANT
provide a mechanism with which a user or computer can access Have you read
resources in the enterprise. In this chapter, you will begin your page Xxxiv?
exploration of Windows Server 2008 R2 Active Directory by It contains valuable
installing the Active Directory Domain Services role and creating information regarding
a domain controller in a new Active Directory forest. You will the skills you need to
find that Windows Server 2008 R2 continues the evolution of pass the exam.
Active Directory by enhancing many of the existing concepts and
features with which you are already familiar.

This chapter focuses on the creation of a new Active Directory forest with a single
domain in a single domain controller. The practice exercises in this chapter guide you
through the creation of a domain named contoso.com that you will use for all other
practices in this training kit. In later chapters, you will gain experience with other
scenarios and the implementation of the other key Active Directory components
integrated with AD DS.

Exam objectives in this chapter:
= Configure a forest or a domain.

Lessons in this chapter:
= Lesson 1: Installing Active Directory Domain Services 3

®  Lesson 2: Active Directory Domain Services on Server Core 23
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Before You Begin

To complete the lessons in this chapter, you must have done the following:

m Obtained two computers on which you will install Windows Server 2008 R2. The
computers can be physical systems that meet the minimum hardware requirements
for Windows Server 2008, found at http.//www.microsoft.com/windowsserver2008/en/
us/system-requirements.aspx or http.//technet.microsoft.com/en-us/library/
dd379511(WS.10).aspx. You will need at least 512 MB of RAM, 32 GB of free hard disk
space, and an x64 processor with a minimum clock speed of 1.4 GHz. Alternately, you
can use virtual machines that meet the same requirements.

m Obtained an evaluation version of Windows Server 2008 R2. A 180-day trial
evaluation version of Windows Server 2008 R2 with SP1 is available for download at
http://www.microsoft.com/windowsserver2008/en/us/trial-software.aspx.

REAL WORLD

Jason Kellington

Windows Server 2008 R2 supports only x64 or Itanium 2 processors; it no
longer supports the x86 processor architecture. If this system requirement
is not met, Windows Server 2008 R2 will not install. This is most important when
upgrading pre-existing servers to Windows Server 2008 R2. Pre-existing servers
based on the x86 processor architecture must be replaced with hardware based on
either the x64 or Itanium 2 processor architecture.

In the most common AD DS installation scenario, the server functions as a domain
controller, which maintains a copy of the AD DS database and replicates that
database with other domain controllers. Domain controllers are the most critical
component in an Active Directory infrastructure and should function with as few
additional unrelated components installed as possible. This dedicated configuration
provides for more stable and reliable domain controllers, because it limits the
possibility of other applications or services interfering with the AD DS components

running on the domain controller.

In versions of Windows Server prior to Window Server 2008, server administrators
were required to select and configure individual components on a server to ensure
that nonessential Windows components were disabled or uninstalled. In Windows
Server 2008, key Windows components are broken down into functionally related
groups called roles. Role-based administration allows an administrator to simply
select the role or roles that the server should fulfill. Windows Server 2008 then
installs the appropriate Windows components required to provide that role’s
functionality. You will become more familiar with role-based administration as you
proceed through the practice exercises in this book.

Creating an Active Directory Domain
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Lesson 1: Installing Active Directory Domain Services

Active Directory Domain Services (AD DS) provides the functionality of an identity and access
(IDA) solution for enterprise networks. In this lesson, you learn about AD DS and other Active
Directory roles supported by Windows Server 2008. You also explore Server Manager, the
tool with which you can configure server roles, and the improved Active Directory Domain
Services Installation Wizard. This lesson also reviews key concepts of IDA and Active Directory.

After this lesson, you will be able to:
= Explain the role of identity and access in an enterprise network.
= Understand the relationship between Active Directory services.

= Install the Active Directory Domain Services (AD DS) role and configure
a Windows Server 2008 R2 domain controller using the Windows interface.

Estimated lesson time: 60 minutes

Active Directory, Identity and Access

Identity and access (IDA) infrastructure refers to the tools and core technologies used
to integrate people, processes, and technology in an organization. An effective IDA
infrastructure ensures that the right people have access to the right resources at the
right time.

As previously mentioned, Active Directory provides the IDA solution for enterprise
networks running Windows. AD DS is the core component of an Active Directory IDA
infrastructure. AD DS collects and stores enterprise-wide IDA information in a database
called the Active Directory data store. The data store contains all pertinent information
on all objects that exist within the Active Directory infrastructure. In addition, AD DS acts
as a communication and information hub for additional Active Directory services which,
together, form a complete IDA infrastructure.

Active Directory stores information about users, groups, computers, and other identities.
An identity is, in the broadest sense, a representation of an object that will perform actions
on the enterprise network. For example, a user will open documents from a shared folder on
a server. The document will be secured with permissions on an access control list (ACL). Access
to the document is managed by the security subsystem of the server, which compares the
identity of the user to the identities on the ACL to determine whether the user’s request for
access will be granted or denied.

Computers, groups, services, and other objects also perform actions on the network, and
they must be represented by identities. Among the information stored about an identity are
properties that uniquely identify the object, such as a user name or a security identifier (SID),
and the password for the identity. The identity store is, therefore, one component of an IDA
infrastructure. The Active Directory data store, also known as the directory, is an identity

Lesson 1: Installing Active Directory Domain Services
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store. The directory itself is hosted within a database that is stored on and managed by
a domain controller—a server performing the AD DS role. If multiple domain controllers exist
within an Active Directory infrastructure, they work together to maintain a copy of the data
store on each domain controller. The information within this store allows Active Directory to
perform the three main functions of an IDA infrastructure: authentication, access control, and
auditing.
m  Authentication A user, computer, or other object must first verify its identity to the
Active Directory infrastructure before being granted the ability to function as part
of the Active Directory domain. This process of verification is typically through an
exchange of protected or secret information such as a password or a digital certificate.
After the authentication information has been submitted to the Active Directory
and verified as valid, the user may proceed as a member of the domain and perform
actions such as requesting access to shared files, submitting a print job to a printer,
accessing and reading email, or any number of other actions within the domain.

Kerberos Authentication in an Active Directory Domain

n an Active Directory domain, the Kerberos protocol is used to authenticate

identities. When a user or computer logs on to the domain, Kerberos authenticates
its credentials and issues a package of information called a ticket granting ticket
(TGT). Before the user performs a task such as connecting to a server to request
a document, a Kerberos request is sent to a domain controller along with the TGT
that identifies the authenticated user. The domain controller issues the user another
package of information called a service ticket that identifies the authenticated user
to the server. The user presents the service ticket to the server, which accepts the
service ticket as proof that the user has been authenticated.

These Kerberos transactions result in a single network logon. After the user

or computer has initially logged on and has been granted a TGT, the user is
authenticated within the entire domain and can be granted service tickets that
identify the user to any service. All of this ticket activity is managed by the Kerberos
clients and services built into Windows and remains transparent to the user.

m Access control The IDA infrastructure is responsible for protecting information
and resources by ensuring that access to resources is granted to only the identities
that should have access. Access to important resources and confidential information
must be managed according to the enterprise policies. Every single object (such
as computers, folders, files, and printers) within Active Directory has an associated
discretionary access control list (DACL). This list contains information regarding the
identities that have been granted access to the object and the level of access granted.

Creating an Active Directory Domain
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When a user whose identity has already been authenticated on the domain tries to
access a resource, the resource’'s DACL is checked to determine whether the user’s
identity is on the list. If the identity exists on the list, the user is allowed to access the
resource as specified by the access permissions on the DACL listed for that user.

Auditing Monitoring activities that occur within the IDA infrastructure is referred

to as auditing. Auditing allows organizations to monitor events occurring within the
IDA infrastructure, including the access of files and folders, where and when users

are logging on, changes made to the IDA infrastructure, and general functionality of
Active Directory itself. Auditing behavior is controlled by system access control lists
(SACLs). Like the previously mentioned DACL, every object within the IDA infrastructure
has an SACL attached to it. The SACL contains a list of identities whose activity on that
resource will be audited, as well as the level of auditing that will occur for each identity.

AD DS is not the only component of IDA supported by Windows Server 2008. With

the release of Windows Server 2008, Microsoft consolidated several previously separate
components into an integrated IDA platform. Active Directory itself now includes five
technologies, each of which is identified with a keyword that indicates the purpose of the
technology, as shown in Figure 1-1.

AD LDS

Applications

Chapter 14

Identity

Chapters 1 to 13

Integrity

Chapter 16

Legend
Active Directory technology integration

Possible relationships _———

FIGURE 1-1 Integration of the five Active Directory technologies

Lesson 1: Installing Active Directory Domain Services
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These five technologies comprise a complete IDA solution:

m  Active Directory Domain Services (Identity) AD DS, as described earlier, is designed
to provide a central repository for identity management within an organization. AD
DS provides authentication, authorization, and auditing services on a network and
supports object management through Group Policy. AD DS also provides information
management and sharing services, enabling users to find any component—file servers,
printers, groups, and other users—by searching the directory. Because of this, AD DS is
often referred to as a network operating system directory service. AD DS is the primary
Active Directory technology and should be deployed in every network that runs
Windows Server 2008 operating systems. AD DS is covered in Chapters 1 through 13.

MORE INFO AD DS DESIGN

For more details on planning the implementation of AD DS and information regarding
AD DS design, see the AD DS Design Guide at http://technet.microsoft.com/en-us/
library/cc754678(WS.10).aspx.

m Active Directory Lightweight Directory Services (Applications) Essentially a
stand-alone version of Active Directory, the Active Directory Lightweight Directory
Services (AD LDS) role, formerly known as Active Directory Application Mode (ADAM),
provides support for directory-enabled applications. AD LDS is really a subset of AD
DS because both are based on the same core code. The AD LDS directory stores and
replicates only application-related information. It is commonly used by applications
that require a directory store but do not require the information to be replicated
as widely as to all domain controllers. AD LDS also enables you to deploy a custom
schema to support an application without modifying the schema of AD DS. The AD
LDS role is truly lightweight and supports multiple data stores on a single system, so
each application can be deployed with its own directory, schema, assigned Lightweight
Directory Access Protocol (LDAP) and SSL ports, and application event log. AD LDS
does not rely on AD DS, so it can be used in a stand-alone or workgroup environment.
However, in domain environments, AD LDS can use AD DS for the authentication
of Windows security principals (users, groups, and computers). AD LDS can also be
used to provide authentication services in exposed networks such as extranets. Using
AD LDS in this situation provides less risk than using AD DS. AD LDS is covered in
Chapter 14, "Active Directory Lightweight Directory Services.”

m  Active Directory Certificate Services (Trust) Organizations can use Active Directory
Certificate Services (AD CS) to set up a certificate authority (CA) for issuing digital
certificates as part of a public key infrastructure (PKI) that binds the identity of a
person, device, or service to a corresponding private key. Certificates can be used to
authenticate users and computers, provide web-based authentication, support smart
card authentication, and support applications, including secure wireless networks,
virtual private networks (VPNs), Internet Protocol security (IPSec), Encrypting File

Creating an Active Directory Domain
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System (EFS), digital signatures, and more. AD CS provides an efficient and secure

way to issue and manage certificates. You can use AD CS to provide these services to
external communities. If you do so, AD CS should be linked with an external, renowned
CA that will prove to others you are who you say you are. AD CS is designed to create
trust in an untrustworthy world; as such, it must rely on proven processes to certify
that each person or computer that obtains a certificate has been thoroughly verified
and approved. In internal networks, AD CS can integrate with AD DS to provision users
and computers automatically with certificates. AD CS is covered in Chapter 15, "Active
Directory Certificate Services and Public Key Infrastructures.”

Active Directory Rights Management Services (Integrity) Although a server running
Windows can prevent or allow access to a document based on the document’s DACL,
there have been few ways to control what happens to the document and its content
after a user has opened it. Active Directory Rights Management Services (AD RMS) is

an information-protection technology that enables you to implement persistent usage
policy templates that define allowed and disallowed use whether online or offline, inside
or outside the firewall. For example, you could configure a template that allows users

to read a document but not print or copy its contents. By doing so, you can ensure the
integrity of the data you generate, protect intellectual property, and control who can do
what with the documents your organization produces. AD RMS requires an Active Direc-
tory domain with domain controllers running Windows 2000 Server with Service Pack 3
(SP3) or later; IIS, a database server such as Microsoft SQL Server 2008; the AD RMS client
(which can be downloaded from the Microsoft Download Center and is included by
default in Windows Vista, Windows 7, and Windows Server 2008); and an RMS-enabled
browser or application such as Microsoft Internet Explorer, Microsoft Office, Microsoft
Word, Microsoft Outlook, or Microsoft PowerPoint. AD RMS can rely on AD CS to embed
certificates within documents as well as in AD DS to manage access rights. AD RMS is
covered in Chapter 16, “Active Directory Rights Management Services.”

Active Directory Federation Services (Partnership) Active Directory Federation
Services (AD FS) enables an organization to extend IDA across multiple platforms,
including both Windows and non-Windows environments, and to project identity
and access rights across security boundaries to trusted partners. In a federated
environment, each organization maintains and manages its own identities, but each
organization can also securely project and accept identities from other organizations.
Users are authenticated in one network but can access resources in another—a
process known as single sign-on (SSO). AD FS supports partnerships because it allows
different organizations to share access to extranet applications while relying on their
own internal AD DS structures to provide the actual authentication process. To do so,
AD FS extends your internal AD DS structure to the external world through common
Transmission Control Protocol/Internet Protocol (TCP/IP) ports such as 80 (HTTP) and
443 (Secure HTTP, or HTTPS). It normally resides in the perimeter network. AD FS can
rely on AD CS to create trusted servers and on AD RMS to provide external protection
for intellectual property. AD FS is covered in Chapter 17, "Active Directory Federation
Services.”

Lesson 1: Installing Active Directory Domain Services
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Together, the Active Directory roles provide an integrated IDA solution. AD DS or AD LDS
provides foundational directory services in both domain and stand-alone implementations.
AD CS provides trusted credentials in the form of PKI digital certificates. AD RMS protects
the integrity of information contained in documents. And AD FS supports partnerships by
eliminating the need for federated environments to create multiple, separate identities for
a single security principal.

Beyond Identity and Access

Active Directory delivers more than just an IDA solution, however. It also provides
the mechanisms to support, manage, and configure resources in distributed network
environments.

A set of rules, the schema, defines the classes of objects and attributes that can be
contained in the directory. The fact that Active Directory has user objects that include a user
name and password, for example, is because the schema defines the user object class, the two
attributes, and the association between the object class and attributes.

Policy-based administration eases the management burden of even the largest, most
complex networks by providing a single point at which to configure settings that are then
deployed to multiple systems. You will learn about such policies, including Group Policy,
audit policies, and fine-grained password policies in Chapter 6, “Implementing a Group Policy
Infrastructure”; Chapter 7, "Managing Enterprise Security and Configuration with Group Policy
Settings”; and Chapter 8, "Improving the Security of Authentication in an AD DS Domain.”

Replication services distribute directory data across a network. This includes both the
data store itself as well as data required to implement policies and configuration, including
logon scripts. In Chapter 8; Chapter 11, “Managing Sites and Active Directory Replication”;
and Chapter 10, "Administering Domain Controllers,” you will learn about Active Directory
replication. There is even a separate partition of the data store named configuration that
maintains information about network configuration, topology, and services.

Several components and technologies enable you to query Active Directory and locate
objects in the data store. A partition of the data store called the global catalog (also known as
the partial attribute set) contains information about every object in the directory. It is a type
of index that can be used to locate objects in the directory. Programmatic interfaces such as
Active Directory Services Interface (ADSI) and protocols such as LDAP can be used to read
and manipulate the data store.

The Active Directory data store can also be used to support applications and services
not directly related to AD DS. Within the database, application partitions can store data to
support applications that require replicated data. The domain name system (DNS) service on
a server running Windows Server 2008 can store its information in a database called an Active
Directory integrated zone, which is maintained as an application partition in AD DS and
replicated using Active Directory replication services.

Creating an Active Directory Domain

www.it-ebooks.info


http://www.it-ebooks.info/

Components of an Active Directory Infrastructure

The first 13 chapters of this training kit focus on the installation, configuration, and
management of AD DS. AD DS provides the foundation for IDA in and management of

an enterprise network. It is worthwhile to spend a few moments reviewing the components
of an Active Directory infrastructure.

NOTE WHERE TO FIND ACTIVE DIRECTORY DETAILS

For more details about Active Directory, refer to the product Help installed with
Windows Server 2008 and to the Windows Server 2008 R2 home page located at
http://technet.microsoft.com/en-us/windowsserver/bb310558.aspx.

m Active Directory data store As mentioned in the previous section, AD DS stores its
identities in the directory—a data store hosted on domain controllers. The directory is
a single file database named Ntds.dit and is located by default in the %SystemRoot%\
Ntds folder on a domain controller. The database is divided into several partitions,
including the schema, the configuration, and the domain naming context that contains
the data about objects within a domain—the users, groups, and computers, for
example. Depending on the environment, there may also be application partitions
and a partial attribute set (PAS), also called the global catalog.

® Domain controllers Domain controllers (DCs) are servers that perform the AD
DS role and maintain a copy of the Active Directory data store, along with other
data important to the domain. As part of that role, they also run the Kerberos Key
Distribution Center (KDC) service, which performs authentication and other Active
Directory services. Chapter 10 explains the roles performed by DCs.

m Domain One or more domain controllers are required to create an Active Directory
domain. A domain is an administrative unit within which certain capabilities and
characteristics are shared. First, all domain controllers replicate the domain’s partition
of the data store, which contains, among other things, the identity data for the
domain’s users, groups, and computers. Because all DCs maintain the same identity
store, any DC can authenticate any identity in a domain. Additionally, a domain defines
the boundaries of administrative policies such as password complexity and account
lockout policies. Such policies configured in one domain affect all accounts in the
domain and do not affect accounts in other domains. Changes can be made to objects
in the Active Directory database by any domain controller and will replicate to all
other domain controllers. Therefore, in networks where replication of all data between
domain controllers cannot be supported, it might be necessary to implement more
than one domain to manage the replication of subsets of identities. You will learn more
about domains in Chapter 12, “Managing Multiple Domains and Forests.”

m Forest A forestis a collection of one or more Active Directory domains. The first
domain installed in a forest is called the forest root domain. A forest contains a single
definition of network configuration and a single instance of the directory schema.

Lesson 1: Installing Active Directory Domain Services
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A forest is a single instance of the directory—no data is replicated by Active Directory
outside the boundaries of the forest. Therefore, the forest defines a security boundary.
Chapter 12 explores the concept of the forest further.

m Tree The DNS namespace of domains in a forest creates trees within the forest. If
a domain is a subdomain of another domain, the two domains are considered a tree.
For example, if the treyresearch.net forest contains two domains, treyresearch.net
and antarctica.treyresearch.net, those domains constitute a contiguous portion of
the DNS namespace, so they are a single tree. If, conversely, the two domains are
treyresearch.net and proseware.com, which are not contiguous in the DNS namespace,
the domain is considered to have two trees. Trees are the direct result of the DNS
names chosen for domains in the forest.

Figure 1-2 illustrates an Active Directory forest for Trey Research, which maintains a small
operation at a field station in Antarctica. Because the link from Antarctica to the headquarters
is expensive, slow, and unreliable, Antarctica is configured as a separate domain. The DNS
name of the forest is treyresearch.net. The Antarctica domain is a child domain in the DNS
namespace, antarctica.treyresearch.net, so it is considered a child domain in the domain tree.

treyresearch.net

antarctica.treyresearch.net

FIGURE 1-2 An Active Directory forest with two domains

m Functional level The functionality available in an Active Directory domain or forest
depends on its functional level. The functional level is an AD DS setting that enables
advanced domain-wide or forest-wide AD DS features. There are six domain functional
levels (Windows 2000 native, Windows 2000 mixed, Windows Server 2003, Windows
Server 2003 interim, Windows Server 2008, and Windows Server 2008 R2) and five

Creating an Active Directory Domain

www.it-ebooks.info


http://www.it-ebooks.info/

forest functional levels (Windows Server 2000, Windows Server 2003, Windows Server
2003 interim, Windows Server 2008, and Windows Server 2008 R2). As you raise the
functional level of a domain or forest, features provided by that version of Windows
become available to AD DS. For example, when the forest functional level is raised

to Windows Server 2008 R2, the ability to enable the Active Directory Recycle Bin
becomes available. With the Active Directory Recycle Bin, objects deleted within Active
Directory are preserved in the state they were in prior to deletion. This allows easy
restoration of previously deleted objects, if required. The important thing to know
about functional levels is that they determine the versions of Windows permitted on
domain controllers. Before you raise the domain functional level to Windows Server
2008, all domain controllers must be running Windows Server 2008. Chapter 12
discusses domain and forest functional levels.

m Organizational units Active Directory is a hierarchical database. Objects in the data
store can be collected in containers. One type of container is the object class called
container. You see the default containers, including Users, Computers, and Builtin,
when you open the Active Directory Users And Computers snap-in. Another type
of container is the organizational unit (OU). OUs provide not only a container for
objects but also a scope with which to manage the objects. That is because OUs can
have objects called Group Policy objects (GPOs) linked to them. GPOs can contain
configuration settings that will be applied automatically by users or computers in
an OU. In Chapter 2, "Administering Active Directory Domain Services,” you will learn
more about OUs, and in Chapter 6, you will explore GPOs.

m Sites When you consider the network topology of a distributed enterprise, you will
certainly discuss the network's physical locations or sites. Sites in Active Directory,
however, have a very specific meaning. An Active Directory site is an object that
represents a portion of the enterprise within which consistent, high-bandwidth
network connectivity is expected. A site creates a boundary of replication and service
usage. Domain controllers within a site replicate changes within seconds. Between
different sites, however, changes are replicated on a controlled basis with the
assumption that intersite connections are slow, expensive, or unreliable compared to
the connections within a site. Additionally, clients prefer to use distributed services
provided by servers in their site or in the closest site. For example, when a user logs
on to the domain, the Windows client first attempts to authenticate with a domain
controller in its site. Only if no domain controller is available in the site will the
client attempt to authenticate with a DC in another site. Chapter 11 describes the
configuration and functionality of Active Directory sites.

Each of these components is discussed in detail later in this training kit. At this point,
if you are less familiar with Active Directory, it is important only that you have a basic
understanding of the terminology, the components, and their relationships.

Lesson 1: Installing Active Directory Domain Services

www.it-ebooks.info


http://www.it-ebooks.info/

12

Preparing to Create a New Windows Server 2008 Forest

Before you install the AD DS role on a server and promote it to act as a domain controller,
plan your Active Directory infrastructure. Some of the information you will need to create
a domain controller includes the following:

The domain’s name and DNS name. A domain must have a unique DNS name, such
as contoso.com, as well as a short name, such as CONTOSO, called a NetBIOS name.
NetBIOS is a network protocol that has been used since the first versions of Microsoft
Windows NT and is still specified and used for backward compatibility.

Whether the domain will need to support domain controllers running previous
versions of Windows. When you create a new Active Directory forest, you will
configure the functional level. If the domain will include only Windows Server 2008 R2
domain controllers, you can set the functional level accordingly to benefit from the
enhanced features introduced by this version of Windows.

Details for how DNS will be implemented to support Active Directory. It is a best
practice to implement DNS for your Windows domain zones by using Windows DNS
Service, as you will learn in Chapter 9, “Integrating Domain Name System with AD DS";
however, it is possible to support a Windows domain on a third-party DNS service.

IP configuration for the domain controller. Domain controllers require static IP
addresses and subnet mask values. Additionally, the domain controller must be
configured with a DNS server address to perform name resolution. If you are creating
a new forest and will run Windows DNS Service on the domain controller, you can
configure the DNS address to point to the server's own IP address. After DNS is
installed, the server can look to itself to resolve DNS names.

The user name and password of an account in the server's Administrators group.

The account must have a password—the password cannot be blank.

The location in which the data store (including Ntds.dit) and system volume (SYSVOL)
should be installed. By default, these stores are created in %SystemRoot%; for example,
C:\Windows, in the NTDS and SYSVOL folders, respectively. When creating a domain
controller, you can redirect these stores to other drives.

MORE INFO DEPLOYMENT OF AD DS

This list comprises the settings that you are prompted to configure when creating a

domain controller. There are several additional considerations regarding the deployment

of AD DS in an enterprise setting that you should review. See the AD DS Deployment Guide

at http://technet.microsoft.com/en-us/library/cc753963(WS.10).aspx for more information.

Adding the AD DS Role Using the Windows Interface

After you have collected the prerequisite information listed earlier, you are ready to add the

AD DS role. There are several ways to do so. In this lesson, you learn how to create a domain

controller by using the Windows interface. In the next lesson, you learn to do so by using the
command line.

Creating an Active Directory Domain
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Windows Server 2008 provides role-based configuration, installing only the components
and services required for the roles a server plays. This role-based server management is
reflected in the administrative console, Server Manager, as shown in Figure 1-3. Server

Manager consolidates the information, tools, and resources needed to support a server’s roles.

You can add roles to a server by using the Add Roles link on the home page of Server
Manager or by right-clicking the Roles node in the console tree and choosing Add Roles.
The Add Roles Wizard presents a list of roles available for installation and guides you through

the installation of selected roles.

File  Action  Wigw

Help

&= =d

3.: Roles

il Features

m Diagrostics
iﬁ’ul Configuration
23 storage

[— [0

=

ia VNG UAE S Sepver Manager (SERYEROL)

Get an overview of the status of this server, perform top management kasks, and add or
- remave server roles and features,

! Server Summary

¥ security Information

- Roles Summary

#) Roles: 2 of 16 installed

M Active Direckory Domain Services

Ay DNS Server

Server Summary Help
1% Change System Properties
i =0 to windows Firewall

Roles Summary Help

3 Goto Roles
5;\.‘ Add Rioles
35 Remove Roles

= o™

5‘: Last Refresh: 17112008 2:24:37 M Configure refresh

FIGURE 1-3 Server Manager

Creating a Domain Controller

After you add the AD DS role, the files required to perform the role are installed on the
server; however, the server is not yet acting as a domain controller. You must subsequently
run the Active Directory Domain Services Installation Wizard, which can be launched by using
the Dcpromo.exe command, to configure, initialize, and start Active Directory.

PRACTICE IT

Exercise 4, “Install a New Windows Server 2008 R2 Forest,” at the end of this lesson

guides you through configuration of AD DS, using the Active Directory Domain Services
Installation Wizard.

Lesson 1: Installing Active Directory Domain Services
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14

¥ Quick Check

® You want to use a new server running Windows Server 2008 R2 as a domain

controller in your Active Directory domain. Which command do you use to launch

configuration of the domain controller?

Quick Check Answer

m Dcpromo.exe

Creating a Windows Server 2008 R2 Forest

In this practice, you create the AD DS forest for Contoso, Ltd. This forest will be used for
exercises throughout this training kit. You begin by installing Windows Server 2008 R2
and performing post-installation configuration tasks. You then add the AD DS role and
promote the server to a domain controller in the contoso.com forest, using the Active
Directory Domain Services Installation Wizard.

EXERCISE 1 Install Windows Server 2008 R2
In this exercise, you install Windows Server 2008 R2 on a computer or virtual machine.

1. Power on the system and insert the Windows Server 2008 R2 installation DVD.

If you are using a virtual machine (VM), you might have the option to mount an ISO

image of the installation DVD. Consult the VM Help documentation for guidance.

If the system’s hard disk is empty, the system should boot to the DVD. If there is data

on the disk, you might be prompted to press a key to boot to the DVD.

If the system does not boot to the DVD or offer you a boot menu, go to the BIOS settings
of the computer and configure the boot order to ensure that the system boots to the DVD.

The Install Windows Wizard appears, as shown in Figure 1-4.

2. Select the language, regional setting, and keyboard layout that are correct for your
system, and then click Next.

3. Click Install Now.

Setup starts, and a list of versions to install appears, as shown in Figure 1-5.
Select Windows Server 2008 R2 Standard (Full Installation) and click Next.
Select the | Accept The License Terms check box and click Next.

Click Custom (Advanced).

N & un &

want to install Windows Server 2008.

If you need to create, delete, extend, or format partitions, or if you need to load a custom

mass storage driver to access the disk subsystem, click Driver Options (Advanced).

Creating an Active Directory Domain
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FIGURE 1-4 The Install Windows Wizard

Select the operating system you want to install

o fing system ‘ Architecture | Date medified

andard (Full Installation)
Windows Server 2008 R2 Standard (Server Core Installation) 7/14/2008
Windows Server 2008 R2 Enterprize (Full Installation) 7/14/2009
Windows Server 2008 R2 Enterprise (Server Core Installation) 7/14/2009
Windows Server 2008 R2 Datacenter (Full Installation) 7/14/2009
Windows Server 2008 R2 Datacenter (Server Core Installation) 741472009
Windows Web Server 2008 R2 (Full Installation) 7/14/2009
Windows Web Server 2008 R2 (Server Core Installation) 7/14/2002

Description:
This option installs the complete installation of Windows Server. This installation includes the entire
user interface, and it supports all of the server roles.

1 Collecting information 2 Installing Windows

FIGURE 1-5 The Select The Operating System You Want To Install page
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8. Click Next.

The Installing Windows page appears, as shown in Figure 1-6. The window keeps you
apprised of the progress of Windows installation.

Note: If you are installing over an existing version of Windows, the installer warns you
at this point and prompts you to continue.

Installation of Windows Server 2008 R2 is image based. Therefore, installation is
significantly faster than previous versions of Windows, even though the operating
systems themselves are much larger than earlier versions. The computer will restart
one or more times during installation.

Installing Windows...

That's all the information we need right now, Your computer will restart several times during
installaticn.

J Copying Windows files
Expanding Windows files (0%) ..
Installing features
Installing updates
Completing installation

1 Collecting information 2 Installing Windows

FIGURE 1-6 The Installing Windows page

When the installation is complete, you are informed that the user’s password must be
changed before logging on the first time.

9. Click OK.

10. Type a password for the Administrator account in both the New Password and Confirm
Password boxes and press Enter.

The password must be at least seven characters long and must have at least three of
four character types:

m Uppercase: A-Z

m Lowercase: a-z

16 CHAPTER1 Creating an Active Directory Domain
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11.

® Numeric: 0-9

= Nonalphanumeric: symbols such as $, #, @, and !

NOTE DO NOT FORGET THIS PASSWORD

Without it, you will not be able to log on to the server to perform other exercises in
this training kit. Alternately, you can select the Create A Password Reset Disk option to start
a wizard that creates a disk that you can use to recover the password, should it be misplaced
or forgotten.

Click OK.

The desktop for the Administrator account appears.

EXERCISE 2 Perform Post-Installation Configuration

In this exercise, you perform post-installation configuration of the server to prepare the server
with the name and TCP/IP settings required for exercises in this training kit.

1.

Wait for the desktop for the Administrator account to appear.

The Initial Configuration Tasks window appears, as shown in Figure 1-7. This tool
is designed to make it easy for you to perform best practice, post-installation
configuration tasks.

{ Initial Configuration Tasks B _15]x|
: £ Windows Server sz 2
Perform the folowing tasks to configure this server Lt 2008 R2
&) Provide Computer Information J] Secving cnmter nformation
=
P\ Activate Windows Product ID: Not activated
<> Settime 20ne Time Zone: (UTC-08:00) Pacsfic Time (US & Canads)
L8 Contigure networkdng Local Area Connection: [Fv4 address assigned by UHUF. [Py enabled
M Provide computer name and domain Full Computer Name:
Workgroup:
¥ Update This Server hl Upndeling your Windows seave
B2, Ernabls sutomstic updating snd fesdback Updates: Mot configured
N Feedback: Windows Cror Meporting off
Not participating in Customar Experioncs kmprovement Program
i Download and install updates Checked for Updates:  Never
Installed Updates:  Mever
© Customize This Server Jl| customizing your server
B rdroen Rolec: None
E;g Add features Features: Hone
.
“ly Frable Remote Neskion Remate Necktop: Nisahied
iﬂr Configure Windowe Firewall Firewalk Public: On

Print, e-mai, or save this information

™ N net showe this windowe at lngan (lnse |

FIGURE 1-7 The Initial Configuration Tasks window
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10.

11.

12.
13.
14.

15.

16.

18

In the Initial Configuration Tasks window, click Provide Computer Name And Domain.
In the System Properties window on the Computer Name tab, click Change.

Change the text in the Computer Name box to SERVERO1, and then click OK.

In the Computer Name/Domain Changes dialog box, click OK.

In the System Properties dialog box, click Close.

You are prompted to restart the computer to apply these changes. Do not restart this
computer until instructed to do so later in this exercise.

Click Restart Later.
Click Configure Networking in the Initial Configuration Tasks window.

The remaining exercises in this lesson create a domain using IP addresses in the
10.0.0.11-10.0.0.20 range, with a subnet mask of 255.255.255.0. If these addresses
are used in your production environment, and if the server is connected to your
production environment, you must change the IP addresses used in this book
accordingly so that the contoso.com domain you create in these practices does not
conflict with your production network.

Right-click Local Area Connection, and then click Properties.
Click Internet Protocol Version 4 (TCP/IPv4), and then click Properties.

Windows Server 2008 R2 also provides native support for Internet Protocol Version 6
(TCP/1PV6).

Click Use The Following IP Address. Enter the following configuration:
m [P address: 10.0.0.11

m Subnet mask: 255.255.255.0

m Default gateway: 10.0.0.1

m Preferred DNS server: 10.0.0.11

Click OK, and then click Close.

Close the Network Connections window.

Click Set Time Zone, and then configure the time zone as appropriate for your
environment.

If the server is connected to the Internet, it is recommended that you click Download
And Install Updates so that you can update the server with the latest security updates
from Microsoft.

Note the Add Roles and Add Features links in the Initial Configuration Tasks window.

In the next exercise, you use Server Manager to add roles and features to SERVEROL.
These links are another way to perform the same tasks.

The default behavior for the Initial Configuration Tasks window is to appear each time
you log on to the server.

Select the Do Not Show This Window At Logon check box to prevent the Initial
Configuration Tasks window from appearing the next time you log on.

Creating an Active Directory Domain
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17.
18.

If you need to open the Initial Configuration Tasks window in the future, run the
Oobe.exe command.

Click Close.

When prompted to restart, click Yes.

NOTE CREATE A SNAPSHOT OF YOUR VIRTUAL MACHINE AFTER RESTART

If you are using a virtual machine to perform this exercise, and the virtual machine
enables you to create point-in-time snapshots of the machine’s state, create a snapshot
at this time. This baseline installation of Windows Server 2008 R2 can be used to
perform the exercises in this chapter, which allow you to experiment with the variety
of methods of adding the AD DS role.

EXERCISE 3 Install a New Windows Server 2008 R2 Forest with the Windows Interface

In this exercise, you add the AD DS role to the server you installed and configured in
Exercise 1, “Install Windows Server 2008 R2,” and Exercise 2, “Perform Post-Installation
Configuration.”

1.

Log on to the server with the Administrator account and password used in Exercise 1.
If Server Manager does not open automatically, open it from the Administrative Tools
program group.

In the Roles Summary section of the home page, click Add Roles. You might need to
scroll down to see the Roles Summary portion of the window.

In the first page of the Add Roles Wizard, click Next.

On the Select Server Roles page, select the check box next to Active Directory Domain
Services.

When prompted to add required features for Active Directory Domain Services, click
Add Required Features to proceed.

On the Select Server Roles page, click Next.

On the Active Directory Domain Services page, click Next.

On the Confirm Installation Selections page, click Install.

The Installation Progress page reports the status of installation tasks.

On the Installation Results page, confirm that the installation succeeded, and then click
Close.

In the Roles Summary section of the Server Manager home page, you'll notice

an error message indicated by a red circle with a white x. You'll also notice a message
in the Active Directory Domain Services section of the page. Both of these links take

you to the Active Directory Domain Services roles page of Server Manager, shown in

Figure 1-8. The message shown reminds you that it is necessary to run Dcpromo.exe,

which you will do in the next exercise.
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FIGURE 1-8 The Active Directory Domain Services roles page in Server Manager

EXERCISE 4 |Install a New Windows Server 2008 R2 Forest

In this exercise, you use the Active Directory Domain Services Installation Wizard
(Dcpromo.exe) to create a new Windows Server 2008 forest.

1. Click Start, click Run, type Dcpromo.exe, and then click OK.

NOTE DCPROMO WILL ADD THE AD DS ROLE IF NECESSARY

In the previous exercise you added the AD DS role by using Server Manager. However,
if you run Dcpromo.exe on a server that does not yet have the AD DS role installed,
Dcpromo.exe will install the role automatically.

The Active Directory Domain Services Installation Wizard appears. In Chapter 10, you
will learn about advanced modes of the wizard.

2. Click Next.

3. On the Operating System Compatibility page, review the warning about the default
security settings for Windows Server 2008 R2 domain controllers, and then click Next.

4. On the Choose A Deployment Configuration page, select Create A New Domain In
A New Forest, and then click Next.

5. On the Name The Forest Root Domain page, type contoso.com, and then click Next.

Creating an Active Directory Domain
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The system performs a check to ensure that the DNS and NetBIOS names for the forest
are not already in use on the network.

6. On the Set Forest Functional Level page, choose a forest functional level of Windows
Server 2008 R2, and then click Next.

Each of the functional levels is described in the Details box on the page. Choosing
Windows Server 2008 R2 forest functional level ensures that all domains in the forest
operate at the Windows Server 2008 R2 domain functional level, which enables
several new features provided by Windows Server 2008 R2. You will learn more about
functional levels in Chapter 12.

The Additional Domain Controller Options page appears. DNS Server is selected
by default. The Active Directory Domain Services Installation Wizard creates a DNS
infrastructure during AD DS installation. The first domain controller in a forest must be
a global catalog (GC) server and cannot be a read-only domain controller (RODC).

7. Click Next.
A warning appears that informs you that a delegation for the DNS server cannot be
created. In the context of this exercise, you can ignore this error. Delegations of DNS
domains will be discussed in Chapter 9. Click Yes to dismiss the message.

8. On the Location For Database, Log Files, And SYSVOL page, accept the default
locations for the database file, the directory service log files, and the SYSVOL files,
and click Next.

The best practice in a production environment is to store these files on three separate
volumes that do not contain applications or other files not related to AD DS. This best
practices design improves performance and increases the efficiency of backup and restore.

9. On the Directory Services Restore Mode Administrator Password page, type a strong
password in both the Password and Confirmed Password boxes. Click Next.

Do not forget the password you assigned to the Directory Services Restore Mode
Administrator.

10. On the Summary page, review your selections.
If any settings are incorrect, click Back to make modifications.
11. Click Next, and then click Finish.

Configuration of AD DS begins. The server will require a reboot when the process is
completed.

Lesson Summary

= Active Directory services comprise an integrated solution for identity and access in
enterprise networks.

= Active Directory Domain Services (AD DS) provides the directory service and
authentication components of IDA. Additionally, AD DS facilitates management of
even large, complex, distributed networks.
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m  Windows Server 2008 systems are configured based on the roles they play. You can
add the AD DS role by using Server Manager.

m  Use Dcpromo.exe to configure AD DS and create a domain controller.

Lesson Review

You can use the following questions to test your knowledge of the information in Lesson 1,
“Installing Active Directory Domain Services.” The questions are also available on the
companion CD if you prefer to review them in electronic form.

NOTE

ANSWERS

Answers to these questions and explanations of why each answer choice is right or wrong

are located in the "Answers” section at the end of the book.

1. Which of the following are required to create a domain controller successfully?
(Each correct answer presents part of the solution. Choose all that apply.)

A.
B.
C.
D.

A valid DNS domain name

A valid NetBIOS name

A DHCP server to assign an IP address to the domain controller
A DNS server

2. Trey Research has recently acquired Litware, Inc. Because of regulatory issues related
to data replication, it is decided to configure a child domain in the forest for Litware
users and computers. The Trey Research forest currently contains only Windows Server
2008 R2 domain controllers. The new domain will be created by promoting a Windows
Server 2008 R2 domain controller, but you might need to use existing Windows Server
2003 systems as domain controllers in the Litware domain. Which functional levels will
be appropriate to configure?

A.

Windows Server 2008 R2 forest functional level and Windows Server 2008 R2
domain functional level for the Litware domain

Windows Server 2008 R2 forest functional level and Windows Server 2003 domain
functional level for the Litware domain

Windows Server 2003 forest functional level and Windows Server 2008 R2 domain
functional level for the Litware domain

Windows Server 2003 forest functional level and Windows Server 2003 domain
functional level for the Litware domain

Creating an Active Directory Domain
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Lesson 2: Active Directory Domain Services on
Server Core

Security is an important consideration when deploying servers with the Active Directory
Domain Services (AD DS) role installed. Many organizations store sensitive data within

the directory, such as personal information and user passwords, which must be protected
accordingly. Although the role-based configuration of Windows Server 2008 R2 reduces

the attack surface of a server by installing only the components and services required by its
roles, it is possible to further reduce the attack surface of the server by installing Windows
Server 2008 R2 with the Server Core installation option. A Server Core installation is a minimal
installation of Windows Server that installs only the most critical core operating system
components required to run Windows Server 2008 R2. Most Windows graphical user interface
(GUI) elements are not installed as part of a Server Core installation, limiting the ability of
malicious users to gain access to the server using the familiar Windows Explorer interface.

A Server Core installation can be administered from another server using remote GUI
tools such as Server Manager for most common tasks. However, to manage a Server Core
installation locally, you must be familiar with the command-line tools necessary to administer
a Windows Server 2008 R2 server and its installed roles. In this lesson, you learn more about
the Server Core installation option. You also learn how to configure a domain controller from
the command line within a Server Core installation and how to remove domain controllers
from a domain.

After this lesson, you will be able to:
= |dentify the benefits and functionality of installing Server Core.
= |Install and configure Server Core.

= Add and remove AD DS by using command-line tools.

Estimated lesson time: 60 minutes

Understanding Server Core

A Windows Server 2008 R2 Server Core installation is a minimal installation of Windows

that consumes about 3 GB of disk space and less than 256 MB of memory. A Server Core
installation limits the server roles and features that can be added but can improve the security
and manageability of the server by reducing its attack surface. The number of services and
components running at any one time are limited, so there are fewer opportunities for a user
with malicious intent to compromise the security of the server. Because of the decreased roles
and features installed, a Server Core installation also reduces the administrative burden of the
server, which requires fewer updates and less maintenance.

Lesson 2: Active Directory Domain Services on Server Core
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Server Core supports the following server roles:

m  Active Directory Certificate Services

m Active Directory Domain Services

m Active Directory Lightweight Directory Services (AD LDS)
m BranchCache Hosted Cache

m DNS Server

m Dynamic Host Configuration Protocol (DHCP) Server
m File Services

m Hyper-V

m Print and Media Services

m Streaming Media Services

m  Web Server (IIS) (including a subset of ASP.NET)
Server core also supports these optional features:

m Failover Clustering

= Multipath I/0

m  Network Load Balancing

m  Quality of Service (QoS)

m Removable Storage Management

m Simple Network Management Protocol (SNMP)
m Subsystem for UNIX-based applications

m Telnet client

m  Windows Bitlocker Drive Encryption

® Windows Internet Name Service (WINS)

® Windows-on-Windows 64-bit (WoW64)

= Windows PowerShell

m  Windows Server Backup

Installing Server Core

You can install Server Core by using the same steps presented in Exercise 1 of Lesson 1.
The following points outline the key differences between a full installation of Windows Server
2008 R2 and a Server Core installation:

m You must select the Server Core installation option when running the Windows Server
2008 R2 installation wizard, as shown in Figure 1-9.

Creating an Active Directory Domain
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m At the conclusion of the installation process, you are presented with a command
prompt window, rather than the full Windows Server 2008 R2 GUI.

Qe

Select the operating system you want to

install

| Operating system

Architecture Date modified

Windows Server

Windows Serv Standard

Description:

Standard (Full Installation)

(5 Core Installation)
Windows Server 2008 R2 Enterprise (Full Installation)
Windows Server 2008 R2 Enterprise (Server Core Installation)
Windows Server 2008 R2 Datacenter (Full Installation)
Windows Server 2008 R2 Datacenter (Server Core Installation)
Windows Web Server 2008 R2 (Full Installation)

Windows Web Server 2008 R2 (Server Core Installation)

7

7/14/2009
7/14/2009
7/14/2009
7/14/2009
771472009
7/14/2009

This cpticn installs 2 minimal installation of Windows Server without the standard Windows user
interface, and with a subset of server roles that can be managed frem a command prompt,
reducing management requirements and attack surface,

2 Installing Windows

1 Collecting information

FIGURE 1-9 The Operating Systems selection page of the Install Windows Wizard

Performing Initial Configuration Tasks

On a server running a full installation of Windows Server 2008 R2, the Initial Configuration
Tasks window guides you through post-installation configuration of the server. A Server Core
installation provides no GUI, so you must complete the tasks by using command-line tools.
Table 1-1 lists common configuration tasks and the commands you can use. To learn more
about any command, open a command prompt and type the name of the command followed

by /2.
TABLE 1-1 Server Core Configuration Commands

TASK

COMMAND

Change the Administrator password

Net user administrator *

Set a static IPv4 configuration

Netsh interface ipv4

Activate Windows Server

Cscript c:\windows\system32\sImgr.vbs -ato

Join a domain

Netdom

Lesson 2: Active Directory Domain Services on Server Core
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TASK COMMAND

Install optional components (roles, role  Ocsetup.exe <package or feature>

services, or features) Note that the package or feature names are
case sensitive. List the valid packages and
features by entering the command Ocsetup /2.

Display installed roles, components, Oclist.exe

and features

Enable Remote Desktop Cscript
c:\windows\system32\scregedit.wsf /AR O

Promote a domain controller Dcpromo.exe

Configure DNS Dnscmd.exe

Configure DFS Dfscmd.exe

The Ocsetup.exe command adds supported Server Core roles and features to the server.
The exception to this rule is AD DS. Do not use Ocsetup.exe to add or remove AD DS. Use
Dcpromo.exe instead.

Server Configuration

Windows Server 2008 R2 includes a menu-based command-line tool called Server
Configuration for basic administrative tasks (see Figure 1-10). Server Configuration provides
a simple set of administrative commands that can be run by entering context-based menu
numbers mapped to standard command-line executables, rather than by typing the syntax
of the command-line executables manually. Although Server Configuration can save time
for simple administrative tasks, more complicated tasks, such as configuring Active Directory
Domain Services, must still be performed from the command line.

c+. Administrator: C\Windows\system32\cmd.exe - sconfig
Select option: 4

Domain Horkgroup: Workgroup: WORKGROUP
Computer Name: SERUERB2

Add Local Administrator

Configure Remote Management

Windows Update Settings: Manual
Download and Install Updates
Remote Desktop: Disabled

Network Settings
Date and Time

18> Log Off User
11> Restart Server
Shut Doun Server
13> Exit to Command Line

Enter number to select an option:

FIGURE 1-10 The Server Configuration window

Creating an Active Directory Domain
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NOTE RUNNING SERVER CONFIGURATION

To run Server Configuration on a Server Core installation of Windows Server 2008 R2, type
sconfig.exe at the command prompt and then press Enter.

Adding AD DS to a Server Core Installation

Because there is no Active Directory Domain Services Installation Wizard in Server

Core, you must use the command line to run Dcpromo.exe with parameters that configure
AD DS. To learn about the parameters of Dcpromo.exe, open a command line and type
dcpromo.exe /?. Each configuration scenario has additional usage information. For example,
type dcpromo.exe /2:Promotion for detailed usage instructions for promoting a domain
controller.

MORE INFO UNATTENDED INSTALLATION PARAMETERS

You can find a listing of unattended installation parameters for AD DS at
http://technet.microsoft.com/en-us/library/cc732086(WS.10).aspx.

Removing Domain Controllers

Occasionally, you might have a reason to take a domain controller offline for extended
maintenance or to remove it permanently. It is important that you remove a domain
controller correctly so that the information about the domain controller is cleaned up in
Active Directory.

To remove a domain controller, use the Dcpromo.exe command. If you run the command
on a domain controller by using the Windows interface, the Active Directory Domain Services
Installation Wizard takes you through the process. If you want to use the command line or are
removing AD DS from a Server Core installation, type dcpromo.exe /?:Demotion for usage
information regarding parameters for the demotion operation.

When you demote a domain controller, you must provide a password that will be assigned
to the local Administrator account of the server after demotion.

Installing a Server Core Domain Controller

In this exercise, you add a domain controller to the contoso.com forest you created in the
Lesson 1 practice. To increase the security and reduce the management overhead of the new
DC, you promote a server running Server Core to a domain controller. Before performing the
exercises in this practice, you must have completed the practice in Lesson 1.

EXERCISE 1 Install Server Core

In this exercise, you install Server Core on a computer or virtual machine.

Lesson 2: Active Directory Domain Services on Server Core

www.it-ebooks.info

27


http://www.it-ebooks.info/

® N o w B

10.

11.

12.

Insert the Windows Server 2008 R2 installation DVD.

If you are using a VM, you might have the option to mount an ISO image of the
installation DVD. Consult the VM Help documentation for guidance.

Power on the system.

If the system’s hard disk is empty, the system should boot to the DVD. If there is data
on the disk, you might be prompted to press a key to boot to the DVD.

If the system does not boot to the DVD or offer you a boot menu, go to the BIOS
settings of the computer and configure the boot order to ensure that the system boots
to the DVD.

Select the language, regional setting, and keyboard layout that are correct for your
system, and then click Next.

Click Install Now.

Select Windows Server 2008 R2 Standard (Server Core Installation), and then click Next.
Select the | Accept The License Terms check box, and then click Next.

Click Custom (Advanced).

On the Where Do You Want To Install Windows page, select the partition on which you
want to install Windows Server 2008 R2.

If you need to create, delete, extend, or format partitions, or if you need to load a custom
mass storage driver to access the disk subsystem, click Driver Options (Advanced).

Click Next.

When installation is complete, you are prompted to change the Administrator’s
password. Click OK.

Enter a password for the Administrator account in both the New Password and Confirm
Password boxes, and then press Enter.

The password must be at least seven characters long and must have at least three of
four character types:

A. Uppercase: A-Z
B. Lowercase: a-z
C. Numeric: 0-9

D. Non-alphanumeric: symbols such as $, #, @, and !

NOTE DO NOT FORGET THIS PASSWORD

Without it, you will not be able to log on to the server to perform other exercises in this
training kit.

Click OK.

The command prompt for the Administrator account appears.

Creating an Active Directory Domain
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EXERCISE 2 Perform Post-Installation Configuration on Server Core

In this exercise, you perform post-installation configuration of the server to prepare it with
the name and TCP/IP settings required for the remaining exercises in this lesson.

Note: Ensure that SERVERO1 is running when performing these exercises. SERVER02
accesses SERVEROL's AD DS database throughout the exercise.

1. Rename the server by typing netdom renamecomputer %computername%
/newname: SERVERO2. You are prompted to press Y to confirm the operation.

Alternately, you can configure the computer’s name by typing sconfig at the
command line and using the menu-based Server Configuration tool. Either way, you
are prompted to restart your computer after changing the computer name. Do not
restart the computer until instructed to do so later in the practice.

The Server Configuration tool can be used to perform steps 2 and 6 of this exercise as
well.

2. Set the IPv4 address of the server by typing each of the following two netsh
commands:

netsh interface ipv4 set address name="Local Area Connection"
source=static address=10.0.0.12 mask=255.255.255.0 gateway=10.0.0.1 1

netsh interface ipv4 set dnsserver name="Local Area Connection"
source=static address=10.0.0.11 primary

3. Confirm the IP configuration you entered previously with the command ipconfig /all.
4. Restart by typing shutdown -r -t 0.
5. Log on as Administrator.

6. Join the domain by typing the command netdom join %computername% /
domain:contoso.com.

7. Restart by typing shutdown -r -t 0, and then log on again as Administrator.
8. Display installed server roles by typing oclist | more.
Note the package identifier for the DNS server role: DNS-Server-Core-Role.
9. Type ocsetup and then press Enter.
Surprise! There is a minor amount of GUI in Server Core.
10. Click OK to close the window.
11. Type ocsetup DNS-Server-Core-Role.
Package identifiers are case sensitive.

12. Type oclist and confirm that the DNS server role is installed.

EXERCISE 3 Create a Domain Controller with Server Core

In this exercise, you add the AD DS role to the Server Core installation by using the
Dcpromo.exe command.

Lesson 2: Active Directory Domain Services on Server Core
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1. Type dcpromo.exe /? and then press Enter.
Review the usage information.
2. Type dcpromo.exe /?:Promotion and then press Enter.
Review the usage information.
3. Type the following command to add and configure the AD DS role:

dcpromo /unattend /replicaOrNewDomain:replica

/replicaDomainDNSName:contoso.com /ConfirmGC:Yes

/UserName : CONTOSO\Administrator /Password:* /safeModeAdminPassword:P@ssword where *
is the password you used in Exercise 1.

4. When prompted to enter network credentials, type the password for the Administrator
account in the contoso.com domain and then click OK.

The AD DS role is installed and configured, and then the server reboots.

EXERCISE 4 Remove a Domain Controller
In this exercise, you remove AD DS from the Server Core installation.
1. Log on to the Server Core installation as Administrator.

2. Type dcpromo /unattend /AdministratorPassword:password where password is
a strong password that will become the local Administrator password of the server
after AD DS has been removed. Press Enter.

Lesson Summary

m  Windows Server 2008 R2 Server Core Installation, better known simply as Server Core,
is a minimal installation of Windows that supports a subset of server roles and features.

m Server Core can improve the security and manageability of Windows servers.

m The Ocsetup.exe command is used to add and remove Server Core roles except for AD
DS, which is added by using Dcpromo.exe.

®m You can fully configure an automated promotion or demotion operation by using the
Dcpromo.exe /unattend command with parameters appropriate for the operation.

Lesson Review

Use the following questions to test your knowledge of the information in Lesson 2,
"Active Directory Domain Services on Server Core.” The questions are also available on the
companion CD if you prefer to review them in electronic form.

NOTE ANSWERS

Answers to these questions and explanations of why each answer choice is right or wrong
are located in the “Answers” section at the end of the book.
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1. You are logged on as Administrator to SERVER02, one of four domain controllers in the
contoso.com domain that run Server Core. You want to demote the domain controller.
Which of the following is required?

A. The local Administrator password
B. The credentials for a user in the Domain Admins group
C. The credentials for a user in the Domain Controllers group
D. The address of a DNS server
2. SERVERO02 is running Server Core. It is already configured with the AD DS role. You
want to add Active Directory Certificate Services (AD CS) to the server. What must
you do?
A. Install the Active Directory Certificate Services role.
B. Install the Active Directory Federated Services role.
C. Install the AD Rights Management Services role.

D. Reinstall the server as Windows Server 2008 R2 (Full Installation).

Lesson 2: Active Directory Domain Services on Server Core
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Chapter Review

To further practice and reinforce the skills you learned in this chapter, you can perform the
following tasks:

Review the chapter summary.
Review the list of key terms introduced in this chapter.

Complete the case scenario. This scenario sets up a real-world situation involving the
topics of this chapter and asks you to create a solution.

Take a practice test.

Chapter Summary

Active Directory services perform identity access and management functions to
protect and support an organization’s network.

A domain controller hosts the Active Directory data store and related services. Domain
controllers are created by adding the AD DS role and then configuring AD DS by using
Dcpromo.exe.

Server Core helps to reduce the management costs and increase the security of your
domain controllers.

Key Terms

The following terms were introduced in this chapter. Do you know what they mean?

32

authentication

domain

forest

forest root domain

functional level

global catalog (or partial attribute set)
identity store

Kerberos

schema

site
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Case Scenario

In the following case scenario, you apply what you've learned about Server Core installation
and related Active Directory Domain Services. You can find answers to these questions in the
“Answers” section at the end of this book.

Case Scenario: Creating an Active Directory Forest

You have been asked to create a new Active Directory forest for a new research project
at Trey Research. Because of the sensitive nature of the project, you must ensure that the
directory is as secure as possible. You are considering the option of using a Server Core
installation on the two servers that will act as domain controllers.

= Can you create an Active Directory forest by using only Server Core servers?
m Which command will you use to configure static IP addresses on the servers?
m Which command will you use to add the DNS server role?

m  Which command will you use to add Active Directory Domain Services?

Take a Practice Test

The practice tests on this book’s companion CD offer many options. For example, you can
test yourself on just one exam objective, or you can test yourself on all 70-640 certification
exam content. You can set up the test so that it closely simulates the experience of taking
a certification exam, or you can set it up in study mode so that you can look at the correct
answers and explanations after you answer each question.

MORE INFO PRACTICE TESTS

For details about all the practice test options available, see the “How to Use the Practice
Tests” section in this book's introduction.

Take a Practice Test
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Administering Active
Directory Domain Services

I\/I ost administrators first experience Active Directory Domain Services (AD DS) by
opening Active Directory Users And Computers and creating user, computer,

or group objects within the organizational units (OUs) of a domain. Unfortunately, many
administrators never take the time to elevate their skill sets with the Active Directory
administrative tools. Whether you are a new administrator or a seasoned veteran, you
need to work securely and efficiently. In this chapter, you will discover secrets of effective
administration that are often learned only after months or years of experience.

Now that you have created a domain in Chapter 1, “Creating an Active Directory
Domain,” you can address the tools, tips, and best practices for creating and managing
users, computers, groups, and OUs in an AD DS domain. Later chapters will explore each of
these object classes in detail.

In this chapter, you will also look at two important, higher-level concerns within an
enterprise: how to locate objects in the directory and how to ensure that Active Directory is
secure while allowing support personnel to perform the tasks required of their roles.

Exam objective in this chapter:
= Maintain Active Directory accounts.

Lessons in this chapter:
= Lesson 1: Working with Active Directory Snap-ins 37
= Lesson 2: Creating Objects in Active Directory 49

= Lesson 3: Delegation and Security of Active Directory Objects 72

Before You Begin

To complete the lessons in this chapter, you must have installed Windows Server 2008 R2 on
a physical computer or virtual machine. The machine should be named SERVEROL and should
be a domain controller in the contoso.com domain. The details for this setup are presented
in Chapter 1.
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REAL WORLD

Dan Holme

You are certainly familiar with administrative tools, such as the Active Directory
Users And Computers snap-in, and the basic skills required to create
organizational units, users, computers, and groups. This chapter reviews those

tools and skills so that you can fill in any gaps in your knowledge. More important,
however, this chapter introduces ways in which you can elevate your productivity
and effectiveness as an administrator. | find that many administrators continue to
use the default consoles and, therefore, have to open multiple tools to do their jobs,
instead of creating a single, customized Microsoft Management Console (MMC)
that contains all the snap-ins they need. | also see administrators diving deep into
their OU structure to locate and manage objects, rather than taking advantage of
the power of Saved Queries to virtualize the view of their domains. Although this
chapter covers only one exam objective, “Maintain Active Directory accounts,”

the tips and guidance provided here are some of the most valuable in the book
because they will help you work more efficiently and more securely every day in
the real world of your enterprise.

Administering Active Directory Domain Services
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Lesson 1: Working with Active Directory Snap-ins

Active Directory’s administrative tools, or snap-ins, expose the functionality you require

to support the directory service. In this lesson, you identify and locate the most important
Active Directory snap-ins. You also learn how to work effectively with them, using alternate
credentials, and how to build custom consoles that can be distributed to administrators in
your organization.

After this lesson, you will be able to:

= |dentify the snap-ins within Server Manager and the native consoles used to
administer AD DS.

= |nstall the Remote Server Administration Tools (RSAT).

= Perform basic administrative tasks with the Active Directory Users And
Computers snap-in.

= Work with Microsoft Management Console.
= Launch administrative tools with alternate credentials, using Run As Administrator.

= Create, manage, and distribute a custom MMC.

Estimated lesson time: 35 minutes

Understanding the Microsoft Management Console

Windows administrative tools share a common framework called the Microsoft Management
Console (MMC). The MMC displays administrative tools, called snap-ins, in a customizable
window, with a left pane that displays the console tree (similar to the Windows Explorer tree)
and a center pane that displays details. An Action pane on the right exposes commands,
called actions by MMC. Figure 2-1 labels the components of the MMC.

In Figure 2-1, you can see the major components of the MMC, including the following:

m The console tree The left pane that displays the console tree; also called the scope pane
= The Show/Hide Console Tree toolbar button Turns the console tree pane on and off
®m Snap-ins Tools that provide administrative functionality

m The details pane Displays the details of the scope selected in the console tree

= The Action pane Displays commands that can be performed on the scope selected in
the console tree, or on the item or items selected in the details pane

m The Action menu Also displays commands that can be performed on the selected
scope or items

= The context menu (not shown) Appears when you right-click an item in the scope
or details pane; a third location from which actions can be initiated

m The Show/Hide Action Pane toolbar button Turns the Action pane on and off

Lesson 1: Working with Active Directory Snap-ins
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Show/Hide Show/Hide

console tree action pane
- Active Directory Users and Computers |
File  Action
¥ [= = = ] I
Bl {0XEB=BE baaTas
Snap—ln 7 Active Directory Users and Comput. | Mame [ Type | Description »| [ actions
L 1R, Fetty User Vice President, ManuFacturing o S i
2 Jacek Jslitta User vice President, Marketing
2 Jacek Maglinski User Operations WMare Actions 4
P aJ Jacek Myrcha User Operations Manager James Fine -
oy Clisnts 2, Jack Creasey User Finance Representative
| Computers 2, Jack 5. Richins User Marksting Mare: Actions '
=1 Domain Controllers 7 )
- aJ Jacky Chen User Manufacturing Representative
ForeignSecurityPrincipals 2 Jae B, Pak u a "
Graveyard $ ae 8. P ser perations
Groups %, Jaime Humberto Bastida...  User Finance
Humen Resources 2, 1ake Zukowski User Sales
Intelliem aJ James D, Kramer User Operations Representative
Kinsks Ja ine Finance Repre: ive
Mew Computers aJ James Hendergart User Manufacturing
=1 Hew Users 2, James R. Hamiton User Manufacturing Manager
= 2] People aJ James van Eakon User Marketing Representative
o Contractors aJ Jamie Reding User Research Director
o Employess aJ Jan Dryml User Vice President, Sales
51 Servers 2, 3an Miksorsk U Operati
| 5 o ser perations
o Users 2 3an Stoklass User Purchasing Representative =
< A 3
Console tree Details pane Action pane

FIGURE 2-1 An MMC and snap-in

To control the visibility of the left and right panes, use the Show/Hide Console Tree
and Show/Hide Action Pane buttons or the Customize command on the View menu.

Administrative tools—snap-ins—appear in the console tree. The details pane exposes
the administrative functionality of the selected snap-in. You can think of an MMC as
a tool belt to which you can attach one or more tools (snap-ins). Snap-ins cannot be
launched directly; they can function within the context of an MMC only. Most of the tools
in the Administrative Tools folder constitute a single console with a single snap-in. These
tools include Event Viewer, Services, and Task Scheduler. Other tools, such as Computer
Management, are consoles that contain multiple snap-ins, including some that exist as
stand-alone consoles. For example, the Computer Management console contains Event
Viewer, Services, and Task Scheduler.

As you are administering Windows with snap-ins, you are performing commands,
called actions by the MMC, that you can find in the console’s Action menu, on the
short-cut menu that appears when you right-click an item, and in the Action pane on
the right side of the console. Most experienced administrators find the context menu the
most productive way to perform actions in an MMC snap-in. If you use the context menu
exclusively, you can turn off the Action pane so that you have a larger area to display
information in the details pane.

There are two types of MMC: preconfigured and custom. Preconfigured consoles are
installed automatically when you add a role or feature, to support administration of that role
or feature. They function in user mode, so you cannot modify them or save them. The user,

Administering Active Directory Domain Services
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however, can create custom consoles to provide exactly the tools and functionality required.
The following sections examine both preconfigured and custom consoles.

Active Directory Administration Tools
Most Active Directory administration is performed with the following snap-ins and consoles:

m Active Directory Users And Computers Manage most common day-to-day resources,
including users, groups, computers, printers, and shared folders. This is likely the most
heavily used snap-in for an Active Directory administrator.

m Active Directory Sites And Services Manage replication, network topology,
and related services. You will use this snap-in heavily in Chapter 11, "Managing Sites
and Active Directory Replication.”

m Active Directory Domains And Trusts Configure and maintain trust relationships
and the domain and forest functional levels. This tool is discussed in Chapter 12,
“Managing Multiple Domains and Forests.”

m Active Directory Schema Examine and modify the definition of Active Directory attri-
butes and object classes. This schema is the “blueprint” for Active Directory. It is rarely
viewed and even more rarely changed. Therefore, the Active Directory Schema snap-in
is not installed by default.

Finding the Active Directory Administrative Tools

Active Directory snap-ins and consoles are installed when you add the AD DS role to a server.
Two commonly used Active Directory administrative tools are added to Server Manager when
you install the AD DS role: the Active Directory Users And Computers snap-in and the Active
Directory Sites And Services snap-in.

To administer Active Directory from a system that is not a domain controller, you must
install the Remote Server Administration Tools (RSAT). The RSAT is a feature that can be
installed from the Features node of Server Manager on Windows Server 2008 or Windows
Server 2008 R2.

The RSAT can also be installed on Windows clients including Windows Vista Service Pack 1
(or later) and Windows 7. Simply download the RSAT installation files from http://www
.microsoft.com/downloads and follow the Setup Wizard. After installation, you must also
turn on the tool or tools you want to have visible. Use the Turn Windows Features On Or Off
command in the Programs And Features application in Control Panel to do this.

Once installed and turned on, all Active Directory administrative consoles can be found
in the Administrative Tools folder, which itself is found in Control Panel. In the classic view of
Control Panel, you see the Administrative Tools folder displayed. In the Control Panel Home
view, administrative tools are found in System And Maintenance.

The Active Directory Schema snap-in must be registered before you can add it to
a console. The procedure for registering the snap-in is covered later in this lesson.

Lesson 1: Working with Active Directory Snap-ins
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Adding the Administrative Tools to Your Start Menu

By default, administrative tools are not added to the Start menu on Windows Vista
or Windows 7 clients. You can make the administrative tools easier to access by adding them
to your Start menu.

1. Right-click the Start button and click Properties.
2. Click Customize.

3. If you are using the default Start menu, scroll to System Administrative Tools
and select Display On The All Programs Menu And The Start Menu or Display On
The All Programs Menu. If you are using the Classic Start menu, select Display
Administrative Tools.

4. Click OK twice.

Creating a Custom Console with Active Directory Snap-ins

It's easier to administer Windows when the tools you need are in one place and can

be customized to meet your needs. This is achieved by creating a customized MMC
administrative console that contains the snap-ins you need to perform your administrative
tasks. When you create a customized MMC console, you can:

m  Add multiple snap-ins so that you do not have to switch between consoles to perform
your job tasks, and so that you must launch only one console to perform any of your
administrative tasks.

m Save the console so it can be used regularly.
m Distribute the console to other administrators.

m Save the console, and other consoles, to a shared location for unified, customized
administration.

To create a customized MMC console:
1. Click Start. Then, in the Start Search box, type mmc.exe and press ENTER.
2. Click the File menu, then click Add/Remove Snap-ins.

The Add/Remove Snap-ins dialog box allows you to add, remove, reorder, and manage
the console’s snap-ins.

After you have installed the RSAT, all four Active Directory management snap-ins are
installed; however, the Active Directory Schema snap-in does not appear in the Add/Remove
Snap-ins dialog box until after you have registered the snap-in.

To register Active Directory Schema:
1. Open Command Prompt with the Run As Administrator option.

2. Type regsvr32.exe schmmgmt.dll and press ENTER.
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PRACTICE IT

Exercise 1, “Create a Custom MMC"; Exercise 2, “Add a Snap-in to an MMC"; and Exercise 3,
“Manage the Snap-ins of an MMC,” in the practice at the end of this lesson guide you
through the skills needed to create a custom MMC with multiple snap-ins.

Running Administrative Tools with Alternate Credentials

Many administrators log on to their computer by using their administrative accounts. This
practice is dangerous, because an administrative account has more privileges and access to
more of the network than a standard user account does. Therefore, malware that is launched
with administrative credentials can cause significant damage. To avoid this problem, do not log
on as an administrator. Instead, log on as a standard user and use the Run As Administrator
feature to launch administrative tools in the security context of an administrative account:

1. Right-click the shortcut for an executable, Control Panel applet, or MMC console
that you want to launch, and then click Run As Administrator. If you do not see
the command, try holding down the Shift key and right-clicking.

The User Account Control dialog box appears.
2. Click Use Another Account.

3. Enter the user name and password of your administrative account, as shown in
Figure 2-2.

i@ User Account Control x|

Do you want to allow the Following program to make changes to this
/  computer?

Wetified publisher: Microsoft Windows
File arigin: Hard drive on this computer

@ Program name:  Microsoft Management Console

To continue, bype an administrator password, and then click Ves,

(Camm)
|' COMNTOSOVDanH

D

Damain: COMTOS0

j Show details

FIGURE 2-2 The User Account Control dialog box, prompting for administrative credentials

R

4. Click OK.
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TIP REDUCE THE STEPS NECESSARY TO RUN WITH ADMINISTRATIVE CREDENTIALS

If you will be running an application regularly as an administrator, create a new shortcut
that preconfigures Run As Administrator. Create a shortcut and open the Properties dialog
box for the shortcut. Click Advanced, and select Run As Administrator. When you launch
the shortcut, the User Account Control dialog box appears.

Windows 7 and Windows Server 2008 R2 have an additional method with which to
run administrative tools. Press and hold the Shift key and right-click the shortcut to an
administrative tool on the Start menu, and then click Run As Different User.

Saving and Distributing a Custom Console

If you plan to distribute a console, it is recommended that you save the console in user mode.
To change a console’s mode, choose Options on the File menu. By default, new consoles are
saved in author mode, which enables adding and removing snap-ins, viewing all portions of
the console tree, and saving customizations. User mode, by contrast, restricts the functionality
of the console so that it cannot be changed. Three types of user modes are described in

Table 2-1. User Mode — Full Access is commonly selected for a console provided to skilled
administrators with diverse job tasks requiring broad use of the console snap-ins. User

Mode — Limited Access (multiple window and single window) is a locked-down mode and is,
therefore, selected for a console provided to administrators with a more narrow set of job
tasks.

TABLE 2-1 MMC Console Modes

MODE USE WHEN
Author You want to continue customizing the console.
User Mode — Full Access You want users of the console to be able to navigate between

and use all snap-ins. Users cannot add or remove snap-ins or
change the properties of snap-ins or the console.

User Mode — Limited You want users to navigate to and use only the snap-ins that
Access, multiple window you have made visible in the console tree, and you want
to preconfigure multiple windows that focus on specific
snap-ins. Users cannot open new windows.

User Mode — Limited You want users to navigate to and use only the snap-ins that
Access, single window you have made visible in the console tree within a single
window.

After a console is no longer saved in author mode, you—the original author—can make
changes to the console by right-clicking the saved console and clicking Author.
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PRACTICE IT

Exercise 4, “Prepare a Console for Distribution to Users,” in the practice at the end of the
lesson guides you through saving a console in user mode so that it can be locked down for
deployment to other administrators.

Consoles are saved with the .msc file extension. The default location to which consoles
are saved is the Administrative Tools folder, but not the folder in Control Panel. Rather, they
are saved in the Start menu folder of your user profile: %userprofile%\AppData\Roaming\
Microsoft\Windows\StartMenu.

This location is problematic, because it is secured with permissions so that only your user
account has access to the console. The best practice is to log on to your computer with an
account that is not privileged and then run administrative tools, such as your custom console
with alternate credentials that have sufficient privileges to perform administrative tasks.
Because two accounts will be involved, saving the console to the Start menu subfolder of one
account’s user profile means additional navigation, at a minimum, and access-denied errors in
a worst-case scenario.

Save your consoles to a location that can be accessed by both your user and your
administrative credentials. It is recommended that you save consoles to a shared folder on
the network so that you can access your tools when you are logged on to other computers.
Optionally, the folder can be made accessible by other administrators to create a centralized
store of customized consoles. You can also save consoles to a portable device such as a USB
drive, or you can even send a console as an email attachment.

It is important to remember that consoles are basically a set of instructions that are
interpreted by Mmc.exe—instructions that specify which snap-ins to add and which
computers to manage with those snap-ins. Consoles do not contain the snap-ins themselves.
Therefore, a console will not function properly if the snap-ins it contains have not been
installed; be sure you have installed appropriate snap-ins from the RSAT on systems on which
you will use the console.

( Quick Check

m Describe the difference between a console saved in user mode and a console
saved in author mode.

Quick Check Answer

m  Author mode allows users to add and remove snap-ins and thoroughly customize
the console. User mode prevents users from making changes to the console.
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Creating and Managing a Custom MMC

In this practice, you create a custom MMC. You add, remove, and reorder snap-ins, and then
prepare the console for distribution to other administrators.

EXERCISE 1 Create a Custom MMC

In this exercise, you create a custom MMC with the Active Directory Users And Computers,
Active Directory Schema, and Computer Management snap-ins. These tools are useful for
administering Active Directory and domain controllers.

1.
2.

Log on to SERVERO1 as Administrator.
Click the Start button and, in the Start Search box, type mmec.exe and press Enter.

An empty MMC appears. By default, the new console window is not maximized within
the MMC. Maximize it to take advantage of the application’s full size.

On the File menu, click Add/Remove Snap-in.

The Add Or Remove Snap-ins dialog box, shown in Figure 2-3, appears.

Add or Remove Snap-ins [ %]

“ou can select snap-ins For this console From those available on your computer and configure the selected set of snap-ins. For
extensible snap-ins, you can configure which extensions are enabled,

Available snap-ins: Selected snap-ins:

Snap-in | Vendar | - [ Cansole Raot Edit Extensions. .. |

%Active Ditectary Do, Microsoft Car

: Active Directory Users and Corm
[l Active Directory Site... Microsaft Cor... Remaove |

. Active Direchory Use... Microsoft Cor,.,

;_"Activex Contral Microsoft Cor,,, | Move Up |
2 ADsI Edit

Microsoft Cor...
Authnrizatinn Manager Microsoft Cor. . [Mave Down |
ﬂCertiFicatas Microsoft Car. ..
R Component Services Microsoft Cor, .
%Computer Managem... Microsaft Cor...

%Device Manager Microsoft Car, .
=7 Disk. Management Microsoft and...
_:1 DMS Microsoft Cor, .
{2l Event viewer Microsoft Car, .
 Folder Microsoft Cor. . j 4 I I _’I BhEREEE
Descripkion:

Active Directory Users and Computers allows management of users, graups, organizational units, and all ather AD DS objects.

Ok | Cancel |

FIGURE 2-3 The Add Or Remove Snap-ins dialog box

If you do not see the snap-ins listed that you want, be sure you've installed the RSAT.

In the Add Or Remove Snap-ins dialog box, select Active Directory Users And
Computers from the Available Snap-ins list.

Click Add to add the snap-in to the Selected Snap-ins list.

Notice that the Active Directory Schema snap-in is not available to add. The Active
Directory Schema snap-in is installed with the Active Directory Domain Services role
with the RSAT, but it is not registered, so it does not appear.
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6.
7.
8.

9.
10.

11.
12.

13.

14.
15.

Click OK to close the Add Or Remove Snap-ins dialog box.
Click the Start button. In the Start Search box, type cmd.exe.

Open Command Prompt using the Run As Administrator option, and then type
regsvr32.exe schmmgmt.dil.

This command registers the dynamic link library (DLL) for the Active Directory Schema
snap-in. This is necessary to do one time on a system before you can add the snap-in
to a console.

A prompt appears that indicates successful registration. Click OK.

Return to your custom MMC and repeat steps 2-6 to add the Active Directory Schema
snap-in.

On the File menu, click Add/Remove Snap-in.

In the Add Or Remove Snap-ins dialog box, select Computer Management from
the Available Snap-ins list.

Click Add to add the snap-in to the Selected Snap-ins list.

When a snap-in supports remote administration, you are prompted to select
the computer you wish to manage, as shown in Figure 2-4.

Computer Management - il

Select the computer you want thiz snap-in to manage.

Thiz gnap-in will akways manage:

€ Local computer: [the computer this consale iz wnning on)

¢ Another compLiter: ISEF!VEF!DT Browse... |

I Allow the selected computer to be changed when launching from the command line. This
only applies if you save the console.

< Back Finish Cancel |

FIGURE 2-4 Selecting the computer to be managed by a snap-in

e To manage the computer on which the console is running, select Local Computer.
This does not refer solely to the computer on which you are creating the console.
If you launch the console from another computer, the console will manage that
computer.

e To specify a single computer that the snap-in should manage, select Another
Computer. Then enter the computer’s name or click Browse to select the computer.

Click Another Computer and type SERVERO1 as the computer name.
Click Finish.
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16.
17.

18.

Click OK to close the Add Or Remove Snap-ins dialog box.

On the File menu, click Save. Save the console to your desktop with the name
MyConsole.msc.

Close the console.

EXERCISE 2 Add a Snap-in to an MMC

In this exercise, you add Event Viewer to the console you created in Exercise 1. Event Viewer is
useful for monitoring activity on domain controllers.

1.

5
6
7.
8

Open MyConsole.msc.

If you did not save the console to your desktop in Exercise 1, and instead saved the
console to the default location, you will find it in the Start\All Programs\Administrative
Tools folder.

On the File menu, click Add/Remove Snap-in.

In the Add Or Remove Snap-ins dialog box, select Event Viewer from the Available
Snap-ins list.

Click Add to add the snap-in to the Selected Snap-ins list.

You are prompted to select a computer to manage.

Click Another Computer and type SERVERO1 as the computer name.
Click OK.

Click OK to close the Add Or Remove Snap-ins dialog box.

Save and close the console.

EXERCISE 3 Manage the Snap-ins of an MMC

In this exercise, you change the order of snap-ins and delete a snap-in. You also learn about
extension snap-ins.

Open MyConsole.msc.

On the File menu, click Add/Remove Snap-in.

In the list of Selected snap-ins, select Event Viewer.

Click Move Up.

Select Active Directory Schema.

Click Remove.

In the list of Selected snap-ins, select Computer Management.
Click Edit Extensions.

Extensions are snap-ins that exist within another snap-in to provide additional
functionality. The Computer Management snap-in has many familiar snap-ins as
extensions, each of which you can enable or disable.

Click Enable Only Selected Extensions.
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10.

11.
12.
13.

Deselect Event Viewer. You have already added Event Viewer as a stand-alone snap-in
for the console.

Click OK to close the Extensions For Computer Management dialog box.
Click OK to close the Add Or Remove Snap-in dialog box.

Save and close the console.

EXERCISE 4 Prepare a Console for Distribution to Users

In this exercise, you save your console in user mode so that users cannot add, remove,
or modify snap-ins. Keep in mind that MMC users are typically administrators themselves.

1.
2.

Open MyConsole.msc.

On the File menu, click Options.

In the Console Mode drop-down list, select User Mode — Full Access.

Click OK.

Save and close the console.

Open the console by double-clicking it.

Click the File menu. Note that there is no Add/Remove Snap-in command.

Close the console.

Right-click the console and click Author.

Click the File menu. In author mode, the Add/Remove Snap-in command appears.

Close the console.

Lesson Summary

Windows administrative tools are snap-ins that can be added to an MMC. Active
Directory Users And Computers and other Active Directory management snap-ins
are also added to Server Manager and are contained in preconfigured consoles in
the Administrative Tools folder.

Administrators should not log on to their computers with administrative credentials.
Instead, they should use a standard user account for logon and launch administrative
tools by using the Run As Administrator command.

Create a custom MMC that contains all the snap-ins you require to perform your job
tasks. Such a console can be saved to a location where you, and possibly other admin-
istrators, can access it and launch it with administrative credentials. Ideally, this should
be the only tool you need to run as administrator if it is fully customized to your needs.

It is recommended that you save a console in user mode so that changes cannot be
made to the console or its snap-ins.

Consoles require that the appropriate administrative tools be installed. Otherwise,
console snap-ins will not function properly.
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Lesson Review

You can use the following question to test your knowledge of the information in Lesson 1,
"Working with Active Directory Snap-ins.” The question is also available on the companion CD
if you prefer to review it in electronic form.

NOTE ANSWERS

Answers to these questions and explanations of why each answer choice is right or wrong
are located in the “Answers” section at the end of the book.

1.

You are a support professional for Contoso, Ltd. The domain’s administrators have
distributed a custom console with the Active Directory Users And Computers snap-in.
When you open the console and attempt to reset a user’s password, you receive Access
Denied errors. You are certain that you have been delegated permission to reset
passwords for users. What is the best solution?

A. Close the custom console and open Server Manager. Use the Active Directory
Users And Computers snap-in in Server Manager.

B. Close the custom console and open Command Prompt. Type dsa.msc.

C. Close the custom console, and right-click the console, and then click Run As
Administrator. Type the credentials for your secondary administrative account.

D. Close the custom console, and then open Command Prompt. Use the DSMOD
USER command with the -p switch to change the user’s password.
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Lesson 2: Creating Objects in Active Directory

Active Directory is a directory service, and it is the role of a directory service to maintain
information about enterprise resources, including users, groups, and computers. Resources
are divided into OUs to facilitate manageability and visibility—that is, they can make it easier
to find objects. In this lesson, you learn how to create OUs, users, groups, and computers. You
also learn important skills to help you locate and find objects when you need them.

If you are experienced with Active Directory, you can review the first few sections in this
lesson quickly, but you might want to pay particular attention to the later sections, beginning
with “Finding Objects in Active Directory,” because they will help you make better use of
Active Directory tools.

The practice exercises at the end of this lesson are important for you to complete, because
they create some of the objects that will be used in future practices.

After this lesson, you will be able to:
= Create users, groups, computers, and organizational units.
= Disable protection to delete an organizational unit.

= Customize and take advantage of views and features of the Active Directory
Users And Computers snap-in to work effectively with objects in the directory.

= Create saved queries to provide rule-based views of objects in the directory.

Estimated lesson time: 45 minutes

Creating an Organizational Unit

Organizational units (OUs) are administrative containers within Active Directory that are
used to collect objects that share common requirements for administration, configuration,
or visibility. What this means will become more clear as you learn more about OU design and
management. For now, just understand that OUs provide an administrative hierarchy similar
to the folder hierarchy of a disk drive: OUs create collections of objects that belong together
for administration. The term administration is emphasized here because OUs are not used to
assign permissions to resources—that is what groups are for. Users are placed into groups
that are given permission to resources. OUs are administrative containers within which those
users and groups can be managed by administrators.

To create an organizational unit:
1. Open the Active Directory Users And Computers snap-in.

2. Right-click the Domain node or the OU node in which you want to add the new OU,
point to New, and then click Organizational Unit.

3. Type the name of the organizational unit.
Be sure to follow the naming conventions of your organization.
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4.

7.

Select Protect Container From Accidental Deletion.

You'll learn more about this option later in this section.

Click OK.

OUs have other properties that can be useful to configure. These properties can be set
after the object has been created.

Right-click the OU and click Properties.

Follow the naming conventions and other standards and processes of your
organization.

You can use the Description field to explain the purpose of an OU.

If an OU represents a physical location, such as an office, the OU’s address properties
can be useful.

You can use the Managed By tab to link to the user or group that is responsible for
the OU. Click the Change button under the Name box. You'll learn about the Select
Users, Contacts, Or Groups dialog box later in this lesson. The remaining contact
information on the Managed By tab is populated from the account specified in the
Name box. The Managed By tab is used solely for contact information—the specified
user or group does not gain any permissions or access to the OU.

Click OK.

Windows Server 2008 introduced a new option when creating an OU: Protect Container
From Accidental Deletion. This option adds a safety switch to the OU so that it cannot
be accidentally deleted. Two permissions are added to the OU: Everyone::Deny::Delete
and Everyone:Deny::Delete Subtree. No user, not even an administrator, will be able to
delete the OU and its contents accidentally. It is highly recommended that you enable this
protection for all new OUs.

If you want to delete the OU, you must first turn off the safety switch. To delete a
protected OU, follow these steps:

1.

In the Active Directory Users And Computers snap-in, click the View menu and select
Advanced Features.

Right-click the OU and click Properties.

Click the Object tab.

If you do not see the Object tab, you did not enable Advanced Features in step 1.
Clear the check box labeled Protect Object From Accidental Deletion.

Click OK.

Right-click the OU and click Delete.

You are prompted to confirm that you want to delete the OU. Click Yes.

If the OU contains any other objects, you are prompted by the Confirm Subtree
Deletion dialog box to confirm that you want to delete the OU and all the objects it
contains. Click Yes.
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¥ Quick Check

m You attempt to delete an OU and receive an insufficient privileges error. You are
logged on as a member of Domain Admins, so you are certain you should have
permission to delete an OU. What is happening, and what must you change to
delete the OU?

Quick Check Answer

m The OU is protected from accidental deletion. You must deselect the option to
protect the object from accidental deletion. The option is located on the Object
tab of the OU’s Properties dialog box, which is accessible only when Advanced
Features is enabled.

Creating a User Object

To create a new user in Active Directory, perform the following steps. Be certain to follow
the naming conventions and processes specified by your organization.

1.
2.

Open the Active Directory Users And Computers snap-in.

In the console tree, expand the node that represents your domain (for instance,
contoso.com) and navigate to the OU or container (for example, Users) in which you
want to create the user account.

Right-click the OU or container, point to New, and then click User.
The New Object — User dialog box appears, as shown in Figure 2-5.
In First Name, type the user's first name.

In Initials, type the user's middle initial(s).

Note that this property is, in fact, meant for the initials of a user’s middle name,
not the initials of the user’s first and last name.

In Last Name, type the user’s last name.

The Full Name field is populated automatically. Make modifications to it if necessary.
The Full Name field is used to create several attributes of a user object, most notably
the common name (CN), and to display name properties. The CN of a user is the name
displayed in the details pane of the snap-in. It must be unique within the container

or OU. Therefore, if you are creating a user object for a person with the same name

as an existing user in the same OU or container, you must enter a unique name in
the Full Name field.

In User Logon Name, type the name that the user will log on with and, from the
drop-down list, select the user principle name (UPN) suffix that will be appended to
the user logon name following the @ symbol.
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10.
11.
12.

13.

New Dbject - User

e Create in:.  contoso.com/People/Emplayess
Lr# ]
First name: I.James Initials:
Last name: IFine
Full name: IJames Fine

User logon name:;
Iif\na I@contoso.com j

Uszer lagan name [pre-Windaws 2000):
|conTosD: ffine

< Back Cancel

FIGURE 2-5 The New Object — User dialog box

User names in Active Directory can contain some special characters (including periods,
hyphens, and apostrophes), which allows you to generate accurate user names such as
O’'Hara and Smith-Bates. However, certain applications can have other restrictions, so
it is recommended that you use only standard letters and numerals until you have fully
tested the applications in your enterprise for compatibility with special characters in
logon names.

You can manage the list of available UPN suffixes by using the Active Directory
Domains And Trusts snap-in. Right-click the root of the snap-in, Active Directory
Domains And Trusts, choose Properties, and then use the UPN Suffixes tab to add

or remove suffixes. The DNS name of your Active Directory domain will always be
available, because a suffix and cannot be removed.

In the User logon name (Pre-Windows 2000) box of the Active Directory Users And
Computers snap-in, enter the pre-Windows 2000 logon name, often called the
downlevel logon name.

In Chapter 3, “Administering User Accounts,” you will learn about the two different
logon names.

Click Next.
Enter an initial password for the user in the Password and Confirm Password boxes.
Select the User Must Change Password At Next Logon check box.

It is recommended that you always select this option so that the user can create a new
password unknown to the IT staff. Appropriate support staff members can always reset
the user’s password at a future date if they need to log on as the user or access the
user’s resources. However, only users should know their passwords on a day-to-day
basis.

Click Next.
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14.

15.
16.

17.

Review the summary and click Finish.

The New Object — User interface allows you to configure a limited number of
account-related properties such as name and password settings. However, a user
object in Active Directory supports dozens of additional properties. These can be
configured after the object has been created.

Right-click the user object that you created and click Properties.
Configure user properties.
Be certain to follow the naming conventions and other standards of your organization.

You will learn more about many of the user properties in Chapters 3 and 8, “Improving
the Security of Authentication in an AD DS Domain.”

Click OK.

Creating a Group Object

Groups are an important class of object because they are used to collect users, computers,
and other groups to create a single point of management. The most straightforward and
common use of a group is to grant permissions to a shared folder. If a group has read access
to a folder, for example, any of the group’s members can read the folder. You do not have to
grant read access directly to each individual member; you can manage access to the folder
simply by adding and removing members of the group.

To create a group:

1.
2.

Open the Active Directory Users And Computers snap-in.

In the console tree, expand the node that represents your domain (for instance,
contoso.com) and navigate to the OU or container (such as Users) in which you want
to create the group.

Right-click the OU or container, point to New, and then click Group.
The New Object — Group dialog box appears, as shown in Figure 2-6.
Type the name of the new group in the Group Name box.

Most organizations have naming conventions that specify how group names should
be created. Be sure to follow the guidelines of your organization.

By default, the name you type is also entered as the pre-Windows 2000 name of
the new group. It is very highly recommended that you keep the two names the same.

Do not change the name in the Group Name (Pre-Windows 2000) box.
Choose the Group type.

m A Security group can be given permissions to resources. It can also be configured
as an email distribution list.

m A Distribution group is an email-enabled group that cannot be given permissions to
resources and is, therefore, used only when a group is an email distribution list that
has no possible requirement for access to resources.

Lesson 2: Creating Objects in Active Directory

www.it-ebooks.info

53


http://www.it-ebooks.info/

54

10.

New Dbject - Group

% Createin:  contosa.comfiGraups

Group narne:

I Finance

Group name {pre-Wwindows 2000):

I Finance

Groupscope —— | [ Grouptype

£~ Domain local % Security
& Global " Distribution
" Universal

S T

FIGURE 2-6 The New Object — Group dialog box

Select the Group Scope.

m A Global group is used to identify users based on criteria such as job function,
location, and so on.

m A Domain Local group is used to collect users and groups who share similar
resource access needs, such as all users who need to be able to modify a project
report.

m A Universal group is used to collect users and groups from multiple domains.
Group scope is discussed in more detail in Chapter 4, “Managing Groups.”

Note that if the domain in which you are creating the group object is at a mixed or
interim domain functional level, you can select only Domain Local or Global scopes for
security groups. Domain functional levels will be discussed in Chapter 12.

Click OK.

Group objects have several properties that are useful to configure. These can be
specified after the object has been created.

Right-click the group and click Properties.
Configure the properties of the group.
Be sure to follow the naming conventions and other standards of your organization.

The group’s Members and Member Of tabs specify who belongs to the group and
what groups the group itself belongs to. Group membership is discussed in Chapter 4.

The group’s Description field, because it is easily visible in the details pane of the Active
Directory Users And Computers snap-in, is a good place to summarize the purpose of
the group and the contact information for individuals responsible for deciding who is
and is not a member of the group.

The group's Notes field can be used to provide more detail about the group.
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11.

The Managed By tab can be used to link to the user or group that is responsible for
the group. Click Change under the Name box. To search for a group, you must first
click Object Types and select Groups. The Select User, Contact, Or Group dialog box is
discussed later in this lesson.

The remaining contact information on the Managed By tab is populated from the
account specified in the Name box. The Managed By tab is typically used for contact
information so that if a user wants to join the group, you can decide who in the
business should be contacted to authorize the new member. However, if you select
the Manager Can Update Membership List option, the account specified in the Name
box is given permission to add and remove members of the group. This is one method
for delegating administrative control over the group. Other delegation options are
discussed in Lesson 3.

Click OK.

Creating a Computer Object

Computers are represented as accounts and objects in Active Directory, just as users are. In
fact, behind the scenes, a computer logs on to the domain just as a user does. The computer
has a user name—the computer’s name with a dollar sign appended (for instance,
DESKTOP101$)—and a password that is established when you join the computer to the
domain. The password is changed automatically every 30 days or so thereafter. To create

a computer object in Active Directory:

1.
2.

Open the Active Directory Users And Computers snap-in.

In the console tree, expand the node that represents your domain (such as contoso.
com) and navigate to the OU or container (for instance, Users) in which you want to
create the computer.

Right-click the OU or container, point to New, and then click Computer.

The New Object — Computer dialog box appears, as shown in Figure 2-7.

In the Computer Name box, type the computer’s name.

Your entry automatically populates the Computer Name (Pre-Windows 2000) box.
Do not change the name in the Computer Name (Pre-Windows 2000) box.

The account specified in the User Or Group field will be able to join the computer to
the domain. The default value is Domain Admins. Click Change to select another group
or user.

Generally, you will select a group that represents your deployment, desktop support,
or help desk team. You can also select the user to whom the computer is assigned.
You will explore the issues related to joining the computer to the domain in Chapter 5,
“Configuring Computer Accounts.”
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7.

10.

11.

Do not select the check box labeled Assign This Computer Account As A Pre-Windows
2000 Computer unless the account is for a computer running Microsoft
Windows NT 4.0.

New Object - Computer

. h Createin:  contoso.comfComputers

Computer name:
| DESKTOP101

Computer name {pre-windows 2000):
| DESKTOPL01

The following user or group can join this computer to a domain.

User or group:

I Default: Domain Admins Change. .. |

r Assign khis computer account as a pre-Windows 2000 computer

Cancel | Help |

FIGURE 2-7 The New Object — Computer dialog box

Click OK.

Computer objects have several properties that are useful to configure. These can be
specified after the object has been created.

Right-click the computer and click Properties.
Enter the properties for the computer.
Be sure to follow the naming conventions and other standards of your organization.

The computer’s Description field can be used to indicate who the computer is assigned
to, its role (for instance, a training-room computer), or other descriptive information.
Because Description is visible in the details pane of the Active Directory Users And
Computers snap-in, it is a good place to store the information you find most useful to
know about a computer.

Several properties describe the computer, including DNS Name, DC Type, Site,
Operating System Name, Version, and Service Pack. These properties are populated
automatically when the computer joins the domain.

The Managed By tab can be used to link to the user or group responsible for the
computer. Click Change under the Name box. The Select Users, Contacts, Or Groups
dialog box is discussed later in this lesson. The remaining contact information on

the Managed By tab is populated from the account specified in the Name box.

The Managed By tab is typically used for contact information. Some organizations
use the tab to indicate the support team (group) responsible for the computer. Others
use the information to track the user to whom the computer is assigned.

Click OK.
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Finding Objects in Active Directory

You have learned how to create objects in Active Directory, but as your Active Directory
becomes populated with user, group, computer, and other objects, it may become difficult
to find a specific object or objects that you want to modify. You will need to locate objects in
Active Directory on many occasions:

m  Granting permissions When you configure permissions for a file or folder, you must
select the group (or user) to which permissions should be assigned.

m Adding members to groups A group’s membership can consist of users, comput-
ers, groups, or any combination of the three. When you add an object as a member of
a group, you must select the object.

m Creating links Linked properties are properties of one object that refer to another
object. Group membership is, in fact, a linked property. Other linked properties, such
as the Managed By setting discussed earlier, are also links. When you specify the Man-
aged By name, you must select the appropriate user or group.

m Looking up an object You can search for any object in your Active Directory domain.

Many other situations involve searching Active Directory, and you will encounter several
user interfaces. In this section, you learn some techniques for working with each.

Using the Select Users, Contacts, Computers, Or Groups Dialog Box

When you add a member to a group, assign a permission, or create a linked property, you
are presented with the Select Users, Contacts, Computers, Or Groups dialog box shown in
Figure 2-8. This dialog box is referred to as the Select dialog box throughout this training kit.
To see an example, open the properties of a group object, click the Members tab, and then
click the Add button.

Select Users, Contacts, Computers, or Groups ﬂ E

Select this object type:

IUsers, Groups, or Other objects Object Types... |

Fram thiz location:

Icontoso.com Locations |

Enter the object names to select [examples]:

fiine;dan Check Names |

Cancel

Advanced... |

FIGURE 2-8 The Select Users, Contacts, Computers, Or Groups dialog box

4

If you know the names of the objects you need, you can type them directly into the
Enter The Object Names To Select text box. Multiple names can be entered, separated by
semicolons, as shown in Figure 2-8. When you click OK, Windows looks up each item in the list,
converts it into a link to the object, and then closes the dialog box. The Check Names button
also converts each name to a link but leaves the dialog box open, as shown in Figure 2-9.
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Select Users, Contacts, Computers, or Groups nm

Select thiz object type:

IUsers, Groups, ar Other objects Object Types...

Fromn this location:

Iconloso.com Locations...

Enter the object names to select [examples]:

James Fine (678222357 Eeontoso.com]; Check Names
Daniel P. T aylor [F7AE80083GEcontosn, com

Advanced... | Cancel
4

FIGURE 2-9 Names resolved to links using the Check Names button

You do not need to enter the full name; you can enter either the user’s first or last name,
or even just part of the first or last name. For example, Figure 2-8 shows the names jfine and
dan. When you click OK or Check Names, Windows attempts to convert your partial name
to the correct object. If there is only one matching object, such as the logon name jfine, the
name is resolved as shown in Figure 2-9. If there are multiple matches, such as the name Dan,
the Multiple Names Found box, shown in Figure 2-10, appears. Select the correct name or
names and click OK. The selected name appears as shown in Figure 2-9.

Multiple Names Found HE

tare than ane object matched the name "dan". Select one ar mare names
fram thiz list, or, reenter the name.

Matching names:

Mame [ROM] | Lagon Mame [pr | E-bail Addresz | Descrption | In Folder |:|
j_,_Dan wilzon B30087271 dani@contoso.c..  Sales contoso.com/Pe..

i, D ana Birkby BEE3ES523 dana@contoso...  Research contoso. com/Pe..

?_, Daniel Brunner  B26418335 danigl@contoso....  Finance Manager  contoso.com/Pe..

?_, Daniel Durer BOBSE4243 daniel@contoso....  Marketing Director  contoso.com/Pe..

?) Daniel Goldsc... 645921433 daniel@contoso....  Legal Manager contoso.com/Pe..

3_, Déaniel Koczka 692878783 daniel@contoso. Marketing Mana...  contoso.com/Pe..

‘ Daniel P. Taylor an *Lrchasi BN COF ‘Pe..

?_, Daniel Shimsh... 625106306 danieli@contozo Purchasing Repr contozo com/Fe

_3_, D aniel Weisman  B23407040 daniel@contozo....  Research Repre...  contoso.com/Pe..

g, Daniela Guaita 625114271 daniglai@contos..  Sales contoso. com/Pe.. ;I

Cancel |

FIGURE 2-10 The Multiple Names Found dialog box

By default, the Select dialog box searches the entire domain. If you are getting too many
results and want to narrow down the scope of your search, or if you need to search another
domain or the local users and groups on a domain member, click Locations.

Additionally, the Select dialog box, despite its full name—Select Users, Contacts,
Computers, Or Groups—rarely searches all four object types. When you add members to
a group, for example, computers are not searched by default. If you enter a computer name,
it will not be resolved correctly. Click Object Types, use the Object Types dialog box shown in
Figure 2-11 to select the correct types, and then click OK.
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Object Types [2]x]

Select the twpes of objects pou want ta find

Object wpes:

: Other objects
O 2 contacts

31 Groups
?_, Users

Cancel |

FIGURE 2-11 The Object Types dialog box

If you are having trouble locating the objects you want, click Advanced in the Select
dialog box. The advanced view, shown in Figure 2-12, allows you to search both name
and description fields as well as disabled accounts, non-expiring passwords, and stale
accounts that have not logged on for a specific period of time.

Select Users, Contacts, Computers, or Groups ﬂ ﬂ

Select this object type:

ILIsErs Object Types... |

Fram this loczation:

Icunlusu.cum Locations... |

Common (ueries |

Mame: Is[a[[s with | I Columis... |
D escription: IStarts with j I Find Mow |
™ Disabled accounts Stop |

™ Non expiiing password

=
D ays since last lagon: I Vl ?c)

ok | Cancel |
Search results:

Mame (RDN) | Description | In Folder [ E-Mail Address |

FIGURE 2-12 The advanced view of the Select dialog box

Some of the fields on the Common Queries tab might be disabled, depending on the object
type you are searching. Click Object Types to specify exactly the type of object you want.

Controlling the View of Objects in the Active Directory Users And
Computers Snap-in

The details pane of the Active Directory Users And Computers snap-in can be customized to
help you work effectively with the objects in your directory. Use the Add/Remove Columns
command on the View menu to add columns to the details pane. Not every attribute is
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available to display as a column, but you are certain to find columns that are useful to display,
such as User Logon Name. You might also find that some columns are unnecessary. If your
OUs have only one type of object (user or computer, for example), the Type column may not
be helpful.

When a column is visible, you can change the order of columns by dragging the column
headings to the left or right. You can also sort the view in the details pane by clicking the
column: the first click sorts in ascending order, the second in descending order, just like
Windows Explorer. A common customization is to add the Last Name column to a view of users
so that they can be sorted by last name. It is generally easier to find users by last name than by
the Name column, which is the common name (CN) and is generally first name - last name.

To add the Last Name column to the details pane:
1. On the View menu, click Add/Remove Columns.
2. Inthe Available Columns list, click Last Name.

3. Click Add.

4. In the Displayed Columns list, click Last Name and click Move Up twice.

5. In the Displayed Columns list, click Type and click Remove.

6. Click OK.

7. In the details pane, click the Last Name column header to sort alphabetically by
last name.

Using the Find Commands

Windows systems also provide the Active Directory query tool, called the Find box by many
administrators. One way to launch the Find box is to click the Find Objects In Active Directory
Domain Services button on the toolbar in the Active Directory Users And Computers snap-in.
The button and the resulting Find box are shown in Figure 2-13.

. - e b
e [ HF0Eo=HR L e S vEle——m
T Active Directory Users and Comput [ Mame [ Type: [ Description
%] Saved Queries 51 Adrins -
] contoso,com | Buitin B® Find Users, Contacts, and Groups [_TO[ %]
= Admins = cients Fle Edt View Help
| Buitin Computers :
51 Clients e | Find: [Users, Contscts and Groups x| n: [ ortoso com ] Browse.
| Computers -
51 Domain Controlers = Zi:'gzse“ Users, Contacts. and Groups | Advanced |
| ForegnsenurityPrindpals | = 1O
2] croups SlrmanRese e I
] Human Resources = Intelism Siop
Inteliem 1 Kiosks Description: |
| Kiosks 1 Mew Compul Clear Al
2] Mew Computers 2 Mew Users
Mew Users 51 Paople ?; =
Pecple 51 Servers e
5] Servers 7 Users
7 Users

FIGURE 2-13 The Find box

Use the Find drop-down list to specify the types of objects you want to query, or select
Common Queries or Custom Search. The In drop-down list specifies the scope of the search.
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It is recommended that, whenever possible, you narrow the scope of the search to avoid
the performance impacts of a large, domain-wide search. Together, the Find and the In lists
define the scope of the search.

Next, configure the search criteria. Commonly used fields are available as criteria based
on the type of query you are performing. When you have specified your search scope
and criteria, click Find Now. In the results list, you can right-click any item and choose
administrative commands such as Move, Delete, and Properties.

For the most complete, advanced control over the query, choose Custom Search in
the Find drop-down list. If you choose Custom Search and then click the Advanced tab, you
can build powerful LDAP queries. For example, the query OU=*main* searches for any OU
with a name that contains main and would return the Domain Controllers OU. Without the
custom search, you can search based on the text at the beginning of the name only; the
custom search with wildcards enables you to build a “contains” search.

The Find box also appears in other Windows locations, including the Add Printer
Wizard when locating a network printer. The Network folder also has a Search Active
Directory button. You can add a custom shortcut, perhaps to your Start menu or desktop,
to make searches even more accessible. The target of the shortcut should be rundll32
dsquery,OpenQueryWindow.

Determining Where an Object Is Located

Sometimes you want to find an object by using the Find command, because you don't
actually know where the object is.

To determine where an object is located:
1. On the View menu, click Advanced Features.

2. Click the Find Objects In Active Directory Domain Services toolbar button, and then
perform a search for the object.

3. Right-click the object, click Properties, and then click the Object tab.

4. The Canonical Name Of Object shows you the path to the object, starting at
the domain.

Alternately, in the Find dialog box, you can display the Published At column:
1. Inthe Find dialog box, click View, and then click Choose Columns.

2. In the Columns Available list, click Published At, and then click Add.

3. Click OK.

Using Saved Queries

Windows Server 2003 introduced the Saved Queries node of the Active Directory Users And
Computers snap-in. This powerful function helps you create rule-driven views of your domain,
displaying objects across one or more OUs.
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To create a saved query:
1. Open the Active Directory Users And Computers snap-in.

Saved Queries is not available in the Active Directory Users And Computers
snap-in that is part of Server Manager. You must use the Active Directory Users And
Computers console or a custom console with the snap-in.

Right-click Saved Queries, point to New, and then click Query.
Enter a name for the query.

Optionally, enter a description.

ik wN

Click Browse to locate the root for the query.

The search is limited to the domain or OU that you select. It is recommended that you
narrow your search as much as possible to improve search performance.

6. Click Define Query to define your query.
7. Inthe Find dialog box, click the tab for the type of object you want to query.

The tabs in the dialog box and the input controls on each tab change to provide
options that are appropriate for the selected query.

8. Configure the criteria for your query.
9. Click OK.

After your query is created, it is saved within the instance of the Active Directory Users
And Computers snap-in. So if you open the Active Directory Users And Computers console
(dsa.msc), your query will be available the next time you open the console. If you created the
saved query in a custom console, it will be available in that custom console. To transfer saved
queries to other consoles or users, you can export the saved query as an XML file and then
import it to the target snap-in.

The view of the saved query in the details pane can be customized, as described earlier,
with specific columns and sorting. A very important benefit of saved queries is that the
customized view is specific to each saved query. When you add the Last Name column to
the normal view of an OU, the Last Name column is actually added to the view of every OU,
so you see an empty Last Name column even for an OU of computers or groups. With saved
queries, you can add the Last Name column to a query for user objects and other columns for
other saved queries.

Saved queries are a powerful way to virtualize the view of your directory and monitor for
issues such as disabled or locked accounts. Learning to create and manage saved queries is
a worthwhile use of your time.

MORE INFO SAVED QUERIES

The following article is highly recommended for details and examples of saved queries:
http://www.petri.co.il/saved_queries_in_windows_2003_dsa.htm.
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Understanding DNs, RDNs, and CNs

Distinguished names (DNs) are a kind of path to an object in Active Directory. Each object
in Active Directory has a completely unique DN. The user James Fine has the DN CN=James
Fine,OU=User Accounts,DC=contoso,DC=com.

You can see what is happening: the DN is a path, starting at the object and working up
to the top level domain in the contoso.com DNS namespace. CN means common name. You
learned about this property earlier: When you create a user, the Full Name box is used to
create the CN of the user object. As you know, OU means organizational unit. And DC means
domain component.

The portion of the DN prior to the first OU or container is called the relative distinguished
name, or RDN. In the case of James Fine, the RDN of the object is CN=James Fine. Not every
RDN is a CN. The DN of the User Accounts OU is OU=User Accounts,DC=contoso,DC=com.
The RDN of the User Accounts OU is, therefore, OU=User Accounts.

Because the DN of an object must be unique within the directory service, the RDN of an
object must be unique within its container. That's why if you hire a second James Fine, and if
both user objects need to be in the same OU, you will have to give that user a different CN.
The same logic applies to files in a folder: you cannot have two files with identical names in
a single folder.

You will encounter DNs regularly as you work with Active Directory, just as you encounter
file paths regularly if you work with files and folders. It's very important to be able to read
them and interpret them.

Finding Objects by Using Dsquery

Windows provides command-line utilities that perform functionality similar to that of user
interface tools, such as the Active Directory Users And Computers snap-in. Many of those
commands begin with the letters DS, so they are often referred to as the DS commands.
DSQuery can locate objects in Active Directory.

DSQuery, like other DS commands, is well documented. Type dsquery.exe /? to learn its
syntax and usage.

You use most DS commands by specifying the object type you want the command to work
against. For example, you would type dsquery user to look for a user, whereas DSQuery
computer, DSQuery group, and DSQuery ou would query for their respective object types.

If you use the DSQuery objectType command by itself, it returns the distinguished names of
all the objects of the type specified by objectType in the domain. To prevent a runaway query,
DSQuery limits itself to 100 results. You can use the -/imit switch to specify how many results
you want returned. Use -limit O to return all objects.

Following the objectType specifier, you can use switches to indicate the criteria for the
query. For example, each object can be located by its name, with the -name switch. Most
objects can be queried based on the description (-desc). Security principals can be located
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based on their pre-Windows 2000 logon name (-samid). To learn which properties may be
queried, use dsquery objecttype /?. For example, type dsquery user /2.

For example, if you want to locate the user named Tony Krijnen, you would enter this
command: dsquery user -name “Tony Krijnen”. After the property switch, -name in this
case, you can enter the criteria. Criteria are not case sensitive.

DSQuery can perform searches using wildcards, such as the asterisk (*), which represents

zero or more characters. The following command retrieves all users whose names start
with Jam:

dsquery user -name "Jam*"

The DSQuery command returns matching objects with their DNs by default, as you can see
in Figure 2-14.

civrdsquery user —name jam

"CN=James D. Kramer.OU=Employees.OU=People.DC=contoso.DC=con"
"CN=James Fine.OU=People.DC=contoso.DC=com"

"CN=James Hendergart.OU=Employees.OU=People.DC=contoso.DC=comn"
"CN=James R. Hamilton.OU=Employees.OU=People.DC=contoso,.DC=com"
"CN=James van Eaton,.OU=Employees.OlU=People.DC=contoso.DC=comn"
"CM=Jamie Reding.OU=Employees.O0U=People.DC=contoso.DC=com"

FIGURE 2-14 The Dsquery command

If DNs are not the results you would like to see, add the -o switch to the DSQuery
command. You can add -o samid, for example, to return the results as pre-Windows 2000
logon names, or -0 upn to return the list as user logon names, also called user principal names
or UPNs.

Finally, you can limit the scope of the search performed by DSQuery by adding the DN of
an OU or container after the objectType element of the command. For example, the following
command searches for users whose names begin with Dan, but only in the Admins OU:

dsquery user "ou=Admins,dc=contoso,dc=com” -name "Dan*"

By default, the search includes all sub-OUs of the base. You can use the -base parameter to
limit the search further—for example, to only the specified OU without its sub-OUs.

Creating and Locating Objects in Active Directory

In this practice, you create and then locate objects in Active Directory. You create OUs, users,
groups, and computers, and then you create a saved query and customize the view of that
saved query. The objects you create in this practice will be used in other practices in this
training kit.

EXERCISE 1 Create Organizational Units

The default Users and Computers containers are provided to facilitate the setup of and
migration to an Active Directory domain. It is recommended that you create OUs that reflect
your administrative model and that you use these OUs to create and manage objects in your
directory service. In this exercise, you create OUs for the example domain, contoso.com.
These OUs will be used in practices and exercises later in this training kit.
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1. Log on to SERVERO1 as Administrator.
2. Open the Active Directory Users And Computers snap-in.
3. Expand the domain node, contoso.com.
4. Right-click the domain node, point to New, and then click Organizational Unit.
5. Type the name of the organizational unit: User Accounts.
6. Confirm that the Protect Container From Accidental Deletion check box is selected.
7. Click OK.
8. Right-click the OU and choose Properties.
9. Inthe Description box, type Non-administrative user identities.
10. Click OK.
11. Repeat steps 2-10 to create the following OUs.

OU NAME OU DESCRIPTION

Clients Client computers

Groups Non-administrative groups

Admins Administrative identities and groups
Servers Servers

EXERCISE 2 Create Users

Now that you have created OUs in the contoso.com domain, you are ready to populate

the directory service with objects. In this exercise, you create several users in two of the

OUs you created in Exercise 1, “Create Organizational Units.” You use a procedure similar to
the procedure listed in the “"Creating a User Object” section. For each user, create a complex,
secure password. Remember the passwords you assign—you will be logging on as these user
accounts in other exercises and practices in this training kit.

1. Log on to SERVERO1 as Administrator and open the Active Directory Users And
Computers snap-in.

2. Inthe console tree, expand the domain node, contoso.com, and click the User
Accounts OU.

3. Right-click the User Accounts OU, point to New, and then click User.
The New Object — User dialog box appears.

4. In First Name, type the user’s first name: Dan.

5. In Last Name, type the user’s last name: Holme.

6. In User Logon Name, type the user’s logon name: dholme.

7. In the User Logon Name (Pre-Windows 2000) text box, type the pre-Windows 2000
logon name: dholme.

8. Click Next.
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10.
11.
12.
13.
14.

15.
16.

Enter an initial password for the user in the Password and Confirm Password boxes.

The default password policy for an Active Directory domain requires a password

of seven or more characters. Additionally, the password must contain three of four
character types: uppercase (A-Z), lowercase (a—z), numeric (0-9), and nonalphanumeric
(for example, ! @ # $ %). The password cannot contain any of the user’s name or logon
name attributes.

Many training resources suggest using a generic password such as P@sswOrd.

You may use a generic password for the practices in this training kit; however, it is
recommended that you create unique passwords, even in a practice, so that you are
using best practices even in a lab environment.

Select the User Must Change Password At Next Logon check box.
Click Next.

Review the summary and click Finish.

Right-click the user object you created and choose Properties.

Examine the attributes that can be configured in the Properties dialog box. Do not
change any of the user's properties at this time.

Click OK.
Repeat steps 3—-12 and create the following users in the User Accounts OU.
m James Fine

e First name: James

e Last name: Fine

e Full name: James Fine

e User logon name: jfine

e Pre-Windows 2000 logon name: jfine
m Barbara Mayer

e First name: Barbara

e Last name: Mayer

e Full name: Barbara Mayer

e User logon name: bmayer

e Pre-Windows 2000 logon name: bmayer
m Barbara Moreland

e First name: Barbara

e Last name: Moreland

e Full name: Barbara Moreland
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17.

18.

e User logon name: bmoreland
e Pre-Windows 2000 logon name: bmoreland

Remember the password you assign to these users; you will be logging on as these
user accounts in other exercises and practices in this training kit.

Repeat steps 3—-12 and create a user account for yourself in the User Accounts OU.
For the user logon name, use your first initial and last name—for example, dholme for
Dan Holme. Create a complex, secure password.

Repeat steps 3-12 and create an administrative account for yourself in the Admins OU.
This account will be given administrative privileges in Exercise 5 of this lesson. Create
the user object in the Admins OU rather than in the User Accounts OU. For the user
logon name, use your first initial and last name, followed by _admin—for instance,
dholme_admin for Dan Holme's administrative account. Create a complex, secure
password.

EXERCISE 3 Create Computers

Computer accounts should be created before joining machines to the domain. In this exercise,
you create several computers in two of the OUs you created in Exercise 1. These computer
objects will be used in practices and exercises later in this training kit.

1.

2.

Log on to SERVERO1 as Administrator and open the Active Directory Users And
Computers snap-in.

In the console tree, expand the domain node, contoso.com, and then click the
Servers OU.

Right-click the Servers OU, point to New, and then click Computer.

The New Object — Computer dialog box appears.

In the Computer Name box, type the computer’s name: FILESERVERO1.

Your entry automatically populates the Computer Name (Pre-Windows 2000) box.
Do not change the name in the Computer Name (Pre-Windows 2000) box.

Take note of the account specified in the User Or Group Field text box. Do not change
the value at this time.

Do not select the check box labeled Assign This Computer Account As A Pre-Windows
2000 Computer.

Click OK.
Right-click the computer and choose Properties.

Examine the properties that are available for a computer. Do not change any
attributes at this time.

Click OK.
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12. Repeat steps 3-8 to create computer objects for the following computers:
e SHAREPOINTO2
e EXCHANGEO3

13. Repeat steps 3-8 and create the following computers in the Clients OU rather than in
the Servers OU.

e DESKTOP101
e DESKTOP102
e LAPTOP103

EXERCISE 4 Create Groups

It is a best practice to manage objects in groups rather than to manage each object
individually. In this exercise, you create several groups in two of the OUs you created in
Exercise 1. These groups will be used in practices and exercises later in this training kit.

1. Log on to SERVEROL as Administrator and open the Active Directory Users And
Computers snap-in.

2. Inthe console tree, expand the domain node, contoso.com, and then click the
Groups OU.

3. Right-click the Groups OU, point to New, and then click Group.
The New Object — Group dialog box appears.

Type the name of the new group in the Group Name text box: Finance.
Do not change the name in the Group Name (Pre-Windows 2000) box.
Select the Group Type: Security.

Select the Group Scope: Global.

Click OK.

®» NS n k&

Group objects have several properties that are useful to configure. These can be
specified after the object has been created.

9. Right-click the group and choose Properties.
10. Examine the properties available for the group. Do not change any attributes at this time.
11. Click OK.
12. Repeat steps 3-8 to create the following global security groups in the Groups OU:
e Finance Managers
e Sales
e APP_Office 2010

13. Repeat steps 3-8 to create the following global security groups in the Admins OU
rather than in the Groups OU.

e Help Desk
e Windows Administrators
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EXERCISE 5 Add Users and Computers to Groups

Now that you have created groups, you can add objects as members of the groups. In this
exercise, you add users and computers to groups. Along the way, you gain experience with
the Select dialog box that is used in some procedures to locate objects in Active Directory.

1.

10.
11.
12.
13.
14.
15.
16.

17.
18.
19.
20.

21.

Log on to SERVERO1 as Administrator and open the Active Directory Users And
Computers snap-in.

Open the properties of your administrative account in the Admins OU.
On the Member Of tab, click Add.

In the Select Groups dialog box, type the name Domain Admins.
Click OK, and then click OK again to close the account properties dialog box.
Open the properties of the Help Desk group in the Admins OU.

On the Members tab, click Add.

In the Select dialog box, type Barb.

Click Check Names.

The Multiple Names Found box appears.

Select Barbara Mayer and click OK.

Click OK to close the Select dialog box.

Click OK again to close the group properties.

Open the properties of the APP_Office 2010 group in the Groups OU.
On the Members tab, click Add.

In the Select dialog box, type DESKTOP101.

Click Check Names.

A Name Not Found dialog box appears, indicating that the object you specified could
not be resolved.

Click Cancel to close the Name Not Found box.
In the Select box, click Object Types.
Select Computers as an object type and click OK.

Click Check Names. The name resolves now that the Select box is including computers
in its resolution.

Click OK.

EXERCISE 6 Find Objects in Active Directory

When you need to find an object in your domain’s directory service, it is sometimes more
efficient to use search functionality than to click through your OU structure to browse for
the object. In this exercise, you use three interfaces for locating objects in Active Directory.
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10.
11.
12.
13.

14.
15.
16.
17.
18.
19.

Log on to SERVERO1 and open the Active Directory Users And Computers snap-in.

Open the Active Directory Users And Computers console, or a custom console with
the snap-in. Do not use Server Manager, because the Active Directory Users And
Computers snap-in in Server Manager does not support Saved Queries.

Click the Find Objects In Active Directory Domain Services toolbar button.
Make sure the In drop-down list is set to contoso.com (the domain name).
In the Name box, type Barb.

Click Find Now.

The two users named Barbara appear in the Search results.

Close the Find box.

In the Active Directory Users And Computers snap-in, right-click the Saved Queries
node, point to New, and then then click Query.

In the Name box, type All Users.

In the Description box, type Users for the entire domain.
Click Define Query.

On the Users tab, in the Name box, choose Has A Value.
Click OK twice to close the dialog boxes.

The results of the saved query appear. Note that it shows the users from both the User
Accounts OU and the Admins OU, as well as built-in accounts from the Users container.

On the View menu, click Add/Remove Columns.

In the Available columns list, select Last Name and click Add.

In the Displayed columns list, select Type and click Remove.

Click OK.

Drag the Last Name column heading so that it is between Name and Description.

Click the Last Name column heading so that users are sorted alphabetically
by last name.

Lesson Summary

m  Organizational units (OUs) are administrative containers that collect objects sharing

similar requirements for administration, configuration, or visibility. They provide a way
to access and manage a collection of users, groups, computers, or other objects easily.
An OU cannot be given permission to a resource such as a shared folder.

When you create an object such as a user, computer, or group, you can configure only
a limited number of its properties while creating it. After creating the object, you can
open its properties and configure the attributes that were not visible during creation.
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m Object properties such as Description, Managed By, and Notes can be used to
document important information about an object.

m By default, OUs are created with protection, which prevents the accidental deletion
of the OU. To disable protection, you must turn on Advanced Features from the View
menu. Then, in the properties of the OU, click the Object tab to deselect protection.

Lesson Review

You can use the following question to test your knowledge of the information in Lesson 2,
“Creating Objects in Active Directory.” The question is also available on the companion CD if
you prefer to review it in electronic form.

NOTE ANSWERS

Answers to these questions and explanations of why each answer choice is right or wrong
are located in the “Answers" section at the end of the book.

1. You have opened Command Prompt, using Run As Administrator, with credentials in
the Domain Admins group. You use the DSRm command to remove an OU that had
been created accidentally by James, a member of the Administrators group of the
domain. You receive the response: Dsrm Failed: Access Is Denied. What is the cause of
the error?

A. You must launch Command Prompt as a member of Administrators to perform
Active Directory tasks.

B. Only administrators can delete OUs.
C. Only the owner of the OU can delete an OU.
D. The OU is protected from deletion.
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Lesson 3: Delegation and Security of Active
Directory Objects

In previous lessons of this chapter, you learned how to create users, groups, computers, and
OUs and how to access the properties of those objects. Your ability to perform those actions
was dependent on your membership in the Administrators group of the domain. You would
not want every user on your help desk team to be a member of the domain’s Administrators
group just to reset user passwords and unlock user accounts. Instead, you should enable

the help desk and each role in your organization to perform the tasks that are required of
the role and no more. In this lesson, you learn how to delegate specific administrative tasks
within Active Directory. This is achieved by changing the access control lists (ACLs) on Active
Directory objects.

After this lesson, you will be able to:
= Describe the business purpose of delegation.

= Assign permissions to Active Directory objects by using the security editor user
interfaces and the Delegation Of Control Wizard.

= View and report permissions on Active Directory objects by using user interface
and command-line tools.

= Evaluate effective permissions for a user or group.
= Reset the permissions on an object to its default.
= Describe the relationship between delegation and OU design.

Estimated lesson time: 35 minutes

Understanding Delegation

In most organizations, there is more than one administrator, and as organizations grow,
administrative tasks are often distributed to various administrators or support organizations.
For example, in many organizations, the help desk can reset user passwords and unlock
the accounts of users who are locked out. This capability of the help desk is a delegated
administrative task.

The help desk cannot usually create new user accounts, but it can make specific changes to

existing user accounts. The capability that is delegated is specific, or granular.

Continuing the example, in most organizations, the help desk’s ability to reset passwords
would apply to normal user accounts, but not to accounts used for administration or to
service accounts. The delegation is thus said to be scoped to standard user accounts.

All Active Directory objects, such as the users, computers, and groups that you created
in the previous lesson, can be secured by using a list of permissions. So you could give your
help desk permission to reset passwords on user objects. The permissions on an object are
called access control entries (ACEs), and they are assigned to users, groups, or computers
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(called security principals). ACEs are saved in the object’s discretionary access control list
(DACL). The DACL is a part of the object’s ACL, which also contains the system access control
list (SACL) that includes auditing settings. This may sound familiar to you if you have studied
the permissions on files and folders—the terms and concepts are identical.

The delegation of administrative control, also called the delegation of control, or just
delegation, simply means assigning permissions that manage access to objects and properties
in Active Directory. Just as you can give a group the ability to change files in a folder, you can
give a group the ability to reset passwords on user objects.

Viewing the ACL of an Active Directory Object
At the lowest level is the ACL on an individual user object in Active Directory.
To view the ACL on an object:
1. Open the Active Directory Users And Computers snap-in.
2. On the View menu, select the Advanced Features option.
3. Right-click an object and choose Properties.
4. Click the Security tab.

If Advanced Features is not enabled, you will not see the Security tab in an object’s
Properties dialog box.

The Security tab of the object’s Properties dialog box is shown in Figure 2-15.

James Fine Properties n

Published Certificates | tember Of I Pazsword Replication | Dial-in | Obiject

Teminal Services Profile I COM+ | Attribute E ditar
General | Addiess I Agcount | Profile I Telephanes I Organization
Security | Ervironment I Seszionz I Femate control

Group or user names:

#2,SELF
52, duthenticated Users
H2,57STEM

!'-‘3__ Diomain Adming [COMTOS0%Domain Admins]
9'3‘_ Cert Publishers [CONTOSOMCert Publishers)

33__ Enterprize Adminz [COMTOS0E nterprize Adminz] LI
Add... | Remove |
Peimissions for Everyone Aillow Deny
Full zontol ﬂ
Fead
Wwrite:

Create al child objects
Delete all child objects
Allowed to authenticate

1o00o0o0oana
1o0000on

|
For special permissions or advanced settings, click Advanced |
Advanced.

Leam about access control and pemissions
Ok I Cancel | Apply | Help |

FIGURE 2-15 The Security tab of an Active Directory object’s Properties dialog box
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5. Click Advanced.
The Security tab shows a very high-level overview of the security principals that have
been given permissions to the object, but in the case of Active Directory ACLs, the
Security tab is rarely detailed enough to provide the information you need to interpret
or manage the ACL. You should always click Advanced to open the Advanced Security
Settings dialog box.
The Advanced Security Settings dialog box appears, shown in Figure 2-16.
l Advanced Security Settings for James Fine [ =]
Fermissions |Aud|t|ng| Ouwner | Effective Permissions |
To view or edit details for a permission entry, select the entry and then click Edit.
Permizzion entries:
Type | Mame | Pemission | Inherited Fram | Apply To :l
Allow Authenticated Users Read web infarmation <ot inherted: This object only
Ll SELF ReadAwrite perzonal information <hiot inheriteds This object anly
Al SELF Readfwite phone and mail options  <not inherited: This object anly
Al SELF Readfwite web information <hiot inherited> This object anly
Al Drarnain &dminz [COM...  Full contral <not inherited:> This object anly
Allow Account Operators [C... Full contral <not inherited: This object anly
Allow Authenticated Users Fead permizzions <ot inherited: This object only
Allow SELF Special <ot inherited: This object only
Allow SYSTEM Full contral <ot inherted: This object only
Aleusa Bradtfindows MNT Sracial MiM—eanbnen MT=n Maseandant lnat
" -
Add. | Edi... I Remove Fiestore defaults
¥ Include inheritable permissions from this object's parent
anagin Ermnizsion entres
oK. | Cancel | Apply |
FIGURE 2-16 The Advanced Security Settings dialog box for an Active Directory object
The Permissions page of the Advanced Security Settings dialog box shows the DACL
of the object. You can see in Figure 2-16 that ACEs are summarized on a line of
the Permission Entries list. In this dialog box, you are not seeing the granular ACEs of
the DACL. For example, the permission entry that is selected in Figure 2-16 is actually
comprised of two ACEs.
6. To see the granular ACEs of a permission entry, select the entry and click Edit.
The Permission Entry dialog box appears, detailing the specific ACEs that make up
the entry, as shown in Figure 2-17.
¥ Quick Check

74

® You want to view the permissions assigned to an OU. You open the OU'’s
Properties dialog box and the Security tab is not visible. What must you do?

Quick Check Answer

® In the Active Directory Users And Computers snap-in, click the View menu
and select Advanced Features.
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l Permission Entry for James Fine
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FIGURE 2-17 The Permission Entry dialog box

Property Permissions, Control Access Rights,
and Object Permissions

The DACL of an object allows you to assign permissions to specific properties of an object.

As you saw in Figure 2-17, you can allow (or deny) permission to change phone and email
options. This is, in fact, not just one property, but a property set that includes multiple specific
properties. Property sets make it easier to manage permissions to commonly used collections
of properties. But you could get even more granular and allow or deny permission to change
just the mobile telephone number or just the home street address.

Permissions can also be assigned to manage control access rights, which are actions such
as changing or resetting a password. The difference between those two control access rights
is important to understand. If you have the right to change a password, you must know
and enter the current password before making the change. If you have the right to reset
a password, you are not required to know the previous password.

Finally, permissions can be assigned to objects. For example, the ability to change
permissions on an object is controlled by the Allow:Modify Permissions ACE. Object
permissions also control whether you are able to create child objects. For example, you
might give your desktop support team permissions to create computer objects in the Client
Computers OU. The Allow::Create Computer Objects ACE would be assigned to the desktop
support team at the Client Computers OU.

The type and scope of permissions are managed using the Object tab and Properties tab,
and the Apply To drop-down lists on each tab.
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Assigning a Permission Using the Advanced Security
Settings Dialog Box

Imagine a scenario in which you want to allow the help desk to change the password on
James Fine's account, and only James Fine's account. In this section, you learn to do it the
most complicated way first: by assigning the ACE on the DACL of the user object. Later, you'll
learn how to perform the delegation by using the Delegation Of Control Wizard for the entire
OU of users, and you'll see why this latter practice is recommended.

1. Open the Active Directory Users And Computers snap-in.

2. On the View menu, select the Advanced Features option.

3. Right-click an object and click Properties.

4. On the the Security tab, click Advanced.

5. Click Add.
If you have User Account Control enabled, you might need to click Edit and, perhaps,
enter administrative credentials before the Add button will appear.

6. In the Select dialog box, select the security principal to which permissions will be
assigned.

It is an important best practice to assign permissions to groups, not to individual users.
In this example, you would select your Help Desk group.

7. Click OK.
The Permission Entry dialog box appears.

8. Configure the permissions you want to assign.
For our example, on the Object tab, scroll down the list of Permissions and select
Allow::Reset Password.

9. Click OK to close each dialog box.

Understanding and Managing Permissions with Inheritance

You can imagine that giving the help desk permission to reset passwords for each individual
user object would be a nightmare. Luckily, you don’t have to, and, in fact, it's a terrible
practice to give permissions to individual objects in Active Directory. Instead, you give
permissions to organizational units. The permissions you give to an OU are inherited by all
objects in the OU. So, if you give the help desk permission to reset passwords for user objects,
and you attach that permission to the OU that contains your users, all user objects within that
OU inherit that permission. With one step, you delegate that administrative task.

Inheritance is an easy concept to understand. Child objects inherit the permissions of the
parent container or OU. That container or OU in turn inherits its permissions from its parent
container, OU, or, if it is a first-level container or OU, from the domain itself. The reason child
objects inherit permissions from their parents is that, by default, each new object is created
with the Include Inheritable Permissions From This Object's Parent option enabled. You can
see the option in Figure 2-16.
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However, note that as the option indicates, only inheritable permissions are inherited by
the child object. Not every permission is inheritable. For example, the permission to reset
passwords, when assigned to an OU, would not be inherited by group objects because group
objects do not have a password attribute. So inheritance can be scoped to specific object
classes; passwords are applicable to user objects, not to groups. Additionally, you can use
the Apply To box of the Permission Entry dialog box to scope the inheritance of a permission.
The conversation can start to get very complicated. What you should know is that, by default,
new objects inherit inheritable permissions from their parent object—usually an OU or
container.

What if the permission that is being inherited is not appropriate? You can do three things
to modify the permissions that a child object is inheriting.

First, you can disable inheritance by clearing the Include Inheritable Permissions From This
Object's Parent option in the Advanced Security Settings dialog box. When you do, the object
no longer inherits any permissions from its parent—all permissions are explicitly defined for
the child object. This is generally not a good practice, as it creates an exception to all the rules
that are being created by permissions of parent containers.

The second option is to allow inheritance but override the inherited permission with
a permission assigned specifically to the child object—an explicit permission. Explicit
permissions always override permissions that are inherited from parent objects. This has
an important implication: an explicit permission that allows access will actually override
an inherited permission that denies the same access. If that sounds counterintuitive to you, it
is not: the rule (Deny) is being defined by a parent, but the child object has been configured
to be an exception (Allow).

Third, you can change the scope of inheritance on the parent permission itself by changing
the option in the Apply To drop-down list in the Permission Entry dialog box. In most cases,
this is the best practice. What you are doing, in effect, is defining the security policy in the
form of the ACL more accurately at its source, rather than trying to override it further down
the tree.

EXAM TIP

Look out for scenarios in which access or delegation are not performing as expected,
either because inheritance has been broken—the child is no longer inheriting permissions
from its parent—or because the child object has an explicit permission that overrides the
permissions of the parent.

Delegating Administrative Tasks with the Delegation Of
Control Wizard

You've seen the complexity of the DACL, and you've probably gleaned that managing
permissions by using the Permission Entry dialog box is not a simple task. Luckily, the best
practice is not to manage permissions by using the security interfaces but, rather, to use
the Delegation Of Control Wizard. The following procedure explains the use of the wizard.
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1. Open the Active Directory Users And Computers snap-in.

2. Right-click the node (Domain or OU) for which you want to delegate administrative
tasks or control, and then click Delegate Control.

In this example, select the OU that contains your users.

The Delegation Of Control Wizard appears and guides you through the required steps.
3. Click Next.

The first step is to select the administrative group to which you are granting privileges.
4. On the Users Or Groups page, click Add.

Use the Select dialog box to select the group and click OK.
6. Click Next.

The next step is to specify the specific task you wish to assign that group.
7. On the Tasks To Delegate page, select the task.

In this example, you select the Reset User Passwords And Force Password Change At
Next Logon task.

Click Next.
Review the summary of the actions that have been performed and click Finish.

The Delegation Of Control Wizard applies the ACEs that are required to enable
the selected group to perform the specified task.

Reporting and Viewing Permissions

You can view and report permissions several ways when you need to know who can do what.
You've already seen that you can view permissions on the DACL by using the Advanced
Security Settings and Permission Entry dialog boxes.

DSACLs (Dsacls.exe) is also available as a command-line tool that reports on directory
service objects. If you type the command followed by the distinguished name of an object,
you see a report of the object’s permissions. For example, this command produces a report of
the permissions associated with the User Accounts OU:

dsacls.exe "ou=User Accounts,dc=contoso,dc=com"

DSACLs can also be used to set permissions—to delegate. Type dsacls.exe /? for help
regarding the syntax and usage of DSACLs.

Removing or Resetting Permissions on an Object

How do you remove or reset permissions that have been delegated? Unfortunately, there is
no “undelegate” command. You must do one of the following:

m Open the Advanced Security Settings and Permission Entry dialog boxes to remove
permissions.
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= |f you want to reset the permissions on the object back to the defaults, open
the Advanced Security Settings dialog box and click Restore Defaults. The default
permissions are defined by the Active Directory schema for the class of object. After
you've restored the defaults, you can reconfigure the explicit permissions you want to
add to the DACL.

m DSACLs also provides the /s switch to reset permissions to the schema-defined de-
faults, and the /t switch to make the change for the entire “tree"—the object and all of
its child objects. For example, to reset permissions on the User Accounts OU and all of
its child OUs and objects, you would enter:

dsacls "ou=User Accounts,dc=contoso,dc=com" /s /t

Understanding Effective Permissions

Effective permissions are the resulting permissions for a security principal, such as a user

or group, based on the cumulative effect of each inherited and explicit ACE. Your ability to
reset a user’'s password, for example, may be a result of your membership in a group that was
given Reset Password permission on an OU several levels above the user object. The inherited
permission assigned to a group to which you belong resulted in an effective permission of
Allow::Reset Password. Your effective permissions can be complicated when you consider
Allow and Deny permissions, explicit and inherited ACEs, and the fact that you may belong to
multiple groups, each of which may be assigned different permissions.

Permissions, whether assigned to your user account or to a group to which you belong,
are equivalent. In the end, an ACE applies to you, the user. The best practice is to manage
permissions by assigning them to groups, but it is also possible to assign ACEs to individual
users or computers. A permission that has been assigned directly to you is neither more
important nor less important than a permission assigned to a group to which you belong.

Permissions that allow access (Allow permissions) are cumulative. When you belong to
several groups, and those groups have been granted permissions that allow a variety of tasks,
you can perform all of the tasks assigned to all of those groups as well as tasks assigned
directly to your user account.

Permissions that deny access (Deny permissions) override equivalent Allow permissions.

If you are in one group that has been allowed the permission to reset passwords, and another
group that has been denied permission to reset passwords, the Deny permission prevents you
from resetting passwords.

NOTE USE DENY PERMISSIONS SPARINGLY

It is generally unnecessary to assign Deny permissions. If you simply do not assign an allow
permission, users cannot perform the task. Before assigning a Deny permission, check to
see if you could achieve your goal by removing an Allow permission instead. Use Deny
permissions rarely and thoughtfully.
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Each permission is granular. For example, if you have been denied the ability to reset
passwords, you might still have the ability, through other Allow permissions, to change
the user’s logon name or email address.

Finally, you learned earlier in this lesson that child objects inherit the inheritable
permissions of parent objects by default, and that explicit permissions can override
inheritable Permissions. This means that an explicit Allow permission actually overrides
an inherited deny permission.

Unfortunately, the complex interaction of user, group, explicit, inherited, Allow, and Deny
permissions can make evaluating effective permissions a bit of a chore. There is an Effective
Permissions tab in the Advanced Security Settings dialog box of an Active Directory object,
but the tab is practically useless: It does not expose enough permissions to provide the kind
of detailed information you require. You can use the permissions reported by the DSACLs
command or those reported on the Permissions tab of the Advanced Security Settings dialog
box to begin evaluating effective permissions, but it will be a manual task.

MORE INFO ROLE-BASED ACCESS CONTROL

The best way to manage delegation in Active Directory is through role-based access
control. Although this approach will not be covered on the certification exam, it is
well worth understanding for real-world implementation of delegation. See Windows
Administration Resource Kit: Productivity Solutions for IT Professionals, by Dan Holme
(Microsoft Press, 2008) for more information.

Designing an OU Structure to Support Delegation

OUs are, as you now know, administrative containers. They contain objects that share similar
requirements for administration, configuration, and visibility. You now understand the first
of those requirements: administration. Objects that will be administered the same way, by
the same administrators, should be contained within a single OU. By placing your users in

a single OU, perhaps called User Accounts, you could delegate the help desk permission to
change all users’ passwords by assigning one permission to one OU. Any other permissions
that affect what an administrator can do to a user object would be assigned at the User
Accounts OU. For example, you might allow your Human Resources managers to disable user
accounts in the event of an employee’s termination. You would delegate that permission,
again, to the User Accounts OU.

Remember that administrators should be logging on to their systems with user credentials
and launching administrative tools with the credentials of a secondary account that has
appropriate permissions to perform administrative tasks. Those secondary accounts are
the administrative accounts of the enterprise. It is not appropriate for the front-line help desk
to be able to reset passwords on such privileged accounts, and you probably would not want
human resources managers to disable administrative accounts. Therefore, administrative
accounts should be administered differently than “"normal” (non-administrative) user
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accounts. That's why you would have a separate OU, such as Admins, for administrative user
objects. That OU would be delegated quite differently than the User Accounts OU.

Similarly, you might delegate to the desktop support team the ability to add computer
objects to an OU called Client Computers, which contains your desktops and laptops, but not
to the Servers OU, where only your Server Administration group has permissions to create
and manage computer objects.

The primary role of OUs is to efficiently scope delegation—to apply permissions to
objects and sub-OUs. When you design an Active Directory environment, you always begin
by designing an OU structure that will make delegation efficient—a structure that reflects
the administrative model of your organization. Rarely does object administration in Active
Directory look like your organizational chart. Typically, all normal user accounts are supported
the same way, by the same team—so user objects are often found in a single OU or a single
OU branch. Quite often an organization that has a centralized help desk function to support
users also has a centralized desktop support function, in which case all client computer
objects are within a single OU or single OU branch. But if desktop support is decentralized,
it would be likely that the Client Computers OU would be divided into sub-OUs representing
geographic locations, where each location was delegated to allow the local support team to
add computer objects to the domain in that location.

Design OUs first to enable the efficient permissioning (delegation) of objects in the
directory. After you have achieved that design, you can refine the design to facilitate the
configuration of computers and users through Group Policy, which is discussed in Chapter 6,
“Implementing a Group Policy Infrastructure.” Active Directory design is an art and a science.

Delegating Administrative Tasks

In this practice, you manage the delegation of administrative tasks within the contoso.com
domain and view the resulting changes to ACLs on Active Directory objects. Before performing
the exercises in this practice, you must perform the practice in Lesson 2, “Creating Objects in
Active Directory.” The OUs created in that practice are required for these exercises.

EXERCISE 1 Delegate Control for Support of User Accounts

In this exercise, you enable the help desk to support users by resetting passwords
and unlocking user accounts in the User Accounts OU.

1. Log on to SERVERO1 as Administrator and open the Active Directory Users And
Computers snap-in.

2. Expand the domain node, contoso.com, right-click the User Accounts OU, and
click Delegate Control to launch the Delegation Of Control Wizard.

3. Click Next.
4. On the Users Or Groups page, click Add.
5. Inthe Select dialog box, type Help Desk, and then click OK.
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Click Next.

On the Tasks To Delegate page, select the Reset User Passwords And Force Password
Change At Next Logon task.

Click Next.

Review the summary of the actions that have been performed and click Finish.

EXERCISE 2 View Delegated Permissions

In this exercise, you view the permissions you assigned to the Help Desk group.

1.

N o un &

ol

10.
11.

12.

13.

Log on to SERVERO1 as Administrator and open the Active Directory Users And
Computers snap-in.

Right-click the User Accounts OU and choose Properties.

Note that the Security tab is not visible. If Advanced Features is not enabled,
you cannot see the Security tab in an object’s Properties dialog box.

Click OK to close the Properties dialog box.

On the View menu, select the Advanced Features option.

Right-click the User Accounts OU and choose Properties.

On the Security tab, click Advanced.

In the Permission Entries list, select the first permission assigned to the Help Desk
group.

Click Edit.

In the Permission Entry dialog box, locate the permission that is assigned, and then
click OK to close the dialog box.

Repeat steps 7-9 for the second permission entry assigned to the Help Desk group.

Right-click a user object in the User Accounts OU and choose Properties. Repeat steps
6-10 to examine the inherited permissions assigned to the Help Desk group.

Open Command Prompt, type dsacls “ou=User Accounts,dc=contoso,dc=com”,
and press Enter.

Locate the permissions assigned to the Help Desk group.

Lesson Summary

m Delegation of control in Active Directory allows an organization to assign specific

administrative tasks to appropriate teams and individuals.
Delegation is the result of permissions, or ACEs, on the DACL of Active Directory objects.

The DACL can be viewed and modified using the Advanced Security Settings of the
object’s Properties dialog box.

The Delegation Of Control Wizard simplifies the underlying complexity of object ACLs
by allowing you to assign tasks to groups.
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m Permissions on an object can be reset to their defaults by using the Advanced Security
Settings dialog box or DSACLs with the /resetDefaultDACL switch.

m [tis a best practice to delegate control by using organizational units. Objects within
the OUs inherit the permissions of their parent OUs.

m |nheritance can be modified by disabling inheritance on a child object or by applying
an explicit permission to the child object that overrides the inherited permission.

m Effective permissions are the result of user, group, allow, deny, inherited, and explicit
permissions. Deny permissions override allow permissions, but explicit permissions
override inherited permissions. Therefore, an explicit allow permission overrides an
inherited deny permission.

Lesson Review

You can use the following question to test your knowledge of the information in Lesson
3, "Delegation and Security of Active Directory Objects.” The question is also available on
the companion CD if you prefer to review it in electronic form.

NOTE ANSWERS

Answers to these questions and explanations of why each answer choice is right or wrong
are located in the “Answers” section at the end of the book.

1. You want to allow your help desk to reset user passwords and unlock user accounts.
Which of the following tools can be used? (Choose all that apply.)

A. The Delegation Of Control Wizard

B. DSACLs

C. DSUTIL

D. The Advanced Security Settings dialog box

Lesson 3: Delegation and Security of Active Directory Objects

www.it-ebooks.info

83


http://www.it-ebooks.info/

84

Chapter Review

To further practice and reinforce the skills you learned in this chapter, you can perform
the following tasks:

m Review the chapter summary.

m Review the list of key terms introduced in this chapter.

m Complete the case scenario. This scenario sets up a real-world situation involving
the topics of this chapter and asks you to create a solution.

m Complete the suggested practices.

m Take a practice test.

Chapter Summary

m The Active Directory Users And Computers snap-in, which is part of Server Manager
and of the Active Directory Users And Computers console, can also be added to
custom consoles and distributed to administrators.

m  As you create objects with the Active Directory Users And Computers snap-in, you
can configure a limited number of initial properties. After an object is created, you
can populate a much larger set of properties. These properties can be used in saved
queries to provide customizable views of your enterprise objects.

m  Organizational units should be used to delegate administrative control so that teams in
your enterprise can perform the tasks required of their role. With inheritance enabled,
objects inherit the permissions of their parent OUs.

Key Terms

The following terms were introduced in this chapter. Do you know what they mean?
m delegation

m saved query

Case Scenario

In the following case scenario, you apply what you've learned about Active Directory
snap-ins and object creation, delegation, and security. You can find answers to these
questions in the "Answers” section at the end of this book.

Case Scenario: Managing Organizational Units and Delegation

You are an administrator at Contoso, Ltd. Contoso’s Active Directory was created when
the organization was very small. One OU was created for users and one for computers. Now the
organization spans five geographic sites around the world, with over 1,000 employees. At each
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site, one or two members of desktop support personnel provide help to users with desktop
applications and are responsible for installing systems and joining them to the domain. In
addition, a small team at headquarters occasionally installs systems, joins them to the domain,
and ships them to the site. If a user has forgotten his or her password, a centralized help desk
telephone number is directed to one of the support personnel members, regardless of which
site the user is in. Answer the following questions for your manager, who is concerned about
manageability and least privilege, and explain how delegation would be managed.

1. Should computer objects remain in a single OU, or should the objects be divided by
site? If divided, should the site OUs be under a single parent OU?

2. Should the ability to manage computer objects in sites be delegated directly to
the user accounts of the desktop support personnel, or should groups be created,
even though those groups might have only one or two members?

3. Should users be divided by site or remain within a single OU?

Suggested Practices

To help you successfully master the exam objectives presented in this chapter, complete
the following tasks.

Maintain Active Directory Accounts

In this practice, you validate that delegation has been successful, and you experience what
happens when an administrator attempts to perform a task that has not been delegated.
You also experience the results of inheritance and OU protection.

To perform this practice, you must have performed the practices in Lessons 2 and 3.
Specifically, ensure that:

m There is a user account in the Admins OU.
m There is a Help Desk group in the Admins OU.

m There is a user account for Barbara Mayer and at least one other user account in
the User Accounts OU.

m The user Barbara Mayer is a member of the Help Desk group.
m The Help Desk group has been delegated the Reset User Passwords And Force
Password Change At Next Logon permissions for the User Accounts OU.

In addition, make sure that the Domain Users group is a member of the Print Operators
group, which can be found in the Builtin container. This allows all sample users in the practice
domain to log on to the SERVERO1 domain controller. This is important for the practices
in this training kit, but you should not allow users to log on to domain controllers in your
production environment, so do not make Domain Users members of the Print Operators
group in your production environment.

Suggested Practices
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m Practicel Log on to SERVERO1 as Barbara Mayer. She is a member of the Help Desk
group. Validate that she can reset the password of users other than her own in the User
Accounts OU. Then attempt to change the password of a user account in the Admins
OU. Investigate the results.

m Practice 2 Log on to SERVERO1 as Administrator. Create a new OU within the User Ac-
counts OU, called Branch. When you create the Branch OU, ensure that the Protect Con-
tainer From Accidental Deletion option is selected, because you will attempt to delete
this OU after this practice. Create a user account in the OU. Open the DACL of the user
object in the Advanced Security Settings dialog box. Note the permissions assigned to
the Help Desk group. Are they explicit or inherited? If inherited, where are they inherited
from? Open the DACL of the Branch OU in the Advanced Security Settings dialog box.
Clear the Include Inheritable Permissions From This Object’s Parent option.

Log off and log on as Barbara Mayer. Verify that she can reset the password of a user
in the User Accounts OU. Now attempt to reset the password of the user in the Branch
OU. Access is denied.

Log off and log on as Administrator. Troubleshoot Barbara's lack of access by restoring
inheritance to the Branch OU. Log off and log on as Barbara to validate the results.
Can she successfully reset the password of a user in the Branch OU?

m Practice 3 Log on to SERVERO1 as Barbara Mayer. Attempt to delete the Branch OU.
Access is denied. Log off and log on as Administrator. Attempt to delete the Branch
OU. Access is denied. Open the properties of the Branch OU. Look for the Object tab.
If it is not visible, turn on the Advanced Features view of the Active Directory Users
And Computers snap-in. On the Object tab, unprotect the Branch OU. Finally, delete
the Branch OU and the user account within it.

Take a Practice Test

The practice tests on this book’s companion CD offer many options. For example, you can test
yourself on just one exam objective, or you can test yourself on all the 70-640 certification
exam content. You can set up the test so that it closely simulates the experience of taking

a certification exam, or you can set it up in study mode so that you can look at the correct
answers and explanations after you answer each question.

MORE INFO PRACTICE TESTS

For details about all the practice test options available, see the “How to Use the Practice
Tests” section in this book’s Introduction.
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Administering User Accounts

hapter 1, "Creating an Active Directory Domain," introduced Active Directory

Domain Services (AD DS) as an identity and access solution. User accounts stored in
the directory are the fundamental component of identity. Because of their importance,
knowledge of user accounts and the tasks related to supporting them is critical to the
success of an administrator in a Microsoft Windows enterprise.

Your ability to work effectively with user accounts can make a big difference in your
overall productivity. Effective techniques for creating or modifying a single user account,
such as the procedures described in Chapter 2, “Administering Active Directory Domain
Services,” can be clumsy and inefficient when working with large numbers of accounts,
such as when creating the accounts of newly hired employees.

In this chapter, you will learn how to apply tools and techniques to automate the creation
and management of users and to locate and manipulate user objects and their attributes.
Along the way, you will be introduced to Microsoft Windows PowerShell, which represents the
future of command-line-based and automated administration for Windows technologies. You
will learn a variety of options for performing each of the most common administrative tasks.

The certification exam will expect you to have a very basic understanding of the purpose
and syntax of command-line utilities and Windows PowerShell. However, this chapter
goes beyond the expectations of the exam to provide a solid introduction to scripting
and automation. Practice what you learn in this chapter, not because you'll need to be
a scripting guru to pass the exam, but because the more you can automate those tedious
administrative tasks, the more you can elevate your productivity and your success.

Exam objectives in this chapter:
= Maintain Active Directory accounts.

= Automate creation of Active Directory accounts.

Lessons in this chapter:
= Lesson 1: Automating the Creation of User Accounts 89

= Lesson 2: Administering with Windows PowerShell and Active Directory
Administrative Center 102

= Lesson 3: Supporting User Objects and Accounts 125

87
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Before You Begin

To complete the practices in this chapter, you must have created a domain controller named
SERVEROL in a domain named contoso.com. See Chapter 1 for detailed steps for this task.

REAL WORLD

Dan Holme

t's really amazing to stop and consider how much of our time as Windows

administrators is spent performing basic tasks related to user objects. Each day
in an enterprise network brings with it a unique set of challenges related to user
management. Employees are hired, moved, married, and divorced, and most
eventually leave the organization. As human beings, they make mistakes like
forgetting passwords or locking out their accounts by logging on incorrectly.

Administrators must respond to all these changes, and user accounts are so
complicated, with so many properties, that even the most well-intentioned
administrators often stray from the procedures and conventions they've
established. | believe that the key to efficient, effective, consistent, and secure user
environments begins with raising the skill set of administrators.
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Lesson 1: Automating the Creation of User Accounts

In Chapter 2, you learned how to create a user account by using the Active Directory Users
And Computers snap-in. Although the procedures discussed in Chapter 2 can be applied
to create a small number of users, you will need more advanced techniques to automate
the creation of user accounts when a large number of users must be added to the domain.
In this lesson, you will learn several of these techniques.

After this lesson, you will be able to:

= Create users from user account templates.
= Import users with CSVDE.

= Import users with LDIFDE.

Estimated lesson time: 30 minutes

Creating Users with Templates

Users in a domain often share many similar properties. For example, all sales representatives
can belong to the same security groups, log on to the network during similar hours, and have
home folders and roaming profiles stored on the same server. When you create a new user,
you can simply copy an existing user account rather than create a blank account and populate
each property.

Since the days of Microsoft Windows NT 4.0, Windows has supported the concept of user
account templates. A user account template is a generic user account prepopulated with
common properties. For example, you can create a template account for sales representatives
that is preconfigured with group memberships, logon hours, a home folder, and a roaming
profile path.

To create a user account template, simply create a user account and prepopulate
appropriate attributes. We recommend that you use a naming standard that makes templates
easy to find. For example, configure the full name of the user with an underscore (_) as the
first character, such as _Sales User. The underscore prefix will cause all templates to appear at
the top of the list of users in an organizational unit (OU).

NOTE DISABLE TEMPLATE USER ACCOUNTS

The template account should not be used to log on to the network, so be sure to disable
the account.

To create a user based on the template, perform the following steps:
1. Right-click the template user account, and then click Copy.
The Copy Object — User Wizard appears.
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10.

In the First Name box, type the user’s first name.
In the Last Name box, type the user’s last name.
Modify the Full Name value if necessary.

In the User Logon Name box, type the user logon name, and then select the
appropriate user principal name (UPN) suffix in the drop-down list.

In the User Logon Name (Pre-Windows 2000) box, type the user’s pre-Windows 2000
user name, and then click Next.

In Password and Confirm Password, type the user’s password.
Select the appropriate password options.

If the user account from which the new user account was copied was disabled, clear
the Account Is Disabled check box to enable the new account.

Click Next, and then click Finish.

After a user is created by copying the template, you can view and modify its attributes in
the Properties dialog box of the new account. It's important to realize that not all attributes
are copied from the template. The list below summarizes the attributes that are copied from
the template, grouped by the tabs in the Properties dialog box.

m General tab No properties are copied from the General tab.

m Address tab P.O. box, city, state or province, ZIP or postal code, and country
or region are copied. Note that the street address itself is not copied.

m Account tab Logon hours, logon workstations, account options, and account
expiration are copied.

m Profile tab Profile path, logon script, home drive, and home folder path are copied.

m Organization tab Department, company, and manager are copied.

m Member Of tab Group membership and primary group are copied.

EXAM TIP

Memorize the list of attributes that are copied from a template.

It is not useful to configure any other attributes in the template, as they will not be copied
to new accounts.

NOTE WHAT YOU SEE ISN'T ALL YOU GET

User accounts have additional properties that are not visible on the standard tabs in

the Active Directory Users And Computers snap-in. These hidden attributes include

useful properties such as assistant, division, employee type, and employee ID. To view

these properties, click the View menu in the Active Directory Users And Computers

snap-in and select the Advanced Features option. Then open the properties of a user

account and click the Attribute Editor tab. Several of these attributes, including assistant,

division, and employee type, are also copied from a template to a new account.
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What Is Copied Is Not Enough

M any administrators consider the list of copied attributes to be somewhat
limited. For example, you might want the job title and street address
attributes to be copied. You can actually modify the Active Directory schema to
include additional attributes when duplicating a user. See Knowledge Base article
827832 at http://support.microsoft.com/kb/827832 for instructions.

However, you will be well served to use more advanced methods for automating
the creation of user accounts. Later in this chapter, you will learn to use directory
service (DS) commands, Comma-Separated Values Data Exchange (CSVDE), LDAP
Data Interchange Format Data Exchange (LDIFDE), and Windows PowerShell to
automate administrative tasks. With these tools, you will have full control over
the process used to provision a new account.

Using Active Directory Command-Line Tools

In Chapter 2, you were introduced to DSQuery, one of a suite of Active Directory
command-line tools collectively called DS commands. The following DS commands are
supported in Windows Server 2008 R2:

DSAdd Creates an object in the directory.

DSGet Returns specified attributes of an object.
DSMod Modifies specified attributes of an object.
DSMove Moves an object to a new container or OU.

DSRm Removes an object, all objects in the subtree beneath a container object,
or both.

DSQuery Performs a query based on parameters provided at the command line
and returns a list of matching objects. By default, the result set is presented as

the distinguished names (DNs) of each object, but you can use the —o parameter with
modifiers such as dn, rdn, upn, or samid to receive the results as DNs, relative DNs,
user principal names (UPNs), or pre-Windows 2000 logon names (security accounts
manager [SAM] IDs).

Most of the DS commands take two modifiers after the command itself: the object type
and the object’s DN. For example, the following command adds a user account for Mike
Fitzmaurice:

dsadd user "cn=Mike Fitzmaurice,ou=User Accounts,dc=contoso,dc=com"
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The object type, user, immediately follows the command. After the object type is
the object’s DN. When the object’s DN includes a space, surround the DN with quotes.
The following command removes the same user:

dsrm "cn=Mike Fitzmaurice,ou=User Accounts,dc=contoso,dc=com"

DS commands that read or manipulate attributes of objects include Dsquery.exe, Dsget.
exe, and Dsmod.exe. To specify an attribute, include it as a parameter after the object’s DN.
For example, the following command retrieves the home folder path for Mike Fitzmaurice:

dsget user "cn=Mike Fitzmaurice,ou=User Accounts,dc=contoso,dc=com” -hmdir

The parameter of a DS command that represents an attribute, for example, hmdir, is not
always the same as the name of the attribute in the Active Directory Users And Computers
snap-in or in the schema.

Creating Users with DSAdd

Use the DSAdd command to create objects in Active Directory. The DSAdd User command
creates a user object and accepts parameters that specify properties of the user. The following
command shows the basic parameters required to create a user account:

dsadd user "User DN" -samid "pre-Windows 2000 Togon name" -pwd {Password | *}
-mustchpwd yes

The -pwd parameter specifies the password. If it is set to an asterisk (*), you are prompted
for a user password. The -mustchpwd parameter specifies that the user must change
the password at next logon.

DSAdd User accepts several parameters that specify properties of the user object.
The following command creates a user with some of the more important fields populated:

dsadd user "cn=Amy Strande,ou=User Accounts,dc=contoso,dc=com" -samid Amy.Strande
-fn Amy -1n Strande -display "Strande, Amy" -pwd Pa$$wOrd -desc "Vice President, IT"

Most parameter names are self-explanatory: -email, -profile, and -company, for example.
Type dsadd user /? or search the Windows Server 2008 R2 Help and Support Center for
thorough documentation of the DSAdd User parameters.

Exporting Users with CSVDE

CSVDE is a command-line tool that imports or exports Active Directory objects from or to

a comma-delimited text file (also known as a comma-separated value text file, or .csv file).
Comma-delimited files can be created, modified, and opened with tools as familiar as Notepad
and Microsoft Office Excel. If you have user information in existing Excel or Microsoft Office
Access databases, you will find that CSVDE is a powerful way to take advantage of that
information to automate user account creation.

The basic syntax of the CSVDE command for export is:
csvde -f filename
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However, that command will export all objects in your Active Directory domain. You will
want to limit the scope of the export, which you can do with the following four parameters:

m -d RootDN Specifies the distinguished name of the container from which the export
will begin. The default is the domain itself.

m -p SearchScope Specifies the scope of the search relative to the container specified
by -d. SearchScope can be either base (this object only), onelevel (objects within this
container), or subtree (this container and all subcontainers). The default is subtree.

m -rFilter Filters the objects returned within the scope configured by -d and -p. Filter is
a Lightweight Directory Access Protocol (LDAP) query syntax. You will work with a filter
in the practice for this lesson. LDAP query syntax is beyond the scope of this course.
See http://technet.microsoft.com/en-us/library/aa996205(EXCHG.65).aspx for more
information.

m -] ListOfAttributes Specifies the attributes that will be exported. Use the LDAP name
for each attribute, separated by a comma, as in -/ DN,objectClass,sAMAccountName,sn,
givenName,userPrincipalName.

The output of a CSVDE export lists the selected, exported LDAP attribute names on
the first line. Each object follows, one per line. Here's a sample file:
DN,objectClass,sn,givenName, sAMAccountName,userPrincipalName
"CN=David Jones,OU=User Accounts,DC=contoso,DC=com",user,Jones,David,david.jones,

david.jones@contoso.com

"CN=Lisa Andrews,0OU=User Accounts,DC=contoso,DC=com",user,Andrews,Lisa,lisa.andrews,
Tisa.andrews@contoso.com

Importing Users with CSVDE

CSVDE can also create user accounts by importing a .csv file. If you have user information
in existing Excel or Access databases, you will find that CSVDE is a powerful way to take
advantage of that information to automate user account creation.

The basic syntax of the CSVDE command for import is:

csvde -i -f Filename [-k]

The -i parameter specifies import mode; without it, the default mode of CSVDE is export.
The -f parameter identifies the file name to import from or export to. The -k parameter is
useful during import operations because it instructs CSVDE to ignore errors, including Object
Already Exists errors.

The import file itself is a comma-delimited text file (.csv or .txt) in which the first line
defines the imported attributes by their LDAP attribute names. Each object follows, one per
line, and must contain exactly the attributes listed on the first line. Here's a sample file:
DN,objectClass,sn,givenName, sAMAccountName,userPrincipalName
"CN=David Jones,OU=User Accounts,DC=contoso,DC=com",user,Jones,David,david.jones,

david.jones@contoso.com

"CN=Lisa Andrews,OU=User Accounts,DC=contoso,DC=com",user,Andrews,Lisa,lisa.andrews,
Tisa.andrews@contoso.com
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This file, when imported by the CSVDE command, will create user objects for David
Jones and Lisa Andrews in the User Accounts OU. The user logon names, last name and first
name, are configured by the file. You cannot use CSVDE to import passwords, and without
a password, the user account will be disabled initially. After you have reset the password, you
can enable the object.

In Chapter 4, “"Managing Groups,” and Chapter 5, “Configuring Computer Accounts,”
you will use CSVDE to import computers and groups. For more information about CSVDE,
including details regarding its parameters and usage to export directory objects, type
csvde /? or search the Windows Server 2008 R2 Help And Support Center.

Importing Users with LDIFDE

You can also use Ldifde.exe to import or export Active Directory objects, including users.

The LDAP Data Interchange Format (LDIF) is a draft Internet standard for a file format that
can be used to perform batch operations against directories that conform to the LDAP
standards. LDIF supports both import and export operations, as well as batch operations that
modify objects in the directory. The LDIFDE command implements these batch operations by
using LDIF files.

The LDIF file format consists of a block of lines that, together, constitute a single operation.
Each line consists of an attribute name followed by a colon and the value of the attribute.
For example, suppose you wanted to import user objects for two sales representatives named
Bonnie Kearney and Bobby Moore. The contents of the LDIF file would look similar to the
following example:

dn: CN=Bonnie Kearney,OU=User Accounts,DC=contoso,DC=com
changetype: add

objectClass: top

objectClass: person

objectClass: organizationalPerson
objectClass: user

cn: Bonnie Kearney

sn: Kearney

title: Operations

description: Operations (London)

givenName: Bonnie

dispTlayName: Kearney, Bonnie

company: Contoso, Ltd.

sAMAccountName: bonnie.kearney
userPrincipalName: bonnie.kearney@contoso.com
mail: bonnie.kearney@contoso.com

dn: CN=Bobby Moore,0U=User Accounts,DC=contoso,DC=com
changetype: add

objectClass: top

objectClass: person

objectClass: organizationalPerson

objectClass: user

cn: Bobby Moore

sn: Moore

Administering User Accounts
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title: Legal

description: Legal (New York)

givenName: Bobby

displayName: Moore, Bobby

company: Contoso, Ltd.

sAMAccountName: bobby.moore
userPrincipalName: bobby.moore@contoso.com
mail: bobby.moore@contoso.com

Each operation begins with the DN attribute of the object that is the target of the
operation. The next line, changeType, specifies the type of operation: add, modify, or delete.
Multiple operations in a single file are separated by a blank line. Modify or delete operations
end with a line containing only a dash (-), then the blank line.

As you can see, the LDIF file format is not as intuitive or familiar as the comma-separated
text format. However, because the LDIF format is also a standard, many directory services and
databases can export LDIF files.

After creating or obtaining an LDIF file, you can perform the operations specified by
the file by using the LDIFDE command. From a command prompt, type Idifde /? for usage
information. The two most important switches for the LDIFDE command are:

m -/ Turn on Import mode. Without this parameter, LDIFDE exports information.

m -ffilename The file from which to import, or to which to export.

For example, the following command imports objects from the file named Newusers.Idf:
1difde -i -f newusers.1df

The command accepts a variety of modifications using parameters. The most useful
parameters are summarized in Table 3-1.

TABLE 3-1 LDIFDE Parameters

COMMAND USAGE

GENERAL PARAMETERS

-i Import mode. (The default is Export mode.)

-f filename Import or export file name.

-s servername The domain controller to bind to for the query.

-¢c FromDN ToDN Convert occurrences of FromDN to ToDN. This is useful when

importing objects from another domain, for example.

-v Turn on verbose mode.
-j path Log file location.
-h Enable Simple Authentication And Security Layer (SASL)
encryption.
-? Help.
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COMMAND USAGE

EXPORT-SPECIFIC PARAMETERS

-d RootDN The root of the LDAP search. The default is the root of the domain.

-r Filter LDAP search filter. The default is (objectClass=*), meaning all
objects.

-p SearchScope The scope, or depth, of the search. Can be subtree (the container

and all child containers), base (the immediate child objects of the
container only), or onelevel (the container and its immediate child
containers).

I list Comma-separated list of attributes to include in export for
resulting objects. Useful if you want to export a limited number
of attributes.

-o list List of attributes (comma-separated) to omit from export for
resulting objects. Useful if you want to export all but a few
attributes.

IMPORT-SPECIFIC PARAMETER

-k Ignore errors and continue processing if Constraint Violation
or Object Already Exists errors appear.

EXAM TIP

For the 70-640 certification exam, you should understand that both CSVDE and LDIFDE are
able to import and export objects by using their respective file formats. Both commands
are in the export mode by default and require the -i parameter to specify import mode.
Only LDIFDE is capable of modifying existing objects or removing objects. You can specify
a user's password with DSAdd, and you can import a user’s password with LDIFDE, but

not with CSVDE. If you create users within a domain with a policy requiring passwords,

the accounts will be disabled until you reset their passwords and enable the accounts.

NOTE USER PASSWORDS

You can specify a user’s password in an LDIFDE add or modify operation. To do so, you
must configure the unicodePwd attribute. The value of the password is the user’s password,
surrounded by double quotes, converted to Base64. Because the attribute is Base64,

the name of the attribute is followed by two, rather than one colon. Finally, you must
perform the operation using SASL by including the -h parameter of the LDIFDE command.
To learn more about the unicodePwd attribute, see http://technet.microsoft.com/en-us/
magazine/ff848710.aspx. To learn about Base64 encoding, and to obtain a script to convert
a password to Base64, see http://www.rimueller.net/Base64.htm. The practice at the

end of this lesson includes an exercise in which you will use LDIFDE to import users with
passwords and enable the user accounts.
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Automating the Creation of User Accounts

In this practice, you create several user accounts with automated methods discussed in
this lesson. To perform the exercises in this practice, you will need the following objects in
the contoso.com domain:

m A first-level OU named User Accounts

m A first-level OU named Groups

m A global security group in the Groups OU named Sales

EXERCISE 1 Create Users with a User Account Template

In this exercise, you create a user account template that is prepopulated with properties for
sales representatives. You will then create a user account for a new sales representative by
copying the user account template.

10.
11.
12.
13.
14.
15.
16.

Log on to SERVERO1 as Administrator.

Open the Active Directory Users And Computers snap-in and expand the domain.
Right-click the User Accounts OU, choose New, and then select User.

In the First Name box, type _Sales, including the underscore character.

In the Last Name box, type Template.

In the User Logon Name box, type _salestemplate, including the underscore
character. Click Next.

Type a complex password in the Password and Confirm Password boxes.
Select the Account Is Disabled check box. Click Next. Click Finish.

Notice that the underscore character at the beginning of the account’s name ensures
that the template appears at the top of the list of users in the User Accounts OU.
Notice also that the icon of the user object includes a down arrow, indicating that
the account is disabled.

Double-click the template account to open its Properties dialog box.

Click the Organization tab.

In the Department box, type Sales.

In the Company box, type Contoso, Ltd.

Click the Member Of tab, and then click Add.

Type Sales, and then click OK.

Click the Profile tab.

In the Profile Path box, type \\server01\profiles\%username% and then click OK.

You have now created a template account that can be copied to generate new user
accounts for sales representatives. Next, you will create an account based on the user
account template.
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17.
18.
19.
20.
21.
22.
23.
24.

Right-click _Sales Template and choose Copy.

In the First Name box, type Jeff.

In the Last Name box, type Ford.

In the User Logon Name box, type jeff.ford. Click Next.

Type a complex password in the Password and Confirm Password boxes.
Clear the Account Is Disabled check box.

Click Next, and then click Finish.

Open the properties of the Jeff Ford account and confirm that the attributes you
configured in the template were copied to the new account.

EXERCISE 2 Create a User with the DSAdd Command

In this exercise, you use the DSAdd command to create a user account for Mike Fitzmaurice
in the User Accounts OU.

1.

Open Command Prompt, type the following command on one line, and then press
Enter:
dsadd user "cn=Mike Fitzmaurice,ou=User Accounts,dc=contoso,dc=com"

-samid mike.fitz -pwd * -mustchpwd yes -company "Contoso, Ltd." -email
mike.fitz@contoso.com

You are prompted to enter a password for the user twice. Type a password that

is complex and at least seven characters long, the press Enter. You will not see

the characters of the password as you type.

Switch to Active Directory Users And Computers, refresh the view of the User Accounts
OU, and then open the properties of Mike's user account. Confirm that the properties
you entered on the command line appear in the account.

EXERCISE 3 Import Users with CSVDE

In the previous two exercises, you created users one at a time. In this exercise, you use
a comma-delimited text file to import two users.

1.

Open Notepad and enter the following three lines:

DN,objectClass,sn,givenName, sAMAccountName,userPrincipalName

"CN=David Jones,0OU=User Accounts,DC=contoso,DC=com",user,
Jones,David,david. jones,david.jones@contoso.com

"CN=Lisa Andrews,0OU=User Accounts,DC=contoso,DC=com",user,
Andrews,Lisa,lisa.andrews,lisa.andrews@contoso.com

Save the file to your Documents folder with the name NewUsers.txt, and then close
Notepad.

Switch to Command Prompt.
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4. Type cd %userprofile%s\Documents and press Enter.
5. Type csvde -i -f NewUsers.txt -k and press Enter.

The two users are imported. If you encounter any errors, examine the text file for
typographical problems.

6. Switch to Active Directory Users And Computers, refresh the view of the User Accounts
OU, and then confirm that the users were created successfully.

7. Examine the accounts to confirm that first name, last name, user principal name,
and pre-Windows 2000 logon name are populated according to the instructions in
NewUsers.txt.

EXERCISE 4 Import Users with LDIFDE

Like CSVDE, LDIFDE can be used to import users. The LDIF file format, however, is not
a typical delimited text file. In this exercise, you use LDIFDE to import two users.

1. Open Notepad and type the following lines. Be sure to include the blank line between
the two operations. Also note that there are two colons after unicodePwd.

DN: CN=April Stewart,OU=User Accounts,DC=contoso,DC=com
changeType: add

CN: April Stewart

objectClass: user

sAMAccountName: april.stewart
userPrincipalName: april.stewart@contoso.com
givenName: April

sn: Stewart

displayName: Stewart, April

mail: april.stewart@contoso.com

description: Sales Representative in the USA
title: Sales Representative

department: Sales

company: Contoso, Ltd.
unicodePwd: : TgBQAGEAJAAKAHCAMABYAGQAIgA=
userAccountControl:512

DN: CN=Tony Krijnen,OU= User Accounts,DC=contoso,DC=com
changeType: add

CN: Tony Krijnen

objectClass: user

sAMAccountName: tony.krijnen

userPrincipalName: tony.krijnen@contoso.com
givenName: Tony

sn: Krijnen

displayName: Krijnen, Tony

mail: tony.krijnen@contoso.com

description: Sales Representative in The Netherlands
title: Sales Representative

department: Sales

company: Contoso, Ltd.
unicodePwd: : TgBQAGEAJAAKAHCAMABYAGQAIgA=
userAccountControl:512
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The value of the unicodePwd attribute, IJBQAGEAJAAKAHCAMABYAGQAIgA=, is the
Base64 enconding of the password, Pa$$wOrd, surrounded by quotes.
The value of the userAccountControl attribute, 512 (Hex 200), specifies an enabled,
normal user account.

2. Save the file to your Documents folder with the name “NewUsers.Idf.” Surround
the file name with quotes; otherwise, Notepad will add a .txt extension. Then close
Notepad.

Although you can import LDIF files with any extension, it is conventional to use the .Idf
extension.

3. Switch to Command Prompt.
4. Type cd %userprofile’%\Documents and press Enter.
Type ldifde -i -f NewUsers.Idf -k -h and press Enter.

The two users are imported. If you encounter any errors, examine the text file for
typographical problems.

6. Switch to Active Directory Users And Computers, refresh the view of the User Accounts
OU, and then confirm that the users were created successfully and that the accounts
are enabled.

7. Examine the accounts to confirm that user properties are populated according to
the instructions in NewUsers.Idf.

Lesson Summary

®m You can copy a user account in Active Directory to create a new account. A small
subset of account properties is copied. To create a user account template, create a user
and prepopulate the appropriate attributes. Then disable the template account so
that it cannot be used for authentication. Copy the template as a basis for new user
accounts.

m The DSAdd command enables you to create user objects from the command line,
with parameters that specify properties of the user.

®m You can import a comma-delimited text file of users and their properties with
the CSVDE command.

m Use LDIFDE to perform operations in Active Directory, including adding, changing,
and removing users. The LDIF file that specifies such operations is a standard format
that enables the interchange of data between directories. LDIFDE supports importing
user passwords.

Lesson Review

You can use the following questions to test your knowledge of the information in Lesson 1,
“Automating the Creation of User Accounts.” The questions are also available on the
companion CD if you prefer to review them in electronic form.
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NOTE ANSWERS

Answers to these questions and explanations of why each answer choice is right or wrong

are located in the “Answers"” section at the end of the book.

1.

You are an administrator at a large university, and you have just been sent an Excel file

containing information about 2,000 students who will enter the school in two weeks.
You want to create user accounts for the new students with as little effort as possible.
Which of the following tasks should you perform?

A.
B.
C.
D.

Create a user account template and copy it for each student.
Run LDIFDE -i.

Use CSVDE -i.

Run the DSADD USER command.

You are an administrator at a large university. Which command can be used to delete
user accounts for students who graduated?

A.
B.

LDIFDE
DSMod
DEL
CSVDE
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Lesson 2: Administering with Windows PowerShell
and Active Directory Administrative Center

In Lesson 1, you learned how to use command-line tools to add or import user accounts.

In this lesson, you are introduced to Windows PowerShell, which is the recommended tool for
administering and automating Active Directory from the command line. Windows PowerShell
certainly deserves its Power moniker. As you will discover, Windows PowerShell enables you
to perform tasks with a single command line that would require multiple clicks in Active
Directory Users And Computers. Better yet, Windows PowerShell enables you to create scripts
that can automate administrative tasks—for example, the creation of user accounts—more
easily than with legacy tools like the DS commands. At the end of this lesson, you will explore
Active Directory Administrative Center, a new graphical administrative tool that is based on
Windows PowerShell.

After this lesson, you will be able to:

= Identify the requirements for administering AD DS with Windows PowerShell.

= Understand Windows PowerShell concepts and syntax, including cmdlets,
variables, aliases, namespaces, and providers.

= Create a user by using Windows PowerShell.

= Import users from a comma-separated values (CSV) file.

= Use the Active Directory Administrative Center to navigate, search,
and administer Active Directory.

Estimated lesson time: 90 minutes

Introducing Windows PowerShell

Windows PowerShell is a task-based command-line shell and scripting language designed
especially for system administration, and it is the recommended tool for performing

and automating administrative tasks in Windows Server 2008 R2. Built on the Microsoft
.NET Framework, Windows PowerShell helps IT professionals control and automate the
administration of several Microsoft technologies, including the Windows operating system,
AD DS, SharePoint 2010, and Microsoft Exchange Server 2007 and later.

With Windows PowerShell commands, called cmdlets, you can perform management tasks
from the command line. With Windows PowerShell providers, you can access data stores,
such as the registry and Active Directory, as easily as you access the file system. In addition,
Windows PowerShell has a rich expression parser and a fully developed scripting language.
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EXAM TIP

This section introduces you to Windows PowerShell so that you can become familiar with
this important administrative tool. You are not expected to create Windows PowerShell
scripts on the 70-640 exam; however, you should be able to recognize cmdlets used for
basic Active Directory tasks such as those described in this training kit. If you want to learn
to administer using Windows PowerShell, refer to Windows PowerShell 2.0 Administrator’s
Pocket Consultant by William R. Stanek (Microsoft Press, 2009).

Windows PowerShell includes the following features:
m Cmdlets for performing common system administration tasks.
m A task-based scripting language.

m Support for existing scripts and command-line tools. For example, you can perform
most Command Prompt (Cmd.exe) commands with Windows PowerShell.

m Consistent design. Because cmdlets and system data stores use common syntax
and naming conventions, data can be shared easily and the output from one cmdlet
can be used as the input to another cmdlet without reformatting or manipulation.

m Providers that expose system resources such as the registry, certificate store,
and directory service for simplified navigation by using the same techniques that
users employ to navigate the file system.

m Powerful object manipulation capabilities. You can manipulate objects directly or
send them to other tools or databases.

m Extensible interface. Independent software vendors and enterprise developers can
build custom tools and utilities to administer their software.

Preparing to Administer Active Directory Using
Windows PowerShell

Windows PowerShell 2.0 is installed by default in Windows Server 2008 R2 and Windows 7.
You can open a Windows PowerShell console from the Accessories, Windows PowerShell
program group in the Start menu, or by running Powershell.exe.

Windows PowerShell provides native support for hundreds of commands called cmdlets
(pronounced, “command-lets”), and you can add functionality to a session by importing
modules or snapins. A module or snap-in is a package of cmdlets and other items. Windows
Server 2008 R2 introduces the Active Directory module for Windows PowerShell. The module
must be added to the system on which you will use Windows PowerShell to administer Active
Directory—to your administrative workstation, for example. When you use Server Manager
to add the Active Directory Domain Services (AD DS) role to a server running Windows
Server 2008 R2, the Active Directory module for Windows PowerShell features is added by
default.
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You can install the Active Directory module on a server running Windows Server 2008 R2
by using Server Manager to add the feature. To install the module on your Windows 7
workstation, perform the following steps:

1. Download the Remote Server Administration Tools (RSAT) from
http.//www.microsoft.com/downloads/en/details.aspx?FamilylD=7D2F6AD7-656B-
4313-A005-4E344E43997D&displaylang=en.

2. Install RSAT.

3. Open Control Panel, click the Programs category, and then, under Programs And
Features, click Turn Windows Features On Or Off.

4. Expand Remote Server Administration Tools, and then expand AD DS And AD LDS
Tools.

5. Select the Active Directory Module For Windows PowerShell checkbox.
6. Click OK.

The Active Directory module for Windows PowerShell is the client side of the
administrative module. The module communicates with Active Directory by using a set of
web services provided by the Active Directory Web Services (ADWS). ADWS—the server
side of the administrative module—must be installed on at least one domain controller in
the domain that can be accessed from your administrative workstation. ADWS is installed
automatically when you promote a domain controller running Windows Server 2008 R2.
If you want to add ADWS to a domain controller running an earlier version of Windows

Server, you must download Active Directory Management Gateway Service (Active Directory
Web Service for Windows Server 2003 and Windows Server 2008) from http://www.microsoft

.com/downloads/en/details.aspx?displaylang=en&FamilylD=008940c6-0296-4597-be3e-
1d24clcfOdda. The service can be added to a domain controller running Windows Server

2003 or Windows Server 2008, as long as the .NET Framework version 3.5 with Service Pack 1

(SP1) is installed, along with the hotfixes listed on the download page.

NOTE WEB SERVICES FOR ACTIVE DIRECTORY

ADWS provides XML Web Services-based protocols to interact with Active Directory.

The Active Directory module for Windows PowerShell communicates with these services
to perform administrative tasks. This model is a departure from other interfaces including
Lightweight Directory Access Protocol (LDAP) and Active Directory Services Interface
(ADSI), which continue to be supported and used by legacy tools including Active
Directory Users And Computers.

When ADWS is running on at least one domain controller (and remember, it is installed
automatically on a Windows Server 2008 R2 domain controller), and the Active Directory

Module For Windows PowerShell is available (which is also added automatically to a Windows

Server 2008 R2 domain controller), you are ready to administer Active Directory with
Windows PowerShell. You can open the Active Directory Module For Windows PowerShell
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from the Administrative Tools program group, or you can import the module into
a PowerShell session by typing the following command:

Import-Module ActiveDirectory

The Windows PowerShell console looks very similar to the command prompt of Cmd.
exe except that the prompt includes PS. Figure 3-1 shows two instances of the Windows
PowerShell console. One instance was launched by opening the Active Directory Module For
Windows PowerShell from the Administrative Tools program group. The second was launched
by running Powershell.exe and then importing the Active Directory module. You could use
either instance to administer the domain.

dowsPowerShell', v

m325WindowsPowerShe 115w mport—Module ActiveDirectory !
tem32\WindowsPowerShe11%wl B>

FIGURE 3-1 Windows PowerShell consoles with the Active Directory module

NOTE ONE WINDOWS, ONE SHELL

Windows PowerShell enables you to launch programs and execute commands that are
identical to those in Command Prompt. For example, you can type dir, cls, ipconfig /all,
and robocopy in Windows PowerShell, just as you can in Command Prompt. Therefore,
Windows PowerShell is backward compatible for administrators. If you use Windows
PowerShell, you can perform administrative tasks either with familiar Cmd.exe commands
or with Windows PowerShell cmdlets.

cmdlets

In traditional shells such as Command Prompt (Cmd.exe), you issue commands such as dir

or copy that access utilities built into the shell, or you call executable programs, such as
Attrib.exe or Xcopy.exe, many of which accept parameters from the command line and return
feedback in the form of output, errors, and error codes.
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In Windows PowerShell, you issue directives by using cmdlets. A cmdlet is a single-feature
command that manipulates an object. The Active Directory module ships with 76 cmdlets for
Windows PowerShell, so it is not recommended that you try to memorize them all. Instead,
you should know how to discover and get help about a cmdlet when you need it. Over time,
you will memorize the cmdlets that you use regularly.

Luckily, Windows PowerShell is a modern command-line and automation interface, and
it benefits from lessons learned from past command-line environments, such as Command
Prompt. One of the most immediately useful sets of features are those that help you discover
cmdlets and learn syntax easily.

The Get-Command cmdlet lists cmdlets. Simply type the following command to list all
cmdlets available within the Windows PowerShell session:

Get-Command

Cmdlets are not case-sensitive. Therefore, the following cmdlets are equivalent:
m Get-Command

m get-command

= GET-COMMAND

Cmdlets always follow the Verb-Noun format, also called the Action-Object format.
The Noun is always singular. For example, the cmdlet to list all services running on a computer
is Get-Service. To list all processes running on a computer, type the following command:

Get-Service
Windows PowerShell standardizes cmdlets and supports a managed number of verbs.
You can display a list of supported verbs with the Get-Verb cmdlet. Nouns follow naming

standards managed by the Windows PowerShell team. For example, all Active Directory
nouns begin with AD.

You can use these standards to list all Active Directory cmdlets. Type the following
command:

Get-Command -Noun AD* | More

NOTE | MORE

Windows PowerShell supports much of the same syntax as Command Prompt, which
eases the transition to Windows PowerShell. As in Command Prompt, adding | more to
a command pages the output of the command.

The command shown in the preceding paragraph is a shortcut based on the fact that
all Active Directory nouns begin with AD. A more technically accurate approach is to list all
of the commands in the Active Directory for Windows PowerShell. To list the commands in
the module, type the following command:

Get-Command -Module ActiveDirectory
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You will instantly recognize the purpose of some cmdlets based on their names. For
example, the Get-ADGroupMember cmdlet lists—or enumerates—members of a group.

Parameters

Most cmdlets accept parameters. Parameters have names preceded by a dash and are not
case sensitive. For example, the -Identity parameter of the Get-ADGroupMember cmdlet
specifies the group that you want to enumerate. The -I/dentity parameter is used by most
Active Directory cmdlets to reference a specific object. The value of the parameter can be
a distinguished name or a sSAMAccountName (Pre-Windows 2000 Logon Name), as in the
following examples:

Get-ADGroupMember -Identity "cn=Sales,ou=Groups,dc=contoso,dc=com"
Get-ADGroupMember -Identity Sales

You can also use an object name, a Globally Unique Identifier (GUID), or a Security
Identifier (SID) to reference an object. Some parameters accept values without specifying
the parameter name. The -I/dentity parameter of the Get-ADGroupMember cmdlet is one such
parameter. The parameter name is optional. Therefore, the following command is also valid:

Get-ADGroupMember Sales

Get-Help

When you find a cmdlet that appears to support a task you want to perform, you can expose
the documentation for the cmdlet using the Get-Help cmdlet. The simplest form of help is
provided by typing the Get-Help cmdlet followed by the cmdlet name you want help with.
For example:

Get-Help Get-ADGroupMember
Without a parameter, the Get-Help cmdlet shows a synopsis, a more detailed description,

and the syntax of the cmdlet. The following optional parameters of Get-Help produce various
types and levels of detail:

m -Examples Shows usage examples of the cmdlet.

m -Detailed Shows detailed information about the cmdlet and each of its parameters,
as well as examples.

m -Full Shows all documentation of the cmdlet.

For example, to get help, including examples, about the New-ADGroupMember cmdlet,
which lists—or enumerates—the members of a group, type the following:

Get-Help Get-ADGroupMember -detailed

The Windows PowerShell Get-Help cmdlet is the best place to start looking for information
about cmdlets, especially when you are just getting started with Windows PowerShell.
Windows PowerShell cmdlets are well documented with a standard documentation format,
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and the Get-Help cmdlet, with the -Examples, -Detailed, and -Full parameters, exposes that
documentation.

MORE INFO EXPLORE WINDOWS POWERSHELL CMDLETS

The following article, and its related articles, provide additional details regarding
the fundamentals of Windows PowerShell cmdlets: “Windows PowerShell Basics,”
http://technet.microsoft.com/en-us/library/dd347730.aspx.

Objects

Unlike Command Prompt, in which commands return text that then must be parsed and
processed as text, Windows PowerShell returns objects—representations of the resource itself.

An object is a programming construct. From a technical perspective, a .NET object is
an instance of a .NET class that consists of data and the operations associated with that
data. Think of an object as a virtual representation of a resource of some kind. For example,
the Get-ADUser cmdlet returns an object representing a user. The following command returns
an object representing the user with the sSAMAccountName mike fitz:

Get-ADUser -Identity mike.fitz

When you run this command, the console displays several properties of the user. But
it is important to note that the cmdlet itself returns more than text: It returns an object
representing the user. You can then manipulate the user by examining or setting its attributes
or performing actions such as disabling the account.

Objects can have properties—also called attributes—that represent data maintained by
the resource. An object representing a user, for example, has properties for the user’s first and
last name. When you get a property, you are retrieving the data of the resource. When you
set a property, you are writing that data to the resource.

Objects also have methods, which are actions that you can perform on the object. When
you perform a method on the object that represents the resource, you perform the action on
the resource itself.

Variables

In the examples thus far, you have not yet done anything with the objects other than showing
default properties. However, objects returned by a cmdlet can be stored in variables for later
use. A variable is a named memory location that stores a value or object, and returns the
value when needed. In Windows PowerShell, variable names are preceded by a dollar sign ($).
The variable name itself is not case sensitive.

To assign a variable—that is, to create and define a variable—simply use the following
syntax:

$variable = value
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For example, the following command assigns the object retrieved by the Get-ADUser
cmdlet to a variable named $user:

$user = Get-ADUser mike.fitz

A variable created from the Command Prompt persists during the Windows PowerShell
session—that is, until you close the Windows PowerShell console. You can then use
the variable as a parameter for another cmdlet. For example, the Set-ADUser cmdlet

sets the value of a subset of the most common user attributes. You can use Set-ADUser to
disable the user account represented by the variable $user by typing the following command:

Set-ADUser -Identity $user -Enabled $false
The -identity parameter name is optional. The value of the parameter, as mentioned
earlier, can be a distinguished name, a SAM account name, an object name, a GUID, or a SID.

The identity can also be provided as a user object—in this example, the user object stored in
the variable $user.

Windows PowerShell has built-in variables, including the following:
m $true Boolean true

m $false Boolean false

m $error Contains the error object of the most recent error

In the example earlier, the value of the -Enabled parameter is set to the Boolean value false
by using the built-in variable $false.

MORE INFO VARIABLES

The following article provides additional details regarding variables: “Using Variables to
Store Objects” at http://go.microsoft.com/fwlink/?LinkID=192734.

Pipeline

You can also pipe the object or objects returned by one cmdlet as input to a subsequent
cmdlet. Windows PowerShell features a pipeline: a channel through which the output of

a cmdlet can be passed to the following cmdlet on the same command line. The pipeline is
represented by the pipe character (|).

For example, type the following to disable the account for Mike Fitzmaurice:
Get-ADUser mike.fitz | Set-ADUser -Enabled $false
The Get-ADUser cmdlet gets an object representing the user and passes the object down

the pipeline to the Set-ADUser cmdlet, which sets the value of the enabled flag to the logical
value false.

The concept illustrated in this simple example is an important one. When working in
Windows PowerShell, you will often get one or more objects, pass the objects down the
pipeline, and do something to them. In this example, we created an object reference to one
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user, then passed that object to a cmdlet that disabled the user account. The next command
in the pipeline could just as easily be the Add-ADGroupMember cmdlet to add the user to
a group, or the Remove-ADUser cmdlet to delete the user account.

In addition, when a cmdlet returns more than one object (known as a collection of objects)
and passes the collection down the pipeline, a subsequent cmdlet can operate on each of
the objects it receives. For example, the Get-ADGroupMember cmdlet returns a collection of
objects representing group members. To disable the accounts of all users in the Sales group,
type the following command:

Get-ADGroupMember -Identity Sales | Set-ADUser -Enabled $false

The collection of users returned by the Get-ADGroupMember cmdlet is piped to
the Set-ADUser cmdlet. The Set-ADUser cmdlet operates on each object that is passed to it,
disabling each user.

NOTE SHORTCUT TAKEN

In the previous example, it is assumed that every member of the Sales group is a user.
If the Sales group contained another group as a nested member, the command shown
in the previous example would fail because the Set-ADUser cmdlet cannot operate on

a group object piped to it. You could address this scenario by piping the output of
Get-ADGroupMember to the Where-Object cmdlet, which can filter the pipeline to pipe
only user objects to the Set-ADUser cmdlet.

Extend the Pipeline to More than One Line

A Windows PowerShell task may involve multiple cmdlets, parameters, and expressions. More
complicated tasks may create a long pipeline with structures including functions, iterative
loops, and conditional statements. Often, the pipeline is extended to more than one line to
improve readability. There are several ways to enter one line of a pipeline and then continue
the pipeline on a subsequent line:

m The tick mark () When a tick mark is the last character of a line, it serves as a line
break and line continuation marker. Windows PowerShell assumes that the subsequent
line is a continuation of the current line. The following two-line command uses a tick
mark to break the line for readability:

Get-ADGroupMember -Identity Sales | °
Set-ADUser -Enabled $false

m The pipe symbol (]) When the pipe symbol is the last character of a line, it, too,
serves to indicate that the command is not complete, so Windows PowerShell
continues the command with the subsequent line, as in the following example:

Get-ADGroupMember -Identity Sales |
Set-ADUser -Enabled $false
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m Curly braces ({}) Curly braces enclose a structure such as an expression or a proce-
dure—a script block, for example. A left curly brace marks the beginning of a struc-
ture. The pipeline continues on one or more lines until the right curly brace is found,
marking the end of the structure.

When you type a line in the Windows PowerShell console and the line ends with a tick
mark or a pipe symbol, or the line contains a left curly brace that is not closed with a right
curly brace, the console prompt becomes a double right chevron, shown in Figure 3-2. This
prompt is a visual indication that the command is being continued. To indicate that the
command is complete, you must enter a blank line at the prompt, as shown in Figure 3-2.
When Windows PowerShell receives the blank line, it executes the multi-line command.

& Administrator: Active Directory Module for Windows PowerShell

PS C:sUsers“Administrator? Get—ADGroupMember —Identity Sales |
>> Set—ADUser -enabled $false
>

PS C:sUsers“Administrator> _

FIGURE 3-2 A multi-line command

MORE INFO THE WINDOWS POWERSHELL PIPELINE

The following article provides additional details regarding the Windows PowerShell
Pipeline: “Understanding the Windows PowerShell Pipeline” at http://go.microsoft.com/
fwlink/?LinkiD=192732.

Aliases

Windows PowerShell allows a cmdlet to have aliases, which are alternate names for

the cmdlet. For example, gsv is an alias for Get-Service, a cmdlet that returns a collection of
services on a system. The Get-Alias cmdlet lists aliases. Without a parameter, Get-Alias lists
all aliases in the current Windows PowerShell session. To list aliases for a specific cmdlet, type
the following command:

Get-Alias -Definition cmdiet

where cmdlet is the cmdlet for which you want to list aliases.
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If you see a cmdlet that does not follow the Verb-Noun syntax, the cmdlet is using an alias.
Sometimes it can be difficult to interpret what a command is doing when an alias is used.
To list the cmdlet associated with a specific alias, type the following command:

Get-Alias Alias

where Alias is the alias you want to define.

Windows PowerShell aliases enable you to use common Command Prompt (Cmd.exe)
and UNIX commands. For example, dir and Is list the objects in a directory; they are aliases
for the Get-Childltem cmdlet. You can clear the Windows PowerShell console screen with
the Clear-Host cmdlet, or you can use the alias c/s. Windows PowerShell provides aliases for
command-shell commands, however Windows PowerShell cmdlets do not take the same
parameters as Cmd.exe commands. For example, to retrieve a directory of folders and all
subfolders in Command Prompt, type dir /s. In Windows PowerShell, type dir -recurse.

MORE INFO USING FAMILIAR COMMAND NAMES

The following article provides additional details regarding Windows PowerShell aliases:
“Using Familiar Command Names” at http://go.microsoft.com/fwlink/?LinkID=192733.

Namespaces, Providers, and PSDrives

Cmdlets operate against objects in a namespace. A folder on a disk is an example of

a namespace—a hierarchy that can be navigated. Namespaces are created by providers,
which you can think of as drivers. For example, the file system has a Windows PowerShell
provider, as does the registry, so Windows PowerShell can directly access and manipulate
objects in the namespaces of those providers.

You are certainly familiar with the concept of representing the namespace of a disk volume
with a letter or representing a shared network folder’s namespace as a mapped drive letter.
In Windows PowerShell, namespaces from any provider can be represented as PSDrives.
Windows PowerShell automatically creates a PSDrive for each drive letter already defined by
Windows.

Windows PowerShell takes this concept to the next level by creating additional PSDrives
for commonly required resources. For example, it creates two drives, HKCU and HKLM, for
the HKEY_CURRENT_USER and HKEY_LOCAL_MACHINE registry hives. Now you can navigate
and manipulate the registry as easily as you can a file system. Type the following in the
Windows PowerShell:
cd hkIm:\software
dir

Drives are also created for aliases, the environment, certificates, functions, and variables.
To list the PSDrives that have been created, type Get-PSDrive.
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The Active Directory PowerShell Provider

Windows Server 2008 R2 adds a provider for Active Directory, so you can navigate Active
Directory as easily as you navigate the folders on a disk volume. To use the Active Directory
provider, type the following command:

cd AD:
The prompt changes to PS AD:\> to reflect the current directory, which is the top-level

node in the Active Directory namespace, the root directory service entry or RootDSE. Type dir
to list the partitions of Active Directory.

You can navigate to a partition by typing cd followed by the distinguished name of
the partition. For example, to navigate to the domain partition for the contoso.com domain,
type the following command:

cd "dc=contoso,dc=com"
To navigate to an OU, type cd followed by either the distinguished name or the relative

distinguished name of the OU. For example, to navigate to the User Accounts OU, type
the following command:

cd "ou=User Accounts"”

TIP TAB EXPANSION

Windows PowerShell supports tab expansion, also called tab completion, so that you
can type a few letters and then press Tab to complete your typing. This applies not only
to paths, such as “OU=User Accounts,” but also to cmdlets, parameter names, object
attributes, and methods.

To create a new OU for Contractors in the User Accounts OU, type the following command:

md "ou=Contractors"

Md is an alias for the New-/tem cmdlet. In the example, a number of defaults were used
to create the result: a new OU named Contractors in the User Accounts OU. The New-/tem
cmdlet has several forms. Here, the value of the -Name parameter is “ou=Contractors.”
The parameter name itself is optional. The -IltemType parameter is not specified, so the default
object class organizationalUnit is assumed.

Creating a User with Windows PowerShell

You are now ready to create a user in Active Directory by using the New-ADUser cmdlet.
To create a user account for Mary North, type the following command:

New-ADUser -Name "Mary North"

When you create a new user account, you must specify the -Name parameter, which is the
IdapDisplayName attribute and is also used for CN and several other object name attributes.
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NOTE BUG ALERT

The description of the New-ADUser cmdlet in the cmdlet’s Help documentation suggests
that the -sAMAccountName parameter is required. In fact, it is the -Name parameter

that is required. If you specify only the -Name parameter, the same value is used for

the sAMAccountName attribute of the new account. This can be problematic because
some characters used in a name, such as a space, should not be used in a pre-Windows
2000 logon name. In addition, the sSAMAccountName attribute has a limited length.
Therefore, although the -sAMAccountName parameter is not required by New-ADUser, it is
recommended that you include a value for the parameter when you create a new user.

The user will be created in the default container for users in the domain—Dby default,
the container named Users. You can create a user in a specific location by doing one of
the following:

m Using the -Path parameter to specify the distinguished name of the OU in which to
create the user. For example, to create a user account for Mary North in the User
Accounts OU, type the following command:

New-ADUser -Path "ou=User Accounts,dc=contoso,dc=com” -Name "Mary North"
-SAMAccountName "mary.north"

m Setting the current directory to an OU by using the Active Directory provider
as described earlier in this lesson.

Other attributes can be configured with the many parameters of the New-ADUser cmdlet.
Type Get-Help New-ADUser -Detailed for detailed information about the cmdlet and its
parameters. In the practice for this lesson, you create a user and populate attributes by using
the New-ADUser cmdlet.

You can also create a new account based on a template with the New-ADUser cmdlet.
First you must create an object reference to the template user account and to the specific
properties you want to copy. You can do this by using the Get-ADUser cmdlet to load
attributes from a template account in Active Directory or the New-ADUser cmdlet to create
a template in memory only. For example, to create a reference to the _Sales Template account
created in Lesson 1, type the following command on one line:

$user = Get-ADUser "CN=_Sales Template,OU=User Accounts,DC=contoso,DC=com"
-Properties MemberOf,Title,Department,Company,PhysicalDelivery0fficeName

Note that the -Properties parameter specifies a comma-delimited list of properties that
you want to copy to the new account. Provide the reference as the value of the -Instance
parameter of the New-ADUser cmdlet. To create a new user account for Mary North based on
the template, type the following command:

New-ADUser -path "ou=User Accounts,dc=contoso,dc=com" -Instance $user -Name "Mary North"
-SAMAccountName "mary.north"

Note that you can override properties from the template by using parameters of
the New-ADUser cmdlet.
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Populating User Attributes

You've learned to configure attributes of a new account by using parameters of the
New-ADUser cmdlet. You can also use the Set-ADUser cmdlet to configure user attributes.
The Set-ADUser cdlet provides parameters for the most commonly used attributes. For less
commonly used attributes, the —Add, -Replace, -Clear, and -Remove parameters provide direct
access to all attributes. There are three methods with which you can specify the user to be
modified.

First, you can use the -Identity parameter of the cmdlet. For example, to change the email
address of Mary North, type the following command:

Set-ADUser -Identity mary.north -EmailAddress "mary.north@contoso.com"

The name of the parameter is optional.
Second, you can pipe a user object to Set-ADUser, as in the following example:

Get-ADUser -Identity mary.north | Set-ADUser -EmailAddress "mary.north@contoso.com"

When you use either of these two methods, you are changing the properties of both
the in-memory object reference and the object itself in the directory service. If you plan to
change multiple properties, you can improve performance by making changes in memory,
then committing the changes, all at once, to the directory. This third method requires that
you create a variable representing the user, then make changes to the variable, and then use
the -Instance parameter of the Set-ADUser cmdlet to commit the changes. For example, type
the following commands:
$user = Get-ADUser -Identity mary.north

$user.mail = "mary.north@contoso.com"
Set-ADUser -Instance $user

In the second command, the property is set by using a syntax called the dot notation.
A dot () separates the object from the LDAP name of the property. Notice that the LDAP
name, mail in this example, is sometimes different than the name of the attribute in the
user interface or as referenced by a parameter name. If you're not sure of the LDAP name
for an attribute, click the Attribute Editor tab of a user account in the Active Directory Users
And Computers snap-in. The tab is visible when you select Advanced Features from the View
menu. The Attribute Editor shows all attributes of an object, including their LDAP names
and values.

You do not use the same method to set a user’s password. Instead, you use the
Set-ADAccountPassword cmdlet to change or reset a password. When you change a password,
you provide values for both the old and new passwords. When you reset a password, you
specify the -Reset parameter and provide the value of only the new password. For example,
to reset the password for Mary North, type the following command:

Set-ADAccountPassword -Identity "mary.north" -Reset

You are prompted to enter the new password.
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Windows PowerShell does not allow a cmdlet to receive a secret, such as a password,
in a plain text parameter. It must be passed securely. Therefore, if you want to include
the password in the command line, it must be converted to a secure string before it can be
used as a password parameter. For example, type the following command on one line:

Set-ADAccountPassword -Identity "mary.north" -Reset
-NewPassword (ConvertTo-SecureString -AsPlainText "Pa$$wOrd" -Force)

You can also specify the password for a new account by using the -AccountPassword
parameter of the New-ADUser cmdlet. You would use the same ConvertTo-SecureString
cmdlet, in parentheses as shown in the example, as the value of the parameter. For example,
the following command (typed on one line) will create an account for Mary North:
New-ADUser -Path "ou=User Accounts,dc=contoso,dc=com" -Name "Mary North"

-SAMAccountName "mary.north"

-AccountPassword (ConvertTo-SecureString -AsPlainText "Pa$$wOrd" -Force)
-ChangePasswordAtLogon $true -Enabled $true

The account can be enabled by using the -Enabled parameter because a password
is specified, and the -ChangePasswordAtLogon parameter ensures that the user will be
prompted to change her password the first time she logs on.

Importing Users from a Database with
Windows PowerShell

Although you will not be expected to understand database imports with Windows PowerShell
for the 70-640 examination, learning how to do so can be a tremendous benefit to your
efforts to automate the creation of users. As you'll see, it takes only a few lines of additional
code with the powerful cmdlets of Windows PowerShell.

Assume that you receive an Excel worksheet from the human resources department with
information about newly hired employees. Excel can save the file as a comma-delimited text
file (.csv), which can be imported by Windows PowerShell. The first line of the .csv file must
have field names that match parameter names of the New-ADUser cmdlet. Additional lines
contain the values for each user. As a simple example, consider the following .csv file saved
as Newusers.csv:

Newusers.csv

name, sAMAccountName,GivenName, Surname
John Woods, john.woods,Johnathan,Woods
Kim Akers,kim.akers,Kimberly,Akers

Windows PowerShell can import these users with one command:

import-csv "C:\Users\Administrator\Desktop\newusers.csv" | New-ADUser

You can even add parameters, as in the following example:

import-csv "C:\Users\Administrator\Desktop\newusers.csv" | New-ADUser -organization Contoso

Such parameters will override any values in the .csv file and will apply to all imported users.
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If this doesn't convince you that Windows PowerShell deserves its Power moniker, then ...
well, you're a tough customer!

MORE INFO WINDOWS POWERSHELL

The following resources provide detailed information about Windows PowerShell
and using Windows PowerShell to manage Active Directory:

m Windows PowerShell at http://go.microsoft.com/fwlink/?LinkID=192735
®m The Microsoft Script Center at http://technet.microsoft.com/scriptcenter

m “"Windows PowerShell 2.0 Brings Scripting to Active Directory—and Not Just for
Windows Server 2008 R2" at http://technet.microsoft.com/en-us/magazine/
ee914610.aspx

m “Cool Pipeline Tricks, Redux” at http://technet.microsoft.com/en-us/magazine/
ff394367.aspx

m “PowerShell and Active Directory” at http://www.windowsitpro.com/article/
active-directory/powershell-and-active-directory.aspx

m “Managing AD in Bulk Using PowerShell” at http://www.windowsitpro.com/article/
active-directory/Managing-AD-in-Bulk-Using-PowerShell.aspx

The Active Directory Administrative Center

The Active Directory Administrative Center (ADAC) is a new tool with which you can
administer Active Directory. Unlike the legacy Active Directory Users And Computers
snap-in, which continues to be supported, ADAC was built as a graphical interface on top of
Windows PowerShell. When you perform a task with ADAC, you are running one or more
Windows PowerShell cmdlets or scripts behind the scenes.

ADAC is available only on Windows Server 2008 R2 and on Windows 7. You cannot add
ADAC to computers running earlier versions of Windows. ADAC is added by default when you
promote a Windows Server 2008 R2 domain controller. You can add ADAC as a feature by
using Server Manager, and you can add ADAC to a computer running Enterprise, Professional,
or Ultimate editions of Windows 7 after installing RSAT.

ADAC appears in the Administrative Tools program group. When you open ADAC, shown
in Figure 3-3, you will notice that ADAC is task focused. You can immediately reset a user’s
password or search for an object. This is in contrast to Active Directory Users And Computers,
which is data focused and therefore requires you to locate an object in the hierarchy of
the directory service before you can perform a task.
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'1_ Active Directory Administrative Center
4w Active Directory Domain Services »  Overview - 3
£ Add Navigation Nodes... (0]
+u Active Directory... < . Administrative Center Overview
!j You can use Active Directory Administrative Center to manage Active...
= | = | = ~ Add Content
m Reset Password ® @ || Global Search ®E®
&4 contoso (local) ' User name: Darmain |UserVame
ISfE.’c.*- Scope: contoso (local) Vl
4~ Global s=arch Password: I
Confirm passw. I
[V User must change password at nest log on
I Unlock account
Apply | Clear
Getting Started ®E
Active Directory Administrative Center Overview
Learn how to customize the navigation pane and manage Active Directory objects across multiple domains
Learn how to use search filters when you work with large data sets
Active Directory module for Windows PowerShell rescurces
Active Directory Forum
Current User: CONTOS0\Administrator 4

FIGURE 3-3 Active Directory Administrative Center

You can remove a content panel by clicking the X icon in the upper-right corner of
the panel. For example, you can remove the Getting Started panel after you have acclimated
to ADAC. To add a content panel, click Add Content.

ADAC provides a view of the domain hierarchy, similar to the view shown in Active
Directory Users And Computers. Click the second tab (Tree View) in the navigation panel.
The default view in the navigation panel, shown in Figure 3-3, is the List View tab.

Typically, an administrator focuses on objects in a subset of OUs in the domain—for
example, the User Accounts and Client Computers OUs. You can add shortcuts to the OUs that
you regularly access to the navigation panel by clicking Add Navigation Nodes. A navigation
node is simply a shortcut. It appears on both the List View and Tree View tabs. You can
rename, reorder, or remove navigation nodes in ADAC, but the underlying OU is not changed.

In the list view, click one of the navigation nodes to navigate the hierarchy of OUs beneath
that node. Child nodes expand in a manner similar to the Windows Start menu. The list
view shows the last three nodes to which you have navigated at the bottom of the list,
as a most-recently used (MRU) list. Finally, at the top of ADAC is a breadcrumb bar that
behaves similarly to the Windows Explorer breadcrumb bar. You can navigate the hierarchy
of your domains by clicking breadcrumb elements, or you can specify a container to which to
navigate by using an LDAP path, a distinguished name, or a hierarchical path.

When you select an object, a summary of object properties appears in the Summary panel,
and common tasks appear in the Tasks panel. In Figure 3-4, the user account for April Stewart
is selected.
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Active Directory Administrative Center
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Description:  Sales Representative in the USA

Expiration: <Never:

New 3
Lastlog om:  <Not Sat>

Search under this node
Properties

Summary |

Current Ussr: CONTOSO\Administrator

FIGURE 3-4 The Summary and Tasks panels

To open an object in ADAC, double-click the object or click the Properties link in the Tasks
panel. The properties page of an object is completely different than in Active Directory Users

And Computers. An example is shown in Figure 3-5.

:‘ April Stewart

3) April Stewart

=] E3

Tasks | Add Sections v | @)

e T o086
Orontecton First name: IApriI Account expires: & Never
Member Of Middle initials: I " End of
Profile Last name: [stenart Password options: A
e Full name; IADHI Stewart ' User must change password at next log on
" Other password options
User UPN logon: [ april.stewart @ Icantnsﬂ‘carrj I~ Smart card is required for interactive log on
User Samaccount Icun:usu 1 Iapri\stewart I™ Passward never expires

[ Pratect from accidental deletion

I~ User cannot change password

Encryption cplions: v

Other options: v

Phone numbers:
Main:

Log on hours...  Log on to...

Organization ® @

Display name: ISlewart, April Job title: | Sales Representative

Office: | Department: | Sales

E-mail: Iapril.stev.'art@cuntuso.com Company: |Contusu, Lid,

Web page: I Manager: Ed\t...I Claarl
Other web pages... irect raports:

Add... I
Rerncwal ;I

() wodified:

1/13/2011 6:08:06 PM

OK Cancel

FIGURE 3-5 Properties of a user in ADAC
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Click Tasks to perform common administrative tasks. Properties are shown in a single, long
page. Shortcuts to sections that contain related properties appear on the left panel of the
page. Click Add Sections to add or remove sections. The last section on the page, Extensions,
shows the familiar tabbed interface of Active Directory Users And Computers through which
you can access properties that are not shown elsewhere on the page.

When you need to find one or more objects, click Global Search in the left navigation panel.
You can search based on preset examples, including Users With Enabled But Locked Accounts
and Users With A Password Expiring In A Given Number Of Days, or you can build a search
based on custom criteria. Click Convert To LDAP to fine-tune the query using LDAP syntax.

In the Normal view of the query, click Save to save your query for later reuse. Click Queries
to open a previously saved query.

ADAC provides innovative ways to navigate, search, and administer your domain. Spend
some time experimenting with this effective new interface.

Creating Users with Windows PowerShell

In this practice, you explore Windows PowerShell and use it to create user accounts.
To perform the exercises in this practice, you must have performed the Practice in Lesson 1.

EXERCISE 1 Use Commands and cmdlets in Windows PowerShell

In this exercise, you start Windows PowerShell and use commands with which you are already
familiar.

1. Log on to SERVERO1 as CONTOSO\Administrator.

2. C(lick Start, type powershell.exe, and then press Enter.

3. Inthe Windows PowerShell console, type dir, and then press Enter.

4. |dentify the cmmdlet for which dir is an alias. Type Get-Alias dir, and then press Enter.
Question: For which cmdlet is dir an alias?
Answer: Get-Childitem.

5. Type ipconfig /all, and then press Enter.

6. Type cls, and then press Enter.

7. Type Get-Help New-ADUser, and then press Enter.

An error message appears. The New-ADUser cmdlet is not available because the Active
Directory Module For PowerShell is not loaded.

Type Import-Module ActiveDirectory, and then press Enter.

Type Get-Help New-ADUser, and then press Enter.

The Active Directory cmdlets and provider are now available.
10. Close Windows PowerShell.

11. Open Active Directory Module For Windows PowerShell from the Administrative Tools
program group.
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12.

Type Get-Help New-ADUser, and then press Enter.

The Active Directory cmdlets and provider are immediately available because
the Active Directory module is loaded by default.

EXERCISE 2 Identify and Explore a Windows PowerShell Cmdlet

In this exercise, you identify the command needed to create a new user and explore its

built-in documentation.

1.

List the Windows PowerShell cmdlets for Active Directory.
Type the following command, and then press Enter:

Get-Command -Module ActiveDirectory

Alternately, type the following command, and then press Enter:

Get-Command -Noun AD*

List the cmdlets that perform tasks related to users in Active Directory.
Type the following command, and then press Enter:

Get-Command -Noun AD*User*

Question: Which cmdlet deletes a user?

Answer: Remove-ADUser.

Display the summary Help documentation for the cmdlet.
Type the following command, and then press Enter:
Get-Help New-ADUser

Display usage examples for the cmdlet.

Type the following command, and then press Enter:
Get-Help New-ADUser -examples

Tip: You can press the Up Arrow key to select the previously entered command,
and then type the additional parameter.

Display detailed Help for the cmdlet.

Type the following command, and then press Enter:

Get-Help New-ADUser -detailed

EXERCISE 3 Create an Organizational Unit Using New-ADOrganizationalUnit

In this exercise, you create a new OU called Employees in the User Accounts OU.

= Type the following command on one line, and then press Enter:

New-ADOrganizationalUnit -Name Employees
-Path "ou=User Accounts,dc=contoso,dc=com"
-ProtectedFromAccidentalDeletion $true

Lesson 2: Administering with Windows PowerShell and Active Directory Administrative Center

www.it-ebooks.info

121


http://www.it-ebooks.info/

122

EXERCISE 4 Navigate Active Directory Using the Active Directory PSDrive

In this exercise, you navigate Active Directory using commands that are familiar to you from
your experience navigating file systems in Command Prompt.

1.
2.

Type cd AD:, and then press Enter.

Type cd “dc=contoso,dc=com”, and then press Enter.
Type cd “ou=User Accounts”, and then press Enter.
Type md “ou=Contractors”, and then press Enter.

Type the following command to create an OU called Employees in the User
Accounts OU:

New-Item -Name "ou=Employees" -ItemType organizationalUnit

Type dir, and then press Enter.
Type cd c:, and then press Enter.

Open Active Directory Users And Computers. Navigate to the User Accounts OU
and confirm that the Employees and Contractors OUs were created.

EXERCISE 5 Create Users with Windows PowerShell

In this exercise, you use Windows PowerShell to create users in Active Directory. You then
modify attributes of one of the users.

1.

In Active Directory Module For Windows PowerShell, type the following command
on one line, and then press Enter:

New-ADUser -Path "ou=User Accounts,dc=contoso,dc=com" -Name "Mike Danseglio"
-SAMAccountName "mike.danseglio" -UserPrincipalName "mike.danseglio@contoso.com"

Type the following two commands, on one line each, and then press Enter:

New-ADUser -Path "ou=User Accounts,dc=contoso,dc=com" -Name "Linda Mitchell"
-SAMAccountName "Tinda.mitchell" -UserPrincipalName "linda.mitchell @contoso.com"

New-ADUser -Path "ou=User Accounts,dc=contoso,dc=com” -Name "Scott Mitchell"
-SAMAccountName "scott.mitchell" -UserPrincipalName "scott.mitchell @contoso.com"

Create a user with additional attributes. Type the following command on one line,
and then press Enter.

New-ADUser -Path "ou=User Accounts,dc=contoso,dc=com”™ -Name "Mary North"
-SAMAccountName "mary.north" -UserPrincipalName "mary.north@contoso.com"
-EmailAddress "mary.north@contoso.com" -GivenName "Mary" -Surname "North"
-Description "Sales Representative in Australia”

-Company "Contoso, Ltd." -Department "Sales"

-Office "Sydney" -AccountPassword (ConvertTo-SecureString
-AsPTlainText "Pa$$wOrd" -Force)

-ChangePasswordAtLogon $true -Enabled $true
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4.

7.

Switch to Active Directory Users And Computers. Refresh the view of the User Accounts
OU. Open the properties of the user accounts you just created, and confirm that
the attributes you specified were configured as expected.

Notice that the user accounts for Linda Mitchell and Scott Mitchell are disabled.

They cannot be enabled until a password has been specified. Reset the password of
each account, but do not enable the accounts at this time. You will enable the accounts
in the practice in Lesson 3.

Switch to Active Directory Module For Windows PowerShell.
Type the following commands:

$user = Get-ADUser "mary.north"
Set-ADUser $user -EmpTloyeeNumber 12345

Type the following command, and then press Enter:
Get-ADUser "mary.north" | Set-ADUser -DisplayName "North, Mary"

Type the following command, and then press Enter:
Get-ADUser "mary.north" -Properties *
By default, the Get-ADUser cmdlet returns only a few of the most commonly used

attributes. You can specify the properties to return by using the -Properties parameter.
An asterisk (*) returns all properties.

Lesson Summary

Windows PowerShell is the preferred command-line administration and automation
interface for SharePoint 2010. Windows PowerShell provides support for performing
administrative tasks from a command line and from scripts.

The Active Directory module for Windows PowerShell enables you to administer Active
Directory by using Windows PowerShell. You can add the Active Directory module
feature to a computer running Windows Server 2008 R2. It is added automatically
when you promote a Windows Server 2008 R2 domain controller. You can add the
Active Directory module feature to a computer running Windows 7 after you have
installed RSAT.

The Active Directory module communicates with Active Directory Web Services (ADWS)
on a domain controller. ADWS is available by default on Windows Server 2008 R2 and is
installed automatically when you promote a Windows Server 2008 R2 domain controller.

ADWS can be added to computers running Windows 2003 SP2, Windows 2003 R2 SP2,
Windows Server 2008, and Windows Server 2008 SP2. This package is called the Active
Directory Management Gateway Service.

Windows PowerShell cmdlets follow strict standards, including Verb-Noun syntax with
singular nouns and Help documentation.

The Get-Command and Get-Help cmdlets expose commands and syntax.
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m  Windows PowerShell works with .NET objects. A cmdlet returns objects and can send
them to subsequent cmdlets or into variables for later use.

m The Active Directory module includes a provider that helps you navigate Active
Directory as a PSDrive.

® You can create a user with the New-ADUser cmdlet. The Set-ADUser cmdlet can
configure attributes of an existing user object.

m  The Active Directory Administrative Center (ADAC) is a graphical tool that supports
task-based administration of Active Directory, efficient navigation, and powerful
search. Behind the scenes, tasks are performed by using Windows PowerShell cmdlets.

Lesson Review

You can use the following questions to test your knowledge of the information in Lesson 2,
“Administering with Windows PowerShell and Active Directory Administrative Center.”

The questions are also available on the companion CD if you prefer to review them in
electronic form.

NOTE ANSWERS

Answers to these questions and explanations of why each answer choice is right or wrong
are located in the “Answers” section at the end of the book.

1. You have just opened the Active Directory Module For Windows PowerShell. You want
to create a user account for Mary North. Which of the following should you do?

A Use the New-/tem cmdlet.

B. Use the New-SPUser cmdlet.
C. Use the New-ADUser cmdlet.
D. Use the Set-ADUser cmdlet.

2. You want to import users from a file maintained by Human Resources in Microsoft
Office Excel. What can you do? (Choose all that apply.)

A Use LDIFDE.

B. Use the Import-CSV cmdlet.
C. Use the DSAdd command.
D. Use CSVDE.

3. You want to specify a password for a new user account. What do you do? (Choose all
that apply. Each correct answer is a part of the solution.)

A Use the New-ADUser cmdlet.

B. Use the ConvertTo-SecureString cmdlet.

C. Use the Reset-ADPassword cmdlet.

D. Pipe the user to the Remove-ADUser cmdlet.
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Lesson 3: Supporting User Objects and Accounts

The first two lessons of this chapter explained the methods with which to create user
accounts. That is only the first step in the life cycle of a user in a domain. After creating

the user, you must configure attributes that define both the properties of the security
principal (the account) and the properties that manage the user. A user object in Active
Directory is far more than just a handful of properties related to the user’s security identity

or account. A user object includes attributes that describe the individual and his or her
relationship with the organization, as well as contact information and configuration of

the user’s experience on his or her computer. In this lesson, you will explore many of the more
useful attributes of user objects, and you will learn how to administer these attributes for one
or more users.

You must also know how and when to administer the account, to perform password
resets and unlock the account. Finally, you must be able to move the user between OUs
and, eventually, de-provision the account by disabling or deleting it. This lesson covers
the procedures used to support a user object through its life cycle—procedures you can
perform using the Windows interface, Command Prompt, and Windows PowerShell.

After this lesson, you will be able to:

= |dentify the purpose and requirements of user account attributes and user name
properties.

= View and modify hidden attributes of user objects.
= Modify attributes of multiple users simultaneously.

= Manage users with the Active Directory Users And Computers snap-in,
DS commands, and Windows PowerShell.

= Perform common administrative tasks to support user accounts.

Estimated lesson time: 90 minutes

Managing User Attributes with Active Directory
Users And Computers

When you use the New Object-User Wizard in the Active Directory Users And Computers
snap-in to create a user, you are prompted for some common properties, including logon
names, password, and user first and last names. A user object in Active Directory, however,
supports dozens of additional properties that you can configure at any time with the Active
Directory Users And Computers snap-in.

To read and modify the attributes of a user object, right-click the user and then click
Properties. The user’s Properties dialog box appears, as shown in Figure 3-6.
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Tony Krijnen Properties ﬂ m

Member OF I Dial-in | Erironment I Session:
Remote control I Teminal Services Profile I COK+
General | Addiess I Account I Frofile I Telephones I Organization

2 Tony Kiiinen

e ]
First name: |T0n_u Initials:
Last name: IKriinen
Dizplay name: IKriinen, Tony
Description: |Sales Representative in The Metherlands
Office: IAmsterdam

Telephone number: |1 23456789 Other |

E-mail:

‘web page: Iwww.cnntoso oo Other... |

IIUn_l,l. krinen{®contoso.com

Cancel | Apply | HEelg

FIGURE 3-6 The Properties dialog box for a user

Attributes of a user object fall into several broad categories that appear on tabs of

the dialog box:

Account attributes: the Account tab These properties include logon names, the
password, and account flags. Many of these attributes can be configured when you
create a new user with the Active Directory Users And Computers snap-in. The Account
Properties section details account attributes.

Personal information: the General, Address, Telephones, and Organization

tabs The General tab exposes the name properties that are configured when you cre-
ate a user object, as well as basic description and contact information. The Address and
Telephones tabs provide detailed contact information. The Telephones tab also con-
tains the Notes field, which maps to the info attribute and is a very useful general-
purpose text field that is underused by many enterprises. The Organization tab shows
job title, department, company, and organizational relationships.

User configuration management: the Profile tab Here you can configure the user’s
profile path, logon script, and home folder.

Group membership: the Member Of tab You can add the user to and remove
the user from groups and change the user’s primary group. Group memberships
and the primary group will be discussed in Chapter 4, “"Managing Groups.”

Terminal services: the Terminal Services Profile, Environment, Remote Control,
and Sessions tabs These four tabs enable you to configure and manage the user’s
experience when the user is connected to a Terminal Services session.
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MORE INFO TERMINAL SERVICES SETTINGS

For more information about configuring Terminal Services settings, see MCTS Self-Paced
Training Kit (Exam 70-643): Configuring Windows Server 2008 Applications Infrastructure,
(2nd Edition), by J. C. Mackin (Microsoft Press, 2011).

m Remote access: the Dial-in tab You can enable and configure remote access
permission for a user on the Dial-in tab.

m Applications: the COM+ tab This tab enables you to assign users to an Active
Directory COM+ partition set. This feature facilitates the management of distributed
applications and is beyond the scope of the 70-640 exam.

Viewing All Attributes

A user object has even more properties than are visible in its Properties dialog box. Some of
the so-called hidden properties can be quite useful to your enterprise. The Attribute Editor
allows you to view and edit all attributes of a user object. The Attribute Editor tab is not visible
until you enable Advanced Features from the View menu of the Microsoft Management
Console (MMC). Click the View menu and select the Advanced Features option. Then open
the Properties dialog box of the user to view the Attribute Editor tab, as shown in Figure 3-7.

Tony Krijnen Propetties ﬂ E

Security I Environment I Sessions I Femate contral I
General I Address I Account I Profile | Telephones I Organization I
Published Certificates I tember OF I Passward Replication | Dialin | Object |

Terminal Services Profile I COM+ Attribute Editor
Attributes:

Attribute | ' alue ﬂ
departmentMumber <ot gety

deszcription Sales Representative in The Netherands |
desktopPrafie <hat gets

destination] ndicator <ot set>

displayN ame Krinen, Tony

displayNamePrintable  <not set>
distinguishedMame CH=Tony Krinen,0U=People D C=contoso,0t
divizion <ot sety
dSASignature <ot gety
d5CorePropagationD! O«0=[]
dynarnicLDAPS erver <hat gets
employeesl D <hat sets
employesMurmber <hat sets

employeeType <hat sets —
o | _'I_I
e |

Ok | Cancel | Apply | Help

FIGURE 3-7 The Attribute Editor tab

The Attribute Editor displays all the system attributes of the selected object. The Filter button
lets you choose to see even more attributes, including backlinks and constructed attributes.
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Backlinks are attributes that result from references to the object from other objects.
The easiest way to understand backlinks is to look at an example: the memberOf attribute.
When a user is added to a group, it is the group’s member attribute that is changed:
The distinguished name of the user is added to this multivalued attribute. Therefore,
the member attribute of a group is called a forward link attribute. A user's memberOf attribute
is updated automatically by Active Directory when the user is referred to by a group’s member
attribute. You do not ever write directly to the user's memberOf attribute; it is dynamically
maintained by Active Directory.

A constructed attribute is one of the results from a calculation performed by Active
Directory. An example is the tokenGroups attribute. This attribute is a list of the security
identifiers (SIDs) of all the groups to which the user belongs, including nested groups.

To determine the value of tokenGroups, Active Directory must calculate the effective
membership of the user, which takes a few processor cycles. Therefore, the attribute is not
stored as part of the user object or dynamically maintained. Instead, it is calculated when
needed. Because of the processing required to produce constructed attributes, the Attribute
Editor does not display them by default. They also cannot be used in LDAP queries.

As you can see in Figure 3-7, some attributes of a user object could be quite useful,
including division, employeelD, employeeNumber, and employeeType. Although the attributes
are not shown on the standard tabs of a user object, they are now available through the
Attribute Editor, and they can be accessed programmatically with Windows PowerShell.

MORE INFO HIDDEN ATTRIBUTES OF OBJECTS

For more information on using hidden attributes of objects and extending the schema with
custom attributes, see Windows Administration Resource Kit: Productivity Solutions for IT
Professionals by Dan Holme (Microsoft Press, 2008).

Managing Attributes of Multiple Users

The Active Directory Users And Computers snap-in enables you to modify the properties of
multiple user objects simultaneously.

To modify attributes of multiple users in the Active Directory Users And Computers snap-in:

1. Select several user objects by holding the Ctrl key as you click each user, or by using
any other multiselection technique.

Be certain that you select only objects of one class, such as users.

2. After you have multiselected the objects, right-click any one of them and then click
Properties.

When you have multiselected the user objects, a subset of properties is available for
modification:

m General Description, Office, Telephone Number, Fax, Web Page, E-mail

m Account UPN Suffix, Logon Hours, Computer Restrictions (logon workstations),
all Account Options, Account Expires
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m Address Street, P.O. Box, City, State/Province, ZIP/Postal Code, Country/Region
m Profile Profile Path, Logon Script, and Home Folder

®m Organization Title, Department, Company, Manager

EXAM TIP

Be sure to know which properties can be modified for multiple users simultaneously. Exam
scenarios and simulations that suggest a need to change many user object properties as
quickly as possible are often testing your understanding of multiselecting. In the real
world, remember that you can and should use automation tools such as DSMod, Windows
PowerShell, and VBScript.

Managing User Attributes with DSMod and DSGet

The DSMod and DSGet commands are two Active Directory command-line tools, called DS
commands. You encountered DSQuery in Chapter 2 and DSAdd in Lesson 1 of this chapter.

DSMod

DSMod modifies the attributes of one or more existing objects. DS commands were
introduced in Lesson 1. Like other DS commands, the basic syntax of DSMod is the following:

dsmod user UserDN ... parameters

UserDN specifies the distinguished name of the user to modify. The remaining parameters
indicate the attribute to change and the new value. For example, the following command
changes the office attribute of Tony Krijnen:

dsmod user "cn=Tony Krijnen,ou=User Accounts,dc=contoso,dc=com” -office "Amsterdam"

The attribute parameters do not map directly to the names of LDAP attributes of a user
object. For example, the dept parameter of the DSMod User command modifies the department
attribute of a user object. Additionally, DSMod User can modify only a subset of user attributes.
Type dsmod user /? for usage information and a list of supported parameters.

Piping Multiple DNs to DSMod

The UserDN parameter of the DSMod command does not have to be entered directly into
the command line. There are two ways to pipe DNs to it. The first is to enter the DNs into the
console. Let’s assume you need to change the office attribute of two users, Linda Mitchell and
Scott Mitchell, to reflect their relocation to the Sydney office. At the command prompt, type
the following command:

dsmod user -office "Sydney"

The UserDN parameter is missing. The console waits for you to enter DNs of users. Enter
one per line, surrounded with quotes, pressing Enter at the end of each DN. After entering
the last DN and pressing Enter, press Ctrl+Z at the beginning of the next line and press Enter
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to indicate that you are finished. The command will then execute against each of the DNs you
have entered.

A more sophisticated way to send DNs to the DSMod command is by piping the results
of a DSQuery command. DSQuery was covered in Chapter 2; it searches Active Directory for
specified criteria and returns the DNs of matching objects. For example, to change the office
attribute of Linda Mitchell and Scott Mitchell's accounts to Sydney, use the following
command:

dsquery user -name "* Mitchell" | dsmod user -office "Sydney"
The DSQuery User command searches Active Directory for users whose names end with

Mitchell. The resulting objects’ DNs are then piped to DSMod User, which changes the office
attribute to Sydney.

As another example, assume you want to assign all users a home folder on SERVEROL.
The following command (typed on one line) changes the homeDirectory and homeDrive
attributes of user objects in the User Accounts OU:

dsquery user "ou=User Accounts,dc=contoso,dc=com" |
dsmod user -hmdir "\\server0l\users\$username$\documents" -hmdrv "U:"

The special token $username$ represents the user logon name (pre—-Windows 2000)—
the sAMAccountName attribute—in the value of the -email, -hmdir, -profile, and -webpg
parameters. For example, to configure a home folder for a user, add the following parameter:

-hmdir \\server0l\users\$username$\documents

EXAM TIP

The username token for the DS commands is $username$, not %username%.

NOTE $USERNAMES$ BUG ALERT

Microsoft documentation suggests that the token $username$ can be used with the DSAdd
command, so you should remember this fact for the exam. However, testing shows that,

in fact, you cannot use the $username$ token successfully until after an account has been
created. Therefore, in practice you can use $username$ only with the DSMod command,

to change the value of one of the four attributes listed earlier for an existing account.
Documentation that suggests you can use $username$ with DSAdd is incorrect.

DSGet

The DSGet command gets and outputs selected attributes of one or more objects. Its syntax,
like that of DSMod, is:

dsget user UserDN... parameters
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You can supply the DNs of one or more user objects by specifying them on the command
line, separated by spaces; by entering them in the console; or by piping the results
of a DSQuery User command. Unlike DSMod, DSGet takes only a parameter and not
an associated value. For example, DSGet takes the -samid parameter like DSMod does, but
you do not specify a value. Instead, DSGet reports the current value of the attribute. For
example, to display the pre-Windows 2000 logon name of Jeff Ford in the User Accounts OU,
use the following command:

dsget user "cn=Jeff Ford,ou=User Accounts,dc=contoso,dc=com” -samid

To display the email addresses of all users whose description attribute indicates that they
are in the Sydney office, use this command:

dsquery user -desc "*Sydney*" | dsget user -email

Managing User Attributes with Windows PowerShell

To read an attribute of a user object with Windows PowerShell, use the Get-ADUser cmdlet
and its -Properties parameter. As you learned in Lesson 2, the Get-ADUser cmdlet returns

one or more user objects and a subset of commonly used properties. You can specify

a comma-separated list of attributes to retrieve as the value for the -Properties attribute, or
you can use an asterisk (*) as the value of the attribute, which instructs the cmdlet to return all
attributes of the user object.

The Get-ADUser cmdlet was presented in Lesson 2 with examples that retrieved a single
user object. However, you can use the cmdlet's parameters to return a collection of users
that match specified criteria, within a scope of your Active Directory forest. You can pipe
the resulting collection of users to the Set-ADUser cmdlet.

The Set-ADUser cmdlet, also presented in Lesson 2, enables you to modify attributes
of a user. It has several parameters for common attributes, and you can use the -Add,
-Replace, -Clear, and -Remove parameters to manipulate all attributes. See Lesson 2 for more
information about the Set-ADUser cmdlet.

Understanding Name and Account Attributes

Two sets of attributes tend to appear on the certification exams and to present challenges to
Windows administrators: name attributes and account attributes.

User Object Names

Several attributes are related to the name of a user object and an account. It is important to
understand the distinctions between them.

m A user's User Logon Name (Pre—-Windows 2000) is, behind the scenes, the
sAMAccountName attribute. It's also sometimes called the samid. It must be unique for
the entire domain. Many organizations use initials or some combination of first and last

Lesson 3: Supporting User Objects and Accounts

www.it-ebooks.info

131


http://www.it-ebooks.info/

132

name to generate the sAMAccountName. This approach can be problematic because
an organization of any size is likely to have users with names similar enough that the
rules for generating the sAMAccountName would generate a duplicate name, so ex-
ceptions have to be built into the system; eventually, the rules are riddled with excep-
tions. This problem is solved if the employee number or some other unique attribute of
the users is used for the sSAMAccountName. If you have the ability to direct the naming
conventions at your organization, a unique, name-independent logon name is recom-
mended.

The User Logon Name is the userPrincipalName attribute, abbreviated as UPN.

The UPN consists of a logon name and a UPN suffix which is, by default, the DNS name
of the domain in which you create the object. The UPN must be unique for the entire
forest. Email addresses, which must be unique for the whole world, certainly meet that
requirement. Consider using email addresses as UPNs. If your Active Directory domain
name is not the same as your email domain name, you must add the email domain
name as an available UPN suffix. To do this, open the Active Directory Domains And
Trusts snap-in, right-click the root of the snap-in, and then click Properties.

The Name of a user is shown in the first column in the details pane of the Active
Directory Users And Computers snap-in; it is also presented as Full Name in some
interfaces, including the New Object-User dialog box. It must be unique in the OU.
The Name field is actually the common name (CN), stored as the cn attribute. The cn
must be unique in the OU because it is the first element of the distinguished name
(DN), the distinguishedName attribute, which must be unique within the forest.

The RDN must be unique within an OU. For users, this means the cn attribute must be
unique within the OU. This can be a tricky one. If you have a single, flat OU for users
that already contains a user named Scott Miller, and you hire a second Scott Miller, his
user object cannot have the same common name as the first. Unfortunately, there’s no
perfect answer to this problem for all organizations. Design a naming standard that
applies a single rule for all CNs. Perhaps the CN should include an employee’s num-
ber—for example, Scott Miller (645928). If your OU structure for user accounts is flat,
be prepared to address this challenge.

Additionally, many organizations choose to configure the cn attribute as LastName,
FirstName because by doing so, you can sort users by last name in the Active Directory
Users And Computers snap-in. This is not a recommended method to achieve the goal.
Instead of using a last-name-first format for cn, add the Last Name column to your
view in the Active Directory Users And Computers snap-in by clicking the View menu
and choosing Add/Remove Columns. Then click the Last Name column header to sort
by last name.
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m The Display Name is the displayName attribute that appears in the Microsoft Exchange
global address list (GAL). It can be easier to locate users in the GAL if they are sorted by
last name, so you can create a naming convention for your organization that speci-
fies that the displayName attribute take the LastName, FirstName syntax. There is no
requirement for uniqueness of the displayName attribute, although it is certainly easier
to locate users in the GAL if each has a unique display name.

Rename a User Account
When you need to rename a user account, you must change one or more attributes.
To rename a user in the Active Directory Users And Computers snap-in:
1. Right-click the user, and then click Rename.
2. Type the new common name (CN) for the user, and then press Enter.
The Rename User dialog box prompts you to enter additional name attributes.
3. Type the Full Name (which maps to the cn and name attributes).

4. Type the First Name and Last Name, Display Name, User Logon Name, and User Logon
Name (Pre-Windows 2000).
From a command prompt, you can use the DSMod command with the following
syntax:
dsmod user UserDN [-upn UPN][-fn FirstName][-mi Initial]l[-1n LastName][-dn DisplayName]

[-email EmailAddress]

where UserDN is the distinguished name (DN) of the user object. Each parameter, -dn,
for example, is preceded by a dash and followed by the value to which the corresponding
attribute will be configured.

You cannot change the sSAMAccountName attribute by using DSMod, and you cannot
change the CN of the object using DSMod.

You can use the DSMove command with the -newname parameter to change the CN of
the object.

Use the Set-ADUser Windows PowerShell cmdlet to change name attributes of a user.

Account Properties

On the Account tab of a user’s Properties dialog box, shown in Figure 3-8, you can find

the attributes that are directly related to the fact that a user is a security principal, meaning
that it is an identity to which permissions and rights can be assigned. Other security principals
include computers, groups, and the inetOrgPerson object class.

Several of the account properties are worth highlighting because they are potentially quite
useful and not self-explanatory. Table 3-2 describes these properties.
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FIGURE 3-8 Account properties of a user object

TABLE 3-2 User Account Properties

PROPERTY

DESCRIPTION

Logon Hours

Log On To

User Must
Change Password
At Next Logon

User Cannot
Change Password

134

Click Logon Hours to configure the hours during which a user is
allowed to log on to the network.

Click Log On To if you want to limit the workstations to which

the user can log on. This is called Computer Restrictions in other
parts of the user interface and maps to the userWorkstations
attribute. You must have NetBIOS over TCP/IP enabled for this
feature to have any effect, because it uses the computer name
rather than the Media Access Control (MAC) address of a computer’s
network card to restrict logon.

Select this check box if you want the user to change the password
you have entered the first time he or she logs on. You cannot select
this option if you have selected Password Never Expires. Selecting
this option automatically clears the mutually exclusive option User
Cannot Change Password.

Select this check box if you have more than one person using

the same domain user account (such as Guest) or to maintain control
over user account passwords. This option is commonly used to
manage service account passwords. You cannot select this option if
you have selected User Must Change Password At Next Logon.
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PROPERTY

DESCRIPTION

Password Never
Expires

Account Is
Disabled

Store Password
Using Reversible
Encryption

Smart Card Is
Required For
Interactive Logon

Account Is
Trusted For
Delegation

Account Expires

Select this check box if you never want the password to expire.
This option will automatically clear the User Must Change Password
At Next Logon setting because they are mutually exclusive.

Select this check box to disable the user account—for example, when
creating an object for a newly hired employee who does not yet
need access to the network.

This option, which stores the password in Active Directory without
using Active Directory’s powerful, nonreversible encryption hashing
algorithm, exists to support applications that require knowledge of
the user password. If it is not absolutely required, do not enable this
option because it weakens password security significantly. Passwords
stored using reversible encryption are similar to those stored as
plaintext.

Smart cards are portable, tamper-resistant hardware devices that
store unique identification information for a user. They are attached
to, or inserted into, a system and provide an additional, physical
identification component to the authentication process.

This option enables a service account to impersonate a user to access
network resources on behalf of a user. This option is not typically
selected, certainly not for a user object representing a human being.
It is used more often for service accounts in three-tier (or multitier)
application infrastructures.

Use the Account Expires controls to specify when an account expires.

NOTE LOCK DOWN ACCOUNTS THAT HAVE PASSWORDS THAT DO NOT EXPIRE

It is not best practice to configure an account with a password that does not expire.

In situations that require such an approach, be sure you use a long, complex password

for the account. If the account needs access to a limited number of systems, you can

increase the security of the account by configuring the Log On To property with the list

of computers to which the account requires access. In the past, nonexpiring passwords

were often configured for service accounts. A new feature in Windows Server 2008 R2,

Active Directory Managed Service Accounts, addresses this problem. Managed Service

Accounts are discussed in Chapter 8, “Improving the Security of Authentication in

an AD DS Domain.”

Administering User Accounts

The primary purpose of user objects in Active Directory is to support authentication of
a human being or a service. Accounts are provisioned, administered, and, eventually,
deprovisioned. The most common administrative tasks related to existing user accounts
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are resetting a password; unlocking an account; and disabling, enabling, deleting, moving,
and renaming user objects.

The following sections examine each of these tasks and how they can be performed using
the Windows interface, Windows PowerShell, or Command Prompt. Each of these tasks
requires you to have appropriate permissions to the user objects. Delegating administrative
permissions was discussed in Chapter 2.

Resetting a User’s Password

If the user forgets his or her password and attempts to log on, he or she will receive a logon
message, as shown in Figure 3-9.

® The user harme ar d is incorrect,

FIGURE 3-9 A logon message notifying a user that the user name or password is invalid

Before the user can log on successfully, you will have to reset that password. You do not
need to know the user’s old password to do so.

To reset a user's password in the Active Directory Users And Computers snap-in:
1. Right-click the user object, and then click Reset Password.

2. Inthe Reset Password dialog box, shown in Figure 3-10, enter the new password in
both the New Password and Confirm Password boxes.

It is a best practice to assign a temporary, unique, strong password for the user.

Reset Password HE

New pazzword: ||

Confirm password: I

¥ User must changs password at next lagan
The uzer must logaff and then lagon again far the change tao take effect

Account Lockout Status on this Domain Contraller: Unlocked

™ Unlock the user's account

Cancel

FIGURE 3-10 The Reset Password dialog box

3. Select the User Must Change Password At Next Logon check box.

It is a best practice to force the user to change the password at the next logon, so that
the user ends up with a password known only by the user.

4. Click OK.

5. Communicate the temporary password to the user in a secure manner.
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You can also use the DSMod command to reset a user’s password and, optionally, force
the user to change that password at the next logon. Type the following command:

dsmod user UserDN -pwd NewPassword -mustchpwd yes

where UserDN is the distinguished name (DN) of the user object and NewPassword is the new

password. The -mustchpwd yes parameter forces the user to change the password at the next
logon.

To reset a user’s password by using Windows PowerShell, use the Set-ADUser cmdlet’s
-AccountPassword parameter, as explained in Lesson 2.
You may also change passwords using LDIFDE, a command introduced in Lesson 1.

Use a change operation and specify the password with the same Base64 encoding of
the password, surrounded by double quotes, for the unicodePwd attribute.

Unlocking an Account

An Active Directory domain supports account lockout policies. A lockout policy is designed
to prevent an intruder from attempting to penetrate the enterprise network by logging on
repeatedly with various passwords until he or she finds a correct password. When a user
attempts to log on with an incorrect password, a logon failure is generated. When too
many logon failures occur within a specified period of time, defined by the lockout policy,
the account is locked out. The next time the user attempts to log on, a notification clearly
states the account lockout. You will learn to configure account lockout policies in Chapter 8,
“Improving the Security of Authentication in an AD DS Domain.”

NOTE WATCH FOR DRIVES MAPPED WITH ALTERNATE CREDENTIALS

A common cause of account lockout is a drive mapped with alternate credentials.

If the alternate credentials’ password is changed, and the Windows client attempts
repeatedly to connect to the drive, the account whose credentials were used to map
the drive will be locked out.

Your lockout policy can define a period of time after which a lockout account is
automatically unlocked. But when a user is trying to log on and discovers that he or she is
locked out, it is likely he or she will contact the help desk for support.

To unlock a user account in the Active Directory Users And Computers snap-in:
1. Right-click the user object, and then click Properties.

2. Click the Account tab.

3. Select the Unlock Account check box.

Windows Server 2008 R2 also includes the option to unlock a user's account when you
choose the Reset Password command.

To unlock a user account while resetting the user’s password:

m |n the Reset Password dialog box, select the Unlock The User’s Account check box,
shown in Figure 3-10.
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This method is particularly handy when a user’s account has become locked out because
the user did, in fact, forget the password. You can now assign a new password, specify that
the user must change the password at next logon, and unlock the user’s account in one
dialog box.

Use the Unlock-ADAccount cmdlet to unlock an account by using Windows PowerShell.
The DS commands do not provide a method to unlock an account.

Disabling and Enabling a User Account

User accounts are security principals—identities that can be given access to network
resources. Because each user is a member of Domain Users and of the Authenticated Users
special identity, each user account has at least read access to a vast amount of information
in Active Directory and on your file systems unless you have been severe and unusually
successful at locking down access control lists (ACLSs).

Therefore, it is important not to leave user accounts open. You should configure password
policies and auditing—both discussed in Chapter 8—and procedures to ensure that accounts
are being used appropriately. If a user account is provisioned before it is needed, or if
an employee will be absent for an extended period of time, disable the account.

To disable an account in the Active Directory Users And Computers snap-in, right-click
a user and choose Disable. If an account is already disabled, the Enable Account command
will appear when you right-click the user.

From the command line, you can use the DSMod command, as in the following example:

dsmod user UserDN -disabled yes

Enabling an account is just a matter of changing yes to no for the DSMod command:
dsmod user UserDN -disabled no

In each command, UserDN is the distinguished name (DN) of the user object, and
the -disabled {yes|no} parameter disables or enables the account.

As you learned in Lesson 2, the -Enabled parameter of the Set-ADUser cmdlet allows you
to enable the account with the Boolean value true or disable the account with the Boolean
value false.

Deleting a User Account
When an account is no longer necessary, you can delete it from your directory.

To delete a user account in Active Directory Users And Computers, perform the following
steps:

1. Select the user and press Delete, or right-click the user and then choose Delete.

You are prompted to confirm your choice because of the significant implications of
deleting a security principal.

2. Confirm the prompt.

Administering User Accounts
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You can delete objects from Active Directory by using the DSRm command, another of
the DS commands. DSRm uses a simple syntax:

dsrm UserDN

where UserDN is the distinguished name (DN) of the user object. Notice that, unlike other DS
commands, DSRm is not followed by the User object class keyword.

Use the Remove-ADUser cmdlet to delete a user in Windows PowerShell.

It is critical to consider that once the account has been deleted, it is eventually purged
entirely from the directory. You cannot simply re-create a new account with the same name
as a deleted account and hope it has the same group memberships and access to resources;
it will not. The loss of the user’s SID and group memberships can cause significant problems if
you later realize you need the account.

Therefore, many organizations choose to decommission a user account in stages. First,
the account is disabled. After a period of time, it is deleted. Active Directory actually
maintains a subset of the account’s properties—most notably its SID—for a period of time
called the tombstone lifetime, which is 180 days by default. After that time, the account’s
record is removed from the directory. Windows Server 2008 R2 introduces the ability to
recover an account from the Active Directory Recycle Bin, a feature discussed in Chapter 13.

You can also consider recycling a user account. If a user leaves your organization, you may
eventually hire a replacement who will need very similar resource access, group memberships,
and user rights as the previous user. You can disable the account until a replacement is found,
then rename the account to match the new user’s name. The previous user’s SID, group
memberships, and resource access are thereby transferred to the replacement. Alternately,
you can use the previous user’s account as a template and create a copy of the account for
the new user. Lesson 1 explained the procedure for copying an account in Active Directory
Users And Computers and indicated the limited number of properties that are copied.

Lesson 2 explained how to copy a user account by using Windows PowerShell.

Moving a User Account
To move a user object in the Active Directory Users And Computers snap-in:

1. Right-click the user, and then click Move.

2. Click the folder to which you want to move the user account, and then click OK.

Alternately, you can:

m Drag the user object and drop it onto the destination OU.

To move a user with a command-line tool, use DSMove. DSMove uses the following syntax:
dsmove UserDN -newparent TargetOUDN

DSMove does not specify the User object class keyword. Instead, it simply indicates the DN

of the user to move and, in the TargetOUDN placeholder, the distinguished name of the OU
to which the user will be moved.
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Consider that when you move a user, you might change the Group Policy objects (GPOs)
that apply to that user. GPOs are discussed in a Chapter 6, “Implementing a Group Policy
Infrastructure.”

You can use the DSMove command with the -newname parameter to change the common
name (CN) of the object.

In Windows PowerShell, you can use the Move-ADObject or Move-Item cmdlets to move
a user to another OU.

Supporting User Objects and Accounts

In this practice, you perform procedures that reflect common tasks required to support users
in an enterprise environment. To perform the exercises in this practice, you should have
performed the practices in Lessons 1 and 2 so that the following user objects exist in the User
Accounts OU:

m April Stewart
m Jeff Ford
m  Mike Fitzmaurice

m Tony Krijnen

EXERCISE 1 View All Attributes of a User

In this exercise, you explore the Attribute Editor and use it to reveal and modify user
attributes that are not visible in the Active Directory Users And Computers snap-in.

1. Log on to SERVEROL as Administrator and open the Active Directory Users And
Computers snap-in.

2. In the User Accounts OU, right-click Tony Krijnen and choose Properties.
3. Examine the tabs of the Properties dialog box.

What attributes are visible? Do you see any that you have not seen before? Do you see
any attributes that, if configured, can provide useful information to your enterprise?

4. Click the Telephones tab and enter information into the Notes field. Click OK.

5. Click the View menu and select Advanced Features.

6. Open the properties of Tony Krijnen again and click the Attribute Editor tab.

7. Scroll to locate the info attribute.
What do you see there?
Locate the division attribute, double-click it, type Subsidiary, and then click OK.
Locate the employeelD attribute, double-click it, type 104839, and then click OK.

10. Examine other attributes that are visible in the Attribute Editor.
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11.

What attributes do you see that are not visible in the Active Directory Users And
Computers snap-in? Can any of the hidden attributes, if configured, provide useful
information to your enterprise?

Click OK to close the Properties dialog box.

EXERCISE 2 Manage Attributes of Multiple Objects

In this exercise, you select multiple objects and configure properties of the objects.

1.
2.

11.
12.
13.

In the User Accounts OU, select April Stewart.

Hold the Ctrl key and select Jeff Ford and Mike Fitzmaurice.
You should have three users selected now.

Right-click any of the selected users and choose Properties.

A Properties dialog box appears with a subset of user properties that can be applied to
multiple users simultaneously.

On the General tab, select the Office check box and type Miami in the Office text box.

Select the Description check box and type Salesperson in Miami in the Description
text box.

Click the Account tab.

In this scenario, these three users work on weekdays. They are not allowed to log on
during the weekend.

Select the Logon Hours check box, and then click the Logon Hours button.
Click Sunday and click the Logon Denied button.
Click Saturday and click the Logon Denied button. Then click OK.

On the Address tab, select the Street, City, State/Province, and ZIP/Postal Code check
boxes. Enter fictitious address information in these boxes.

Click the Organization tab and configure the company name, Contoso, Ltd.
Click OK.

Open the user objects to confirm that the changes were applied.

EXERCISE 3 Manage User Attributes with DS Commands

In this scenario, three users are relocating from Miami to Sydney. They will be taking several
weeks to perform the relocation. You will manage their accounts through the process.

1.

Open Active Directory Module For Windows PowerShell from the Administrative Tools
program group.
Windows PowerShell can launch executables just like Command Prompt.

Spend some time considering how you could, with a single command, change
the office attribute of the three users to Sydney and disable the accounts so that
they cannot be used while the employees are away. In addition, you want to change
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the description attribute of the users to Salesperson in Sydney. What DS commands
would you use?

Type the following command as one line, and then press Enter:

dsquery user -desc "*Miami*" | dsmod user -office "Sydney"
-desc "Salesperson in Sydney" -disabled yes

You might think that it would be more efficient to query for users in the Miami office,
and then change the office to Sydney. Unfortunately, the DSQuery command does not
support the office attribute. Therefore, you must use another attribute as a criteria for
the query. In this scenario, the description attribute of a user includes an indication of
the office in which the user works.

In the Active Directory Users And Computers snap-in, open the user accounts to
confirm that the changes were made.

You need to make a record of the pre-Windows 2000 logon names and user principal
names of the salespeople in Sydney. What DS commands could you enter to show you
that information?

Type the following command and press Enter:

dsquery user -desc "*Sydney*" | dsget user -samid -upn

The salespeople have arrived in Sydney. It is now time to enable their accounts.

You want to use Windows PowerShell cmdlets to enable the accounts of users in the
Sydney office. Use the Get-Help cmdlet to learn about the -Filter parameter of the
Get-ADUser cmdlet. Review the material in Lesson 2 about how to use Set-ADUser to
enable a user account. Try to identify the command needed to achieve the task. Then
continue to the next step, which presents the solution.

Type the following command and press Enter:

Get-ADUser -Filter {office -eq "Sydney"} | Set-ADUser -enabled $true

In the Active Directory Users And Computers snap-in, confirm that the three users’
accounts are once again enabled.

EXERCISE 4 Reset a Password and Unlock a User Account

While he was relocating from Miami to Sydney, David Jones forgot his password. After you
enabled his account, he attempted to log on several times with an incorrect password,
and then his account was locked. In this exercise, you reset David's password and unlock his

account.
1. Inthe Active Directory Users And Computers snap-in, select the User Accounts OU.
2. In the details pane, right-click David Jones’ account and choose Reset Password.
3. Enter a new password for David in the New Password and Confirm Password boxes.
4. Ensure that the User Must Change Password At Next Logon check box is selected.

Select the Unlock The User's Account check box, and then click OK.
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Lesson Summary

m  Use the Attribute Editor to view and modify all attributes of a user object.

m User account properties can restrict the workstations to which a user logs on, the hours

during which logon is allowed, and the date on which the account will expire.

You can modify the attributes of multiple objects simultaneously by multi-selecting
objects in the Active Directory Users And Computers snap-in, or by using DSMod.
However, the properties you can change with these methods are limited. You can use
the Set-ADUser cmdlet to modify all attributes of user objects as well.

After you delete a user account, you can re-create an account with the same name, but
the new account will not belong to the same groups or have the same resource access.
You will have to rebuild those memberships and permissions for the new account.

Lesson Review

You can use the following questions to test your knowledge of the information in Lesson 3,
“Supporting User Objects and Accounts.” The questions are also available on the companion
CD if you prefer to review them in electronic form.

NOTE ANSWERS

Answers to these questions and explanations of why each answer choice is right or wrong
are located in the “Answers” section at the end of the book.

1.

You want to set the Description property of 10 users in two different OUs. The users
currently have the Description property configured as Salesperson in Miammi. You
recently discovered the typographic error and want to change it to Salesperson in
Miami. What can you do to make the change? (Choose all that apply.)

A. Select all 10 users by holding the Ctrl key and opening the Properties dialog box.
B. Use DSGet and DSMod.

C. Use DSQuery and DSMod.

D. Use Get-ADUser and Set-ADUser.

You want to move a user from the Paris OU to the Moscow OU. Which tools can you
use? (Choose all that apply.)

A. Move-Item

B. Move-ADObject
C. DSMove

D. Redirusr.exe

E. Active Directory Migration Tool
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3. A user reports that she is receiving a logon message that states, “Your account is
configured to prevent you from using the computer. Please try another computer.”
What should you do to enable her to log on to the computer?

A. Click the Log On To button on the Account tab of her user account.
B. Click the Allowed To Join Domain button in the New Computer dialog box.
C. Use the DSMove command.

D. Give her the right to log on locally, using the local security policy of the computer.
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Chapter Review

To further practice and reinforce the skills you learned in this chapter, you can perform
the following tasks:

m Review the chapter summary.
= Review the list of key terms introduced in this chapter.

= Complete the case scenarios. These scenarios set up real-word situations involving
the topics of this chapter and ask you to create a solution.

m Complete the suggested practices.

m Take a practice test.

Chapter Summary

m A variety of tools are at your disposal for managing user objects throughout the life
cycle of the account.

= Windows PowerShell is a powerful tool with which to automate administrative tasks.

m Because users are security principals, it is particularly important to manage accounts
carefully and to be comfortable with the tasks, including resetting passwords;
unlocking, enabling, and disabling accounts; moving and renaming accounts;
and, eventually, deleting accounts.

= If you have a data source of user information, it is likely that you will be able to import
it into Active Directory with CSVDE, LDIFDE, or Windows PowerShell.

Key Terms

The following terms were introduced in this chapter. Do you know what they mean?
= Object
® Method
m Property
= cmdlet

m pipeline

Case Scenario

In the following case scenario, you apply what you have learned about creating and
maintaining user accounts. You can find answers to these questions in the "Answers” section
at the end of this book.

Case Scenario
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Case Scenario: Import User Accounts

You are an administrator at a large university. Each term you receive a file containing
information about incoming students. Your job is to create a user account for each of the new
students. The file you receive is created in Microsoft Excel, and it contains name and contact
information for each student. Your manager has asked you to have all accounts created four
weeks before the beginning of the new term. In the past, you have created the accounts
manually. This year, you want to automate the creation of the user accounts.

1. Which tool discussed in this chapter should you use to import the user accounts from
the database? Why do you believe that tool is better than the other available user
import tools?

2. What can you do to increase the security of the accounts you are creating, considering
that they will be created four weeks before they are used for the first time?

3. After creating the accounts, you realize that you forgot to populate the company
attribute with the name of your university. All the new student accounts are in an OU
dedicated to new students. What can you do quickly to populate that attribute, using
the Active Directory Users And Computers snap-in, Command Prompt, or Windows
PowerShell?

Suggested Practices

To help you successfully master the exam objectives presented in this chapter, complete
the following tasks.

Automate the Creation of User Accounts

In this practice, you apply the method presented in Lesson 2 to import users from a data
source by using Windows PowerShell.
m Practice1 Create an Excel worksheet that will serve as a database of user accounts.
In the first row of the worksheet, type the following attribute names, one attribute per
column: name,sAMAccountName,GivenName,Surname. Populate the file with sample
data. Remember that GivenName is the user’s first name, and Surname is the user’s last
name. Save the file as a comma-separated text file. Use Windows PowerShell to create
users from the data source. Refer to the section “"Importing Users from a Database with
Windows PowerShell” of Lesson 2 if you need assistance.

Maintain Active Directory Accounts

In this practice, you apply the methods presented in Chapter 3, "Administering User
Accounts,” for managing user accounts.
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m Practice 2 Lesson 3 illustrated several options for performing administrative tasks to
support user accounts. It is an extremely valuable learning experience to step through
the examples provided in the chapter and apply them, hands on. Treat each of the
commands and scripts illustrated in this chapter as a practice. Be aware that the com-
mands and scripts create and manipulate Active Directory objects that you might have
created during practices in this lesson. You might have to delete or rename some of
the objects you created during practices to avoid errors.

Use the Active Directory Administrative Console
In this practice, you explore the Active Directory Administrative Console (ADAC).

®m Practice 3 The section entitled “The Active Directory Administrative Center” in
Lesson 2 discussed the ADAC. Perform the skills described in the section as a practice.
Learn to switch between the list view and the tree view. Add and remove content from
the Overview page. Add navigation nodes and navigate to containers beneath a navi-
gation node. Explore the Tasks and Summary panels of a selected user object. Open a
user object and examine the properties page. Experiment with the functionality of the
Global Search feature.

Take a Practice Test

The practice tests on this book’s companion CD offer many options. For example, you can test
yourself on just one exam objective, or you can test yourself on all the 70-640 certification
exam content. You can set up the test so that it closely simulates the experience of taking

a certification exam, or you can set it up in study mode so that you can look at the correct
answers and explanations after you answer each question.

MORE INFO PRACTICE TESTS

For details about all the practice test options available, see the “How to Use the Practice
Tests” section in this book’s Introduction.

Take a Practice Test 147
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Managing Groups

Ithough users and computers, and even services, change over time, business roles and

rules tend to remain more stable. Your business probably has a finance role, which
requires certain capabilities in the enterprise. The user or users who perform that role will
change, but the role will remain. For that reason, it is not practical to manage an enterprise
by assigning rights and permissions to individual user, computer, or service identities.
Management tasks should be associated with groups. In this training kit, you will learn to
use groups to identify administrative and user roles, to filter Group Policy, to assign unique
password policies, to assign rights and permissions, and more. To prepare you for those
tasks, this lesson demonstrates how to create, modify, delete, and support group objects in
an Active Directory Domain Services (AD DS) domain.

Exam objectives in this chapter:
= Automate creation of Active Directory accounts.

= Maintain Active Directory accounts.

Lessons in this chapter:
= Lesson 1: Managing an Enterprise with Groups 151
= Lesson 2: Automating the Creation and Management of Groups 175

= Lesson 3: Administering Groups in an Enterprise 186

Before You Begin

This chapter applies Windows PowerShell, Csvde.exe, and Ldifde.exe to the task of
automating computer account creation. Read Lesson 1, "Automating the Creation of User
Accounts,” and Lesson 2, "Administering with Windows PowerShell and Active Directory
Administrative Center,” of Chapter 3, "Administering User Accounts,” prior to reading this
chapter.

In addition, to perform exercises in this chapter, you must have created a domain
controller named SERVEROL in a domain named contoso.com. See Chapter 1,
“Creating an Active Directory Domain,” for detailed steps of this task.
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) REAL WORLD

Dan Holme

E fficient and effective group management is a tremendous enabler for security,
consistency, and productivity in an IT environment. As a consultant, | spend a lot
of time with clients, aligning technology with their business needs. In the case of
Microsoft Windows technologies, this entails defining and implementing business
roles and rules so that administration can be defined, documented, and automated.
And that process often requires improving clients’ group management knowledge,
technologies, and processes. Many IT professionals have come into Windows Server
2008 R2 Active Directory with practices developed in previous versions of Windows
that do not take advantage of groups as fully as possible. In fact, I've seen so much
wasted productivity and decreased security due to poor group management

that | dedicated two chapters of my book, Windows Administration Resource Kit:
Productivity Solutions for IT Professionals (Microsoft Press, 2008), to improving and
automating group management. In this lesson, you learn what you need to know
for the certification exam, and | share with you a few of the tips and best practices
that you'll need to make the most of groups in a production environment. | highly
recommend reading the resource kit for more information, guidance, and fantastic
tools related to group management.

Managing Groups
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Lesson 1: Managing an Enterprise with Groups

You are certainly familiar with the purpose of groups: to collect items and manage them

as a single entity. The implementation of group management in Active Directory is not
intuitive; Active Directory is designed to support large, distributed environments, so it
includes seven types of groups: two types of domain groups with three scopes each, plus
local security groups. In this lesson, you learn the purpose of each of these groups, as well
as how to align your business requirements with the potentially complex options that Active
Directory provides.

After this lesson, you will be able to:

= Understand the role of groups in managing an enterprise.

= Define group naming conventions.

= Create groups by using the Active Directory Users And Computers snap-in.
= Understand, manage, and convert group type and scope.

= |dentify group membership and nesting possibilities.

= Manage group membership.

= Develop a group management strategy.

Estimated lesson time: 45 minutes

Understanding the Importance of Groups

Groups are an important class of object because they collect users, computers, and other
groups to create a single point of management.

The most straightforward and common use of a group is to grant permissions to a shared
folder. A security group is a security principal with a security identifier (SID) and a member
attribute that identifies members—users, computers, and other groups. If a group has Read
access to a folder, for example, any of the group’s members can read the folder. You do not
have to grant Read access to each individual member—you can manage access to the folder
simply by adding and removing members of the group.

Challenges of Managing Without Groups

m Imagine that all of the 100 users in the sales department require Read-level access to
a shared folder called Sales on a server. Assigning permissions to each user individually
is not a manageable solution. When new salespeople are hired, you must add the new
accounts to the access control list (ACL) of the folder. When accounts are deleted, you
must remove the permissions from the ACL to avoid an Account Unknown entry on the
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ACL (as shown in Figure 4-1), which results from a SID on the ACL that refers to an ac-
count that cannot be resolved.

—
Security |

Object name:  DA\Data‘\Sales

\ porxEae e
-l

3; Mitchell, Scott {scott mitchell@contoso .com)
Scott Mitchell

—
3; Kriinen. Tony tony krijnen @contoso.com)
4 3\, Bishop, Scott (scott.bishop @contoso .com)

3; Flash, William (william flash @&contoso.com)

/ J?Ac:nunt Unknown(5-1-5-21-3571218177-2016791514-301

4

| BN
Scott Bishop Add Remove |

Sales
Permissions for Aaron M. Painter Allow Deny

Full control

O O

T Krii Modiy m| a

ony Krijnen Read & excoute u)
List folder conternts o -
Read m] ﬂ

Leam about access control and
William Flash
fooy |

FIGURE 4-1 Access management without groups

®m [Imagine now that all of the 100 users in the sales department require Read ac-
cess to three shared folders on three different servers; the management difficulty
just increased significantly. How many permissions would you have to apply just to
configure access to three folders on three different servers for 100 users? 300!
When you manage permissions by adding and removing identities to and from an ACL,
it becomes difficult to answer the question, “Who can read the Sales folder?” To answer the
question, you must reverse engineer the ACL. And, in the broader example, if the Sales folders
are distributed across three servers, you would have to evaluate three separate ACLs to
answer the question.

Groups Add Manageability

The example presented in the previous section may seem extreme, because you have no
doubt learned that although assigning permissions to a resource for an individual identity—
user or computer—is possible, the best practice is to assign a single permission to a group
and then manage access to the resource simply by changing the membership of the group.

So, to continue the example, you could create a group called Sales and assign the group
Allow Read permission on the Sales folder. This implementation is shown in Figure 4-2.
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S
Security I

— Object name:  D:\Data“Sales

. Group or user names:
Scott Mitchell 52, Administrators {CONTO SO \Administrators)

| 82, Sales (CONTOSOSales)

Scott Bishop _@ﬂ
Add.. | Remove
ﬁ Sales Permissions for Sales Sales

Allow Deny
Tony Krijnen Ful cortrol [m] o =
Modify m] m]
Read & execute O
— List folder contents O
Read a LI
William Flash

Leam about access control and pemmissions

Cancel | Aoty |

FIGURE 4-2 Assigning Allow Read permission to a group; groups add manageability

You now have a single point of management. The Sales group effectively manages access
to the shared folder. You can add new sales users to the group, and they will gain access to
the shared folder. When you delete an account, it is automatically deleted from the group, so
you will not have irresolvable SIDs on your ACL. It is also easier to answer the question, "Who
can read the Sales folder?” You can simply enumerate the membership of the Sales group.
The Sales group has become the focus of access management tasks.

There's an extra benefit: Your ACL remains stable because the Sales group has Allow Read
permission, so your backups will be easier. When you change the ACL of a folder, the ACL
propagates to all child files and folders, setting the Archive flag and thereby requiring
a backup of all files, even if the contents of the files have not changed.

Groups Add Scalability

If the sales users require Read access to three folders on three separate servers, you could
assign the Sales group Allow Read permission on each of the three folders. After you assign
the three permissions, the Sales group provides a single point of management for resource
access, as shown in Figure 4-3.

The Sales group effectively manages access to all three shared folders. You can add new
sales users to the group, and they will gain access to the three shared folders on the three
servers. When you delete an account, it is automatically deleted from the group, so you will
not have irresolvable SIDs on your ACLs.
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FIGURE 4-3 Assigning Allow Read permission on three folders; groups add scalability

One Type of Group Is Not Enough

Imagine now that it is not only salespeople who require Read access to the folders. The
executives, the marketing department employees, and the sales consultant hired by your
organization also require Read permission to the same folders.

You could add those groups to the ACL of the folders, granting each of them Allow Read
permission, but soon you would have an ACL with multiple permissions, this time assigning

the Allow Read permission to multiple groups instead of multiple users. This is shown in
Figure 4-4.
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Executives Secuty |

ﬁ Object name:  D:\Data“Sales
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ﬂ \ Q?‘ Marketing (CONTOSOMarketing)
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Full control O O =
Modify [m] m]
— Read & execute O
List folder contents O
William Flash Read O -

Leam about access control and

Sales Consultant

FIGURE 4-4 One kind of group is not enough to efficiently manage permissions

To give the three groups and one user permission to the three folders on the three servers,
you would have to add 12 permissions! The next group that required access would require
three more changes to grant permissions to the ACLs of the three shared folders.

What if eight users who are not salespeople, marketing employees, or executives have
a business need for Read access to the three folders? Do you add their individual user
accounts to the ACLs? If so, that's 24 more permissions to add and manage!

You can see that using only one type of group—a role group that defines the business
roles of users—quickly becomes an ineffective way of enabling management of access to
the three folders. If the management rule suggests that three roles and nine additional
users require access to the resource, you are assigning a total of 36 permissions on ACLs.

It becomes very difficult to maintain compliance and to audit. Even simple questions such as,
“Can you tell me every user who can read the Sales folders?” become difficult to answer.

Role-Based Management: Role Groups and Rule Groups

The solution is to recognize that you must address two management tasks to effectively
manage this scenario: You must manage the users as collections, based on their business
roles, and, separately, you must manage access to the three folders.

The three folders are also a collection of items: They are a single resource—a collection
of Sales folders—that just happens to be distributed across three folders on three servers.
And you are trying to manage Read access to that resource. You need a single point of
management with which to manage access to the resource.
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This requires another group—a group that represents Read access to the three folders
on the three servers. Imagine that you create a group called ACL_Sales Folders_Read. This
group will be assigned the Allow Read permission on the three folders. The Sales, Marketing,
and Executives groups, along with the individual users, will all be members of the ACL_Sales

Folders_Read group. You assign only three permissions: one on each folder, granting Read
access to the ACL_Sales Folders_Read group. This is shown in Figure 4-5.
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FIGURE 4-5 Role-based management uses role groups and rule groups to efficiently manage

access to folders

The ACL_Sales Folders_Read group becomes the focus of access management. As additional
groups or users require access to the folders, you add them to that group. It also becomes
much easier to report who has access to the folders. Instead of having to examine the ACLs on
each of the three folders, you simply examine the membership of the ACL_Sales Folders_Read

group.
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To effectively manage even a slightly complex enterprise, you need groups that perform
two distinct purposes:

m Groups that define roles These groups, referred to as role groups, contain users,
computers, and other role groups based on common business characteristics such as
location and job type.

®m  Groups that define management rules These groups, referred to as rule groups,
define how an enterprise resource is managed.

This approach to managing the enterprise with groups is called role-based management.
You define roles of users based on business characteristics (for example, department or
division affiliation such as sales, marketing, and executives), and you define management rules
(for example, the rule that manages which roles and individuals can access the three folders).

You can achieve both management tasks by using groups in a directory. Roles are
represented by groups that contain users, computers, and other roles. That's right, roles can
include other roles—for example, a Managers role might include the Sales Managers, Finance
Managers, and Production Managers roles. Management rules, such as the rule that defines
and manages Read access to the three folders, are represented by groups as well. Rule groups
contain roles and, occasionally, individual users or computers such as the sales consultant and
eight other users in the example.

The key takeaway is that groups serve two distinct purposes: one group defines the role,
and another defines how a resource is managed.

To achieve manageability of an enterprise of any size or complexity, you must manage
groups effectively and have an infrastructure of groups that provide single points of
management for roles and rules. That means, technically, that you will need groups that can
include as members users, computers, other groups, and, possibly, security principals from
other domains.

For more information about role-based management, see Windows Administration
Resource Kit: Productivity Solutions for IT Professionals.

Defining Group Naming Conventions

To create a group by using the Active Directory Users And Computers snap-in, simply
right-click the organizational unit (OU) in which you want to create a group, po