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OBJECTIVE

PLANNING FOR SERVER DEPLOYMENT

LOCATION IN BOOK

Plan server installations and upgrades.
Plan for automated server deployment.

Plan infrastructure services server roles.

Plan application servers and services.
Plan file and print server roles.

PLANNING FOR SERVER MANAGEMENT

Chapter 1, Lesson 1
Chapter 1, Lesson 2

Chapter 2
Chapter 3
Chapter 9, Lesson 1

Chapter 6, Lesson 1

Chapter 7

Plan server management strategies.
Plan for delegated administration.
Plan and implement group policy strategy.

MONITORING AND MAINTAINING SERVERS

Chapter 5, Lesson 1
Chapter 5, Lesson 2

Chapter 4

Implement patch management strategy.

Monitor servers for performance evaluation and optimization.

Monitor and maintain security and policies.

PLANNING APPLICATION AND DATA PROVISIONING

Chapter 8, Lesson 2
Chapter 12

Chapter 8, Lesson 1
Chapter 9, Lesson 2

Provision applications.

Provision data.

PLANNING FOR BUSINESS CONTINUITY AND HIGH AVAILABILITY

Chapter 6, Lesson 2

Chapter 10, Lesson 1

Plan storage.
Plan high availability.

Plan for backup and recovery.

Chapter 10, Lesson 2
Chapter 11

Chapter 13

Exam Objectives The exam objectives listed here are current as of this book’s publication date. Exam objectives
are subject to change at any time without prior notice and at Microsoft's sole discretion. Please visit the Microsoft
Learning Web site for the most current listing of exam objectives: http.//www.microsoft.com/learning/en/us/Exam

.aspx?ID=70-646.
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Introduction

his training kit is designed for server and domain administrators who have two to three

years of experience managing Windows servers and infrastructure in an environment
that typically supports 250 to 5,000 (or even more) users in three or more physical locations
and has three or more domain controllers. You will likely be responsible for supporting
network services and resources such as messaging, database servers, file and print servers,
a proxy server, a firewall, the Internet, an intranet, remote access, and clients. You also will be
responsible for implementing connectivity requirements, such as connecting branch offices
and individual users in remote locations to the corporate network and connecting corporate
networks to the Internet.

The material covered in this training kit and on Exam 70-646 relates to the technologies in
a Windows Server 2008 or Windows Server 2008 R2 network that support distributed access
to web content, media, operating systems, and applications. The topics in this training
kit cover what you need to know for the exam as described on the Skills Measured tab
for the exam, which is available at
http.//www.microsoft.com/learning/en/us/exam.aspx?ID=70-647&locale=en-us

By using this training kit, you will learn how to do the following:

m Plan and implement the deployment of servers running Windows Server 2008
and Windows Server 2008 R2

m Plan and implement the management of servers running Windows Server 2008
and Windows Server 2008 R2

®m  Monitor, maintain, and optimize servers

m Plan application and data provisioning

m Plan and implement high-availability strategies and ensure business continuity

Refer to the objective mapping page in the front of this book to see where each exam
objective is covered in the book.

System Requirements

The following are the minimum system requirements that your computer needs to meet to
complete the practice exercises in this book and to run the companion CD. To minimize the
time and expense of configuring physical computers for this training kit, it's recommended
that you use Hyper-V, which is a feature of Windows Server 2008 and Windows Server 2008
R2. You can use third-party virtualization products, but the practice setup instructions in the
book are written on the assumption that you are using Hyper-V.
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Hardware Requirements

It is possible to complete almost all the practice exercises in this book using virtual machines
rather than real server hardware. The system requirements for Windows Server 2008 R2 are
listed on the following Web page:
http://www.microsoft.com/windowsserver2008/en/us/system-requirements.aspx.

If you intend to implement several virtual machines on the same computer (which is
recommended), a higher specification will enhance your user experience. In particular,
a computer with 8 GB of RAM and 150 GB of free disk space can host all the virtual machines
specified for all the practice exercises in this book.

Software Requirements

The following software is required to complete all the practices:
m Windows Server 2008 R2 Enterprise edition
= Windows 7 Enterprise or Ultimate edition

You can obtain evaluation versions of the Windows Server 2008 R2 Enterprise edition
and Windows 7 Enterprise edition from the Microsoft Download Center at the following
address: http://www.microsoft.com/Downloads/Search.aspx.

Preparing the Computers Running Windows Server 2008
R2 Enterprise Edition

Detailed instructions for installing Windows Server 2008 R2 and installing and configuring
the domain controller and member server running Windows Server 2008 R2 Enterprise
edition are given in Appendix A, “Setup Instructions for Windows Server 2008 R2.” The
required server roles are added in the practice exercises in subsequent chapters.

Practice Setup Instructions

The exercises in this training kit require a minimum of two computers or virtual machines, as
follows:

m  One server running Windows Server 2008 R2 Enterprise, configured as a domain
controller

m  One server running Windows Server 2008 R2 Enterprise, configured as a member
server

If you want to carry out all the practices and suggested practices in Chapter 4, "Group
Policy Strategies,” you need an additional client running Windows 7 Enterprise or Ultimate
edition. All these computers can be virtual machines. You also need a second hard disk



(internal or external) that is connected to your domain controller to carry out the practices
in Chapter 13, “Backup and Recovery.” If you are using virtual machines, this can be a virtual
hard disk.

All computers must be connected physically to the same network. We recommend that
you use an isolated network that is not part of your production network to do the practice
exercises in this book. To minimize the time and expense of configuring physical computers,
we recommend that you use virtual machines. To run computers as virtual machines on
a server running Windows Server 2008 or Windows Server 2008 R2, you need to install
the Hyper-V server role. Alternatively, you can use supported third-party virtual machine
products.

Using the CD

The companion CD included with this training kit contains the following:

® Practice tests You can reinforce your understanding of how to configure Windows
Server 2008 R2 by using electronic practice tests that you customize to meet your
needs from the pool of Lesson Review questions in this book. Alternatively, you can
practice for the 70-646 certification exam by using tests created from a pool of 200
realistic exam questions, which give you many opportunities to take practice exams to
ensure that you are prepared.

m AneBook An electronic version (eBook) of this book is included so that you do not
always have to carry the printed book with you. The eBook is in Portable Document
Format (PDF), and you can view it by using Adobe Acrobat or Adobe Reader.

How to Install the Practice Tests

To install the practice test software from the companion CD to your hard disk, perform the
following steps:

1. Insert the companion CD into your CD-ROM drive and accept the license agreement.
The CD menu appears.

NOTE IF THE CD MENU DOES NOT APPEAR

If the CD menu or the license agreement does not appear, AutoRun might be disabled
on your computer. Refer to the Readme.txt file on the CD-ROM for alternate installation
instructions.

2. Click Practice Tests and follow the instructions on the screen.
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How to Use the Practice Tests

To start the practice test software, follow these steps:
1. Click Start, All Programs, and then Microsoft Press Training Kit Exam Prep. A window
appears that shows all the Microsoft Press training kit exam prep suites that are
installed on your computer.

2. Double-click the lesson review or practice test that you want to use.

NOTE LESSON REVIEWS VS. PRACTICE TESTS

Select the (70-646) Windows Server 2008 R2 Server Administrator lesson review

to use the questions from the “Lesson Review" sections of this book. Select the
(70-646) Windows Server 2008 R2 Server Administrator practice test to use a pool of
300 questions similar to those that appear on the 70-646 certification exam.

Lesson Review Options

When you start a lesson review, the Custom Mode dialog box appears so that you can
configure your test. You can click OK to accept the defaults or you can customize the number
of questions you want, how the practice test software works, which exam objectives you want
the questions to relate to, and whether you want your lesson review to be timed. If you are
retaking a test, you can select whether you want to see all the questions again or only the
questions you missed or did not answer.

After you click OK, your lesson review starts.

m To take the test, answer the questions and use the Next, Previous, and Go To buttons
to move from question to question.

m After you answer an individual question, if you want to see which answers are
correct—along with an explanation of each correct answer—click Explanation.

m [f you prefer to wait until the end of the test to see how you did, answer all the
questions and then click Score Test. You will see a summary of the exam objectives that
you chose and the percentage of questions that you got right, both overall and per
objective. You can print a copy of your test, review your answers, or retake the test.

Practice Test Options

When you start a practice test, you choose whether to take the test in Certification Mode,
Study Mode, or Custom Mode, which are as follows:
m Certification Mode This mode closely resembles the experience of taking
a certification exam. The test has a set number of questions, it is timed, and you
cannot pause and restart the timer.
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m Study Mode This mode creates an untimed test, in which you can review the correct
answer and the explanations for all the answer choices after you answer each question.

m Custom Mode This mode gives you full control over the test options so that you can
customize them as you like.

The user interface when you are taking the test is basically the same in all the modes, but
with different options enabled or disabled depending on the mode. The main options are
discussed in the previous section, “Lesson Review Options.”

When you review your answer to an individual practice test question, a "References”
section is provided, which lists where in the training kit you can find the information that
relates to that question and provides links to other sources of information. After you click Test
Results to score your entire practice test, you can click the Learning Plan tab to see a list of
references for every objective.

How to Uninstall the Practice Tests

To uninstall the practice test software for a training kit, use the Program And Features option
in the Control Panel.

NOTE COMPANION CONTENT FOR DIGITAL BOOK READERS

If you bought a digital edition of this book, you can enjoy select content from the print
edition’s companion CD. Visit http://go.microsoft.com/FWLink/?Linkid=219765 to get
your downloadable content.

Acknowledgments
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Errata & Book Support

We've made every effort to ensure the accuracy of this book and its companion content.
Any errors that have been reported since this book was published are listed on our Microsoft
Press site at oreilly.com:

http://go.microsoft.com/FWLink/?Linkid=219763
If you find an error that is not already listed, you can report it to us through the same page.

If you need additional support, please email Microsoft Press Book Support at mspinput@
microsoft.com.

Please note that product support for Microsoft software is not offered through the addresses
above.

We Want to Hear from You

At Microsoft Press, your satisfaction is our top priority, and your feedback our most valuable
asset. Please tell us what you think of this book at:

http.//www.microsoft.com/learning/booksurvey

The survey is short, and we read every one of your comments and ideas. Thanks in
advance for your input!

Stay in Touch

Let us keep the conversation going! We are on Twitter: http.//twitter.com/MicrosoftPress



Preparing for the Exam

I\/I icrosoft certification exams are a great way to build your resume and let the world know
about your level of expertise. Certification exams validate your on-the-job experience
and product knowledge. While there is no substitution for on-the-job experience, preparation
through study and hands-on practice can help you prepare for the exam. We recommend
that you round out your exam preparation plan by using a combination of available study
materials and courses. For example, you might use the Training Kit and another study guide
for your "at home" preparation, and take a Microsoft Official Curriculum course for the class-
room experience. Choose the combination that you think works best for you.

Microsoft

CERTIFIED

Technology
Specialist
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Installing, Upgrading,
and Deploying Windows
Server 2008 R2

his chapter is about planning the deployment of Windows

Server 2008 and Windows Server 2008 R2. Throughout IMPORTANT
the text, we will use the name "Windows Server 2008 R2" to Have you read
describe the product. However, unless explicitly stated otherwise, page XXix?
the information provided will apply to both the Windows It contains valuable
Server 2008 and Windows Server 2008 R2 operating systems. information regarding

the skills you need to
pass the exam.

In Lesson 1, “Planning Installation and Upgrade,” you will learn
which edition of Windows Server 2008 R2 is most appropriate for
a given set of roles, the differences in licensing between editions
of the software, advice on whether to perform a physical or
virtual deployment, and what you need to take into account when upgrading a computer
from Windows Server 2003. In Lesson 2, “Automated Server Deployment,” you will learn
about automated deployment options, from creating and using unattended installation files
to scheduling the deployment of multiple Windows Server 2008 R2 operating systems using
Windows Deployment Services and System Center Configuration Manager 2007 R3.

Exam objectives in this chapter:
= Plan server installations and upgrades.
= Plan for automated server deployment.

Lessons in this chapter:
= Lesson 1: Planning Installation and Upgrade 3

= Lesson 2: Automated Server Deployment 17



Before You Begin

To complete the exercises in the chapter, you must do the following:

m Acquire access to a computer with at least 32 gigabytes (GB) of unpartitioned disk
drive space, 512 megabytes (MB) of RAM, and an x64 1.3-gigahertz (GHz) or faster
processor. The practice exercises in this book were designed with the assumption that
the computer that you are using is not connected directly or indirectly to the Internet,
but is connected to a network with a private Internet Protocol (IP) address.

m Download the evaluation version of Windows Server 2008 R2 Enterprise edition from
the Microsoft Download Center (http://www.microsoft.com/Downloads/).

No additional configuration is required for this chapter.

REAL WORLD

Orin Thomas

t takes time for organizations to change to a new server operating system. Unlike

a consumer operating system, where there is a flurry of people buying it on the day
of release, it takes time for organizations to come around to deploying a new server
operating system. This is primarily because server operating systems tend to host very
important services, and when you are dealing with very important services, there is
something to be said for taking the approach of the tortoise rather than that of the hare.

When it comes to server deployment, you should take a similarly measured
approach. Getting server deployment right is important. A decade ago, when disk
drives were much smaller, it was easy to deploy yourself into a corner by not taking
careful account of how much space was available on the volume that hosted the
operating system files. If you weren't careful, you could find that it was impossible
to install new software on the server even though the server had a significant
amount of disk space on another volume. This was because the installer for the
software that you were deploying insisted on placing its program files on the
already-close-to-capacity volume hosting the operating system files.

Today, one of the biggest decisions you will make will be whether to deploy the
operating system on a virtual host or a physical chassis. Deploying to a physical
chassis is generally more expensive because you are sure to have to devote a new
license to the deployment, and you also have to provide the hardware. Deploying
to a virtual host might allow you to use an existing virtual license and save you the
cost of a chassis, but it also might introduce performance problems for other hosts
on the same Hyper-V server. Of course, that being said, today it is at least possible
to migrate from physical to virtual and back relatively seamlessly given the right
tools—something that was a bit more difficult to do with an old computer running
Microsoft Windows NT 4.0 Server that had run out of disk space on the volume
hosting the operating system files.
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Lesson 1: Planning Installation and Upgrade

This lesson covers the various editions of Windows Server 2008 R2 and the roles that they
are designed to meet. You will learn about Server Core, which is a version of Windows Server
administered entirely from the command line. You will learn about the Windows Server 2008
installation and upgrade process, the differences in licensing between editions, and whether
you should perform a physical or virtual deployment.

After this lesson, you will be able to:

= Plan for the installation of or upgrade to Windows Server 2008 or Windows
Server 2008 R2.

= Determine which edition of Windows Server is appropriate for a specific set
of circumstances.

= Understand licensing considerations.

= Determine whether a physical or virtual deployment is appropriate.

Estimated lesson time: 60 minutes

The Differences Between Windows Server 2008
and Windows Server 2008 R2

The updated 70-646 exam deals with both the Windows Server 2008 and Windows Server
2008 R2 operating systems. Where there is a difference between these products, such as
whether Hyper-V supports dynamic allocation of memory or whether Remote Desktop
Protocol (RDP) supports RemoteFX, an exam question will clearly indicate that Windows
Server 2008 R2 is the operating system being used. Where differences exist in this book, such
as where Terminal Services in 2008 is labeled as Remote Desktop Services in Windows Server
2008 R2, the text and exam will use the Windows Server 2008 R2 terminology, but it will also
mention the Windows Server 2008 terminology. For example, a question on Remote Desktop
Services may look as follows:

You are in the process of planning the deployment of Remote Desktop
Services (known as Terminal Services in Windows Server 2008) at several
sites across several domains in your organization’s Active Directory forest.
You want to configure a licensing server so that all Remote Desktop Services
servers are able to obtain licenses centrally. Which of the following Remote
Desktop Services license server options should you configure?

Some of the key differences between these operating system versions are as follows:

® Windows Server 2008 R2 does not support x86 processors. Windows Server 2008 R2
supports both x64 and 1A64 processor architectures. Windows Server 2008 supports
all three processor types.
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® Windows Server 2008 R2 comes with a Foundation edition, while Windows Server 2008

does not.

m Terminal Services has been renamed Remote Desktop Services in Windows
Server 2008 R2.

m  Windows Server 2008 R2 includes new features such as the Active Directory Recycle
Bin, Hyper-V Dynamic Memory, managed service accounts, AppLocker, DirectAccess,
BranchCache, IS 7.5, and support for Certificate Services in the Server Core installation
option of Windows Server 2008 R2.

MORE INFO DIFFERENCES BETWEEN WINDOWS SERVER 2008 AND WINDOWS
SERVER 2008 R2

For a list of all the differences, including some of the minor ones, consult the following
document on Microsoft’s website: http://www.microsoft.com/windowsserver2008/en/us/
whats-new.aspx.

Selecting the Right Edition

Windows Server 2008 R2 comes in several different editions, each appropriate for a specific
role. One edition and configuration is appropriate for a branch office file server; another
edition and configuration is appropriate for a head office’s Microsoft Exchange Server 2010
mailbox server that supports Database Availability Groups. On top of these different editions,
there are different versions of most editions for different processor architectures, as well as
the ability to install the stripped-down Server Core version of each edition. In the following
pages, you will learn how all of these options fit into different deployment plans and how you
can assess a set of requirements to determine which edition of Windows Server 2008 R2 best
meets a particular set of needs.

MORE INFO FEATURE COMPARISON BY EDITION

To learn more about the roles supported by each edition of Windows Server 2008 R2,
navigate to the following page on Microsoft’'s website: http://www.microsoft.com/
windowsserver2008/en/us/r2-compare-roles.aspx.

To learn more about the features supported by each edition of Windows Server 2008 R2,
navigate to the following page on Microsoft’s website: http://www.microsoft.com/
windowsserver2008/en/us/r2-differentiated-features.aspx.

Windows Server 2008 R2 Standard Edition

Windows Server 2008 R2 Standard edition is the version of the software that is targeted

at the small to medium-sized business. This edition of Windows Server 2008 R2 is the one
that you will choose to deploy most often to support Windows Server 2008 R2 roles in your
environment. The following Windows Server 2008 R2 Standard edition properties differ from
other editions of the software:
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m Supports a maximum of 32 GB of RAM. Supports up to 4 physical processors (sockets)
m Licensed for the host plus one virtual machine

m Does not support failover clustering

m Does not support Active Directory Federation Services (AD FS)

m s limited to 250 incoming Routing and Remote Access or Remote Desktop Gateway
connections

m Does not support all the features of the Active Directory Certificate Services
(AD CS) role

When planning the deployment of servers, you are likely to select the Standard edition
of Windows Server 2008 to fill the roles of domain controller, application server, DNS
server, DHCP server, file server, and print server. Although these services are vital to your
organization’s network infrastructure, they do not require the increased features present in
the Enterprise and Datacenter editions of the operating system. You should use Windows
Server 2008 R2 Standard edition in your deployment plans unless Enterprise edition features,
such as failover clustering or AD FS, are required to meet your goals.

Windows Server 2008 R2 Enterprise Edition

Windows Server 2008 R2 Enterprise edition is the version of the operating system targeted
at large businesses. Plan to deploy this version of Windows Server 2008 R2 on servers that
will run applications such as Exchange Server 2010 if you want to implement Database
Availability Groups or Microsoft SQL Server failover clustering. These products require the
extra processing power, RAM, and features, such as failover clustering, that Enterprise edition
supports. When planning deployments, consider Windows Server 2008 R2 Enterprise edition
in situations that require the following technologies that are unavailable in Windows Server
2008 R2 Standard edition:

m Supports a maximum of 2 terabytes (TB) of RAM and 8 sockets
m Licensed for the host plus 4 virtual machines

m Supports failover clustering

m Supports AD FS

m Supports all AD CS features

When planning deployments, you are likely to use Enterprise edition in conjunction
with Windows Server 2008 R2 Standard edition. Standard edition will meet most of your
organization’s requirements, and it will be necessary to plan the deployment of the
Enterprise edition only when a server has unusual requirements, such as needing to be a part
of a failover cluster or needing exceptional processing or memory capacity.

Windows Server 2008 R2 Datacenter Edition

The Datacenter edition of Windows Server is aimed directly at very large businesses. The key
reason to deploy the Datacenter edition of Windows Server 2008 R2 instead of Enterprise
edition is that Datacenter edition allows unlimited virtual machine rights. Windows Server 2008
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R2 Datacenter edition is likely to be the best choice for organizations that use virtualization
to consolidate existing servers or simply require significant hardware capacity for application
servers. Windows Server 2008 R2 Datacenter edition has the following properties:

m Supports a maximum of 2 TB of RAM and 64 sockets
m Licensed for the host and an unlimited number of virtual machines

m Supports all roles and features

Windows Web Server 2008 R2

Windows Web Server 2008 R2 is designed to function specifically as a Web application server.
Other roles, such as Windows Deployment Server and Active Directory Domain Services

(AD DS), are not supported on Windows Web Server 2008 R2. You deploy this server role
either on a screened subnet to support a website viewable to external hosts or as an intranet
server. As appropriate given its stripped-down role, Windows Web Server 2008 R2 does not
support the high-powered hardware configurations that other editions of Windows Server
2008 R2 do. Windows Web Server 2008 R2 has the following properties:

m Supports a maximum of 32 GB of RAM and 4 sockets in symmetric multiprocessing
(SMP) configuration

You should plan to deploy Windows Web Server 2008 R2 in the Server Core configuration,
which minimizes its attack surface, something that is very important on a server that interacts
with hosts external to your network environment. You should plan to deploy the full version
of Windows Web Server 2008 R2 only if your organization's web applications rely on features
that are not available in the Server Core version of Windows Web Server 2008 R2. Unlike the
Server Core version of Windows Web Server 2008, Windows Web Server 2008 R2 supports
a greater amount of Internet Information Services (11S) functionality.

Windows Server 2008 R2 for Itanium-Based Systems

Windows Server 2008 R2 for Itanium-Based Systems is designed for the Intel Itanium 64-bit
processor architecture, which is different from the x64 architecture that you will find in

chips such as the Intel Core i7 or AMD Turion series of processors. This is the only edition

of Windows Server 2008 R2 that you can install on an Itanium-based computer and requires
an Itanium 2 processor. Both application server and Web server functionality are provided by
Windows Server 2008 R2 for Itanium-based systems. Other server roles, such as virtualization
and Windows Deployment Services (WDS), are not available. Up to 64 processors in SMP
configuration and 2 TB of RAM are supported on Windows Server 2008 R2 for Itanium-Based
Systems. Windows Server 2008 R2 for Itanium-Based Systems will be the last iteration of the
Windows Server product line to support the Itanium processor architecture.

MORE INFO ITANIUM EDITION

To learn more about Windows Server 2008 R2 for Itanium-Based Systems, consult the
following article on Microsoft's website: http://www.microsoft.com/windowsserver2008/en/
us/2008-1A.aspx.

Installing, Upgrading, and Deploying Windows Server 2008 R2



Foundation Edition

The Foundation edition of Windows Server 2008 R2 is aimed at organizations with 15 users
or fewer. The server can be configured as a domain controller, but it will enter reduced
functionality mode in the event that more than 15 user accounts are present within AD DS.
The Foundation edition of Windows Server 2008 R2 supports AD RMS, IIS 7.5, NAP, Remote
Desktop, and WDS, but it doesn't support features such as Hyper-V, failover clustering, and
its ability to function as a BranchCache server. This edition of Windows Server 2008 R2 is
not addressed directly by the 70-646 exam, but it is included in this discussion for the sake
of completeness.

MORE INFO WINDOWS SERVER 2008 R2 FOUNDATION

To learn more about Windows Server 2008 R2 Foundation edition, consult the following
page on Microsoft's website: http://www.microsoft.com/windowsserver2008/en/us/
foundation.aspx.

HPC Server

The HPC Server edition of Windows Server 2008 R2 is aimed at organizations that need
high-performance calculations performed in a distributed manner. For example, financial
organizations that want to perform analysis on large data sets stored in Microsoft Excel
spreadsheets can use Windows HPC Server 2008 R2 as a distributed computing platform.
The 70-646 exam does not address Windows HPC Server 2008 R2 directly, but the edition
is included in this discussion for the sake of completeness.

MORE INFO WINDOWS HPC SERVER 2008 R2

A real-world example of how HPC Server 2008 R2 was used in a research laboratory to
perform scientific calculations is provided in the following TechNet magazine article:
http://technet.microsoft.com/en-us/magazine/2009.04.hpc.aspx.

Server Core Installation Option

Server Core is a stripped-down installation option of Windows Server 2008 R2. Rather

than providing a full desktop, you manage Windows Server 2008 R2 from the command

shell, as shown in Figure 1-1. You can manage a computer running Server Core remotely

by connecting through a Microsoft Management Console (MMC). You can also establish

a Remote Desktop Protocol (RDP) session to a computer running Server Core, although you
will need to use the command shell to perform administrative duties once connected. You can
use management consoles to administer a computer running Server Core remotely, and you
can run Windows PowerShell commands against a computer running Server Core if Windows
Remote Management (WinRM) has been configured properly.
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Administrator: C:\Windows\system32\cmd.exe

C:\Usershadninistrator>tasklist

Image Mame Sessiondt Hem Usag

i Services

! Services

. Console

Services

i Console

: Services

leass . exe i Beruices

lem.exe : Seruices

suchost.exe ! Services

suchost.exe Services

SLsvc.exe Services

suchost.exe Services

suvchost.exe . Services
surhnst _rwe
suchost.exe

suchost.exe Services

suchost.exe Services

suchost.exe Services

taskeng.exe . Services

msdtc.exe 548 Services

suchost.exe Services

taskeng.exe Console

Console

Services

tasklist .exe . Console

FOF IO IEEREEEEFEFEEED
AREEREREERERERRERRERARRERERRERERER IR

C:xlsershadninistrator’

FIGURE 1-1 Server core desktop

Using the Server Core installation option of Windows Server 2008 R2 has the following
benefits:

m Reduced update requirements. A computer running only a small number
of components to meet a specialized role also needs fewer updates. For example,
security updates related to Windows Internet Explorer are not relevant to computers
running a Server Core installation option of Windows Server 2008 R2. The fact that
there are fewer relevant updates means that you will reboot the server less frequently.

m Reduced attack surface. Fewer component binaries are installed, which reduces
the number of components that might be attacked by someone attempting to
compromise the computer.

®m Lower hardware requirements. Because so much has been stripped out of the
Server Core installation option of Windows Server 2008 R2, you can run Server Core
on a computer that would exhibit performance bottlenecks running a traditional full
installation. A benefit of this is that it allows organizations to use older hardware,
such as hardware purchased to run Microsoft Windows 2000 Server as a platform for
a Windows Server 2008 R2 installation.

When you purchase a license for a particular edition of Windows Server 2008 R2, you have
the option of installing the Full option or the scaled-down Server Core installation option
of the operating system. Either way, the license for the product will cost the same amount.
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If you license a particular edition, you can install that edition in either its Full or Server Core
option, as shown in Figure 1-2. The Foundation edition of Windows Server 2008 R2 does not
support the Server Core option.

=5

L
¥ A

&) £7 Install Windows

Select the operating system you want to install

Qperating system | Architecture Date modified
Windows Server 2008 B2 Standard (Full Installation) x04 7/14/2009
Windows Server 2008 B2 Standard (Server Core Installation) x4 7/14,/2009

Windows Server 2008 R2 Enterprise (Full Installation) x4
Windows Server 2008 R2 Enterprise (Server Core Installation)

Windows Server 2008 B2 Datacenter (Full Irstallation) x04 7/14/2009

Windows Server 2008 B2 Datacenter (Server Core Installation)  x04 7/14,/2009

Windows Web Server 2008 R2 (Full Installation) x4 7/14/2009

Windows Web Server 2008 R2 (Server Core [nstallation) x4 7/14,/2009
Description:

This cption installs a minimal installation of Windows Server without the standard Windows user
interface, and with a subset of server roles that can be managed from a command prompt,
reducing management requirements and attack surface,

FIGURE 1-2 Installation options.

NOTE DIFFERENCES BETWEEN WINDOWS SERVER 2008 AND WINDOWS SERVER 2008
R2 SERVER CORE

Server Core in Windows Server 2008 differs from Server Core in Windows Server 2008 R2
in one very important respect. The version of Server Core in Windows Server 2008 does
not support PowerShell directly, although you can run some PowerShell commands against
a Server Core installation remotely.

Windows Server 2008 R2 versions of Server Core support PowerShell V2. You can run
PowerShell V2 commands remotely against computers running Windows Server 2008 R2
in the Server Core configuration. It is also possible to run Windows Script Host scripts on
a Server Core installation, just as it is possible to run the same scripts on fully featured
installations of Windows Server 2008 R2.

As shown in Figure 1-3, you can run several important tools graphically on a Server Core
installation, including Registry Editor and Notepad. It is also possible to open the Time And
Date item and International Settings items from Control Panel using the commands control
timedate.cpl and control intl.cpl.
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FIGURE 1-3 Registry Editor and Notepad are available in Server Core

Two more important commands are oclist.exe and ocsetup.exe. Oclist.exe provides a
list of all server roles that are currently installed on the server and what roles are available to
install. Figure 1-4 shows the list of features installed by default on a Server Core installation
of Windows Server 2008 R2 Enterprise edition. You can add and remove these features
using the ocsetup.exe command. For example, to install the Web Services (IIS) role, issue
the command ocsetup.exe IIS-WebServerRole. It is important to note that the role name is
case-sensitive. The command ocsetup.exe /uninstall IIS-WebServerRole is used to remove
the Web Services (IIS) role, although it is necessary to ensure that all the role’s services are
shut down prior to attempting this.

When considering Server Core as a deployment option, consider the following factors:

m [tis not possible to upgrade a computer running the Server Core installation option
of a specific edition to the Full option.

m |t is not possible to upgrade a computer running Windows Server 2003 to a Server
Core installation of Windows Server 2008 R2.

m Some roles, such as AD FS, Network Policy and Access Services, and WDS, are not
available on Server Core.
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FIGURE 1-4 Viewing roles and features available on Server Core

¥ Quick Check

m  How many licenses for virtual instances are included in the Enterprise edition of
Windows Server?

Quick Check Answer

m The Enterprise edition of Windows Server 2008 R2 includes licenses for four virtual
instances.

Physical Versus Virtual Deployment

An important consideration when deciding on how you will deploy Windows Server 2008

R2 is whether you will deploy it virtually or physically. Traditionally, administrators have

used physical hardware as the deployment platform for servers at head and branch

office locations. For example, if your branch office requires a DNS server, a DHCP server,

a domain controller, an IS server, and a file server, you would deploy several physical

servers to host these roles. In some cases, you might co-locate roles, such as having the DHCP,
DNS, and domain controller roles on the same server. If you factor availability and redundancy
into your deployment calculation, you may end up deploying more server chassis.
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As an alternative, you might choose to simplify things by creating a Hyper-V failover
cluster using two physical servers and virtual machines stored on a storage area network
(SAN). By taking advantage of included virtual licenses, you could reduce your expenditure
on server licenses, as well as reduce hardware expenses by deploying two chassis with
Windows Server 2008 R2 installed on them to serve as Hyper-V cluster nodes. If one cluster
node fails, the virtual machines would fail over, to be hosted on the other node until such
time as the failed node was returned to operational status.

There are no hard-and-fast rules when it comes to saying that one type of deployment
must always be physical and another type virtual. When considering physical against virtual
deployments, take into account the following factors:

m Enterprise edition includes licenses for four virtual machines. This means that you can
have the host and four virtual machines on one physical machine.

m Datacenter edition includes licenses for an unlimited number of virtual machines.
This means that you can have the host and an unlimited number of virtual machines so
long as they are hosted on the same physical machine. In this case, the only limitation
is the resources on the host platform.

m  Computers that have intensive workloads may be poor choices for virtual machines
because other virtual machines on the same host must share the same resources
with them. If you have a virtual machine that is consuming an extraordinary amount of the
host platform’s processor, network, or disk resources, this will necessarily place pressure
on the resources available to other virtual machines hosted on the platform.

m  Avirtual deployment can simplify the process of assigning administrative permissions.
Rather than being concerned about users performing tasks outside their designated job
responsibilities when they log onto a server that they need to manage, you can isolate the
server role as a virtual machine—for example, if you need IIS 7.5 and an SQL Server 2008
R2 deployment, but the administrators of one service should not have permissions
over the other. Although it is possible to separate the two sets of users through diligent
assignment of permissions, it may be simpler to enable IIS 7.5 on one virtual machine
and SQL Server 2008 R2 on the other and host them off the same platform.

Installing Windows Server 2008 R2

Installing Windows Server 2008 R2 in a traditional manner is straightforward. The main thing
to remember is that your server needs to meet the minimum hardware requirements and that
if you are installing any edition of Windows Server 2008 R2 except the Itanium edition, the
hardware or virtualization platform on which you are installing needs to have a processor that
supports the x64 architecture. To perform installation, complete the following steps:

1. Boot off the installation media.

2. Select your language options.

3. Choose which edition and installation option (Full or Server Core) you want to install.

4. Accept the license terms.
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5. Choose between an Upgrade or a Custom installation. Most of the time, you will
choose a Custom installation because this is the option that allows a new installation.

6. Choose where you want to install the operating system. The operating system will now
install.

7. Provide a password for the local Administrator account.

Unlike previous versions of Windows Server operating systems, you do not need to enter
a product key during installation. You only need to provide a product key prior to performing
activation. You will learn more about activation later in this chapter.

NOTE DO NOT INSTANTLY ACTIVATE

It is a good idea to use part of the activation grace period to let the server settle, ensuring
that nothing drastic needs to change, such as upgrading the processor or RAM (which
would normally lead to a reactivation) before the server undergoes the activation process.
You can also use the command simgr.vbs -rearm to reset the activation clock up to three
times. So remember to wait, ensure that the server does not require further hardware
upgrades, and then perform activation.

If the computer on which you want to install Windows Server 2008 R2 does not have
a DVD-ROM drive, you can use one of the following alternatives:

m You can configure the computer to boot from a USB flash device that hosts the
Windows Server installation files. As the data transfer speeds of USB flash devices are
often faster than the speed of optical media drives, this method of deployment, once
configured, is often the fastest available.

= |f the computer has a Preboot Execution Environment (PXE)—capable network card, you
can configure WDS, covered in detail in Lesson 2, as a method of deploying Windows
Server 2008 R2 over the network. In large environments, you are more likely to rely on
automated deployment methods than the traditional media-based installation.

®m You can boot using a USB flash device configured with the Windows Preinstallation
Environment (Windows PE). You can then connect to and use operating system files
hosted on a network share to perform a network installation. Although it is possible to
perform an installation this way, it is simpler if you are configuring a USB flash device
to include the Windows Server installation files.

MORE INFO WINDOWS PE

To learn more about Windows PE, consult the following TechNet webpage:
http://technet.microsoft.com/en-us/library/dd799308(WS.10).aspx.

Upgrading from Windows Server 2003

Some organizations will want to upgrade their existing computers running Windows Server
2003 to Windows Server 2008 or Windows Server 2008 R2. You perform upgrades using the
same media that you use to perform a normal installation. Organizations choose to perform
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upgrades because the upgrade process is simpler than migrating applications and data to
a new platform. When planning upgrades, consider the following:

m You cannot upgrade an x86 version to an x64 version.

m If you have an x86 version of Windows Server 2003, you'll only be able to upgrade it
to an x86 version of Windows Server 2008.

®m You can upgrade to an equivalent edition if the processor architecture is the same.

m You can upgrade from Standard edition to Enterprise edition so long as the processor
architecture is the same.

® You can upgrade to Datacenter edition only if the previous operating system is running
Datacenter edition and the processor architecture is the same.

m You cannot upgrade from Windows Server 2003 to any Server Core installation option
of Windows Server 2008 or Windows Server 2008 R2.

® You can upgrade from a Server Core installation option of Windows Server 2008 to
a Server Core installation option of Windows Server 2008 R2 so long as the processor
architecture is x64.

m To upgrade from Windows Server 2003 to Windows Server 2008 requires that at least
Service Pack 1 is installed on the Windows Server 2003 host.

From a planning perspective, it is not always clear whether you should perform an upgrade
or back up an existing server, format the hard disk drive, install Windows Server 2008 R2,
and then restore the data and reinstall any applications. Virtualization makes this decision
trickier because it is possible to perform a physical-to-virtual conversion, wipe the original
host, perform a clean install of Windows Server 2008 R2, install Hyper-V, and then host the
original server as a virtual machine on the new installation of Windows Server 2008 R2.

Organizations use upgrades when the transition is simple, such as upgrading a computer
that functions as a Windows Server 2003 domain controller to a Windows Server 2008 R2
domain controller. When a server has a more complex role, such as a server hosting a large
SQL Server 2008 instance, you need to weigh your options carefully. If you need to do a lot
of post-installation custom configuration for the roles that the server hosts, performing the
upgrade can be significantly quicker. Because you need to perform a full backup prior to
performing any upgrade or in-place migration anyway, you should attempt the upgrade
first and then look at other options, including rolling back to the original configuration if
the upgrade goes awry. Rollback scenarios are covered in more depth in Lesson 2 in the
section entitled "Rollback Preparation.”

NOTE ITANIUM

Although Itanium is a 64-bit architecture, it is not the same as the x64 architecture. You cannot
upgrade from or to an Itanium version of Windows Server 2008 R2 unless your existing version
of Windows is the Itanium edition of Windows Server 2003 or Windows Server 2008.

Prior to initiating the upgrade process, the Windows Server 2008 R2 installation
routine will perform a compatibility check, presenting findings in a compatibility report.
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The compatibility report will attempt to advise you of any problems that might occur if the
upgrade commences. It is important to note that the compatibility report can only inform
you of problems of which Microsoft is aware. If the computer that you are going to upgrade
has an unusual hardware or application configuration, the compatibility check might not flag
the problem, and you will be unaware of it until you encounter it directly. If you are running
custom software, you may want to test it in a development environment before attempting
to upgrade a production server.

To ensure that the compatibility check is as accurate as possible, you should ensure that
Windows Server 2008 R2 is able to retrieve the most up-to-date installation files when you
are queried about retrieving updated installation files at the beginning of the upgrade
process. Another important factor to note is that upgrades require significantly more disk
space than direct installs, and you should ensure that at least 30 GB are free on the volume
that hosts the operating system before attempting an upgrade. Contingency plans for the
upgrade process are covered in more detail in Lesson 2.

Lesson Summary

m Windows Server 2008 and Windows Server 2008 R2 come in Standard, Enterprise,
Datacenter, Web Server, and Itanium editions. The Enterprise and Datacenter editions
support failover clustering, AD FS, and more powerful hardware configurations.
Windows Server 2008 R2 also comes in HPC and Foundation editions.

m Standard edition includes one virtual license, Enterprise edition includes four virtual
licenses, and Datacenter edition includes unlimited virtual licenses.

® Windows Server 2008 R2 can be installed only on 64-bit processors.

m Server Core is an installation option that allows Windows Server 2008 R2 to be
deployed with a smaller attack surface and smaller hardware footprint than the Full
installation option.

®m You cannot upgrade a 32-bit version of Windows Server 2003 to a 64-bit version
of Windows Server 2008 or to Windows Server 2008 R2. You cannot upgrade a 32-bit
version of Windows Server 2008 to Windows Server 2008 R2.

Lesson Review

You can use the following questions to test your knowledge of the information in Lesson 1,
“Planning Installation and Upgrades.” The questions are also available on the Companion
Media if you prefer to review them in electronic form.

NOTE ANSWERS

Answers to these questions and explanations of why each answer choice is correct
or incorrect are located in the “Answers” section at the end of the book.

Lesson 1: Planning Installation and Upgrade
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Your organization has a computer that has Windows Server 2003 R2 x64 Standard
edition installed. This computer functions as an intranet server. Which of the following
upgrade paths is possible for this computer?

A. Windows Server 2008 R2 Datacenter edition

B. Windows Web Server 2008 R2

C. Windows Server 2008 R2 Enterprise edition

D. Windows Server 2008 x86 Standard edition

E. Windows Server 2008 x64 Standard edition (Server Core)

Your organization has a computer with an x64 architecture processor that has
Windows Server 2003 R2 (x86) Standard edition operating system installed. Which

of the following versions of Windows Server 2008 or Windows Server 2008 R2 can this
computer be upgraded to?

A. Windows Server 2008 (x86) Standard edition
B. Windows Server 2008 R2 Standard edition

C. Windows Server 2008 (x86) Datacenter edition
D. Windows Server 2008 R2 Enterprise edition

Which of the following services or roles is supported on a computer running the
Server Core version of Windows Server 2008 R2 Enterprise edition?

A. Active Directory Domain Services

B. Active Directory Rights Management Services
C. Active Directory Federation Services

D. Windows Deployment Services

How many virtual machine licenses are included with a Windows Server 2008 R2
Enterprise edition license?

A. One
B. Two
C. Four
D. Unlimited

Which edition of Windows Server 2008 R2 would you choose if you wanted to deploy

an Exchange Server 2010 mailbox server with the Database Availability Group feature?
The Database Availability Group feature requires that the failover clustering feature be
available.

A. Windows Web Server 2008 R2

B. Windows Server 2008 R2 Standard edition
C. Windows Server 2008 R2 Enterprise edition
D. Windows Server 2008 R2 Foundation edition
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Lesson 2: Automated Server Deployment

As an experienced systems administrator, you probably have server deployment down to

a fine art. You have probably performed this process so often that you could do it with your
eyes closed. In this lesson, you will learn what tools you can use to create Extensible Markup
Language (XML) answer files for the Windows Server 2008 R2 installation process and how
to install and configure WDS, a service that allows you to send operating system images to
compatible clients over the network.

After this lesson, you will be able to:
= Create and use an unattended XML file to install Windows Server 2008 R2.

= Schedule the deployment of Windows Server 2008 R2 using operating systems
and WDS.

Estimated lesson time: 40 minutes

Windows Server 2008 R2 Answer Files

An answer file allows you to set specific setup options such as how to partition hard disk
drives, the location of the Windows Server 2008 R2 image that is to be installed, and the
product key. The Windows Server 2008 R2 answer file is usually called Autounattended.xml.
This is the file name that the Windows Server 2008 R2 installation process automatically looks
for on the local and attached media during setup in an attempt to initiate an unattended
installation.

Windows Server 2008 R2 answer file uses XML format. As an administrator, you will almost
always create this file using the Windows System Image Manager (Windows SIM) tool. The
Windows SIM tool is included with the Windows Automated Installation Kit (Windows AIK
or WAIK), which you can obtain from the Microsoft Download Center or download from
the Microsoft Deployment Toolkit (MDT) Deployment Workbench. Although you can create
an answer file using a text editor, the complex XML syntax of the unattended installation
file makes the Windows AIK tools a more efficient use of your time. Another benefit of the
Windows SIM tool is that it allows you to verify that an unattended answer file actually
produces the desired result.

To create an answer file using the Windows SIM, perform the following steps:

1. Start the Windows SIM. This application can be downloaded as an update to the MDT,
which can be downloaded from Microsoft's website (http.//technet.microsoft.com/
en-us/solutionaccelerators/dd407791.aspx).

2. Copy the file \Sources\Install.wim from the Windows Server 2008 R2 installation media
to a temporary directory on the computer running Windows Server 2008 R2 on which
you have installed the Windows AIK component of MDT 2010.

Lesson 2: Automated Server Deployment
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3. Click the File menu, and then click Select Windows Image. Navigate to the temporary
directory where you copied Install.wim and select the file. This file contains all editions
and versions of Windows Server 2008 R2 that can be installed from the installation
media.

4. You will be prompted to select an image in the Windows Image file. Select Server
Enterprise, or the image that you want to create an answer file for, and then click OK.

5. When prompted to create a catalog file, click Yes. When prompted by the User
Account Control dialog box, click Continue. The Catalog file will be created.

6. From the File menu, select New Answer File.

7. By selecting the appropriate component in the Windows Image, you can configure
the properties for that component. Figure 1-5 shows the configuration settings that

allow the computer being installed to join the domain contoso.internal automatically
with the specified set of credentials.
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FIGURE 1-5 Creating the Autounattended.xml file in Windows SIM

8. When the answer file is saved, it is validated automatically against the operating
system image that has been loaded.

MORE INFO UNATTENDED FILES

For more information on the creation and configuration of unattended installation files,
consult the Unattended Windows Setup Reference, which is accessible from the Help menu
in Windows SIM.

Running an Unattended Installation

Traditionally, unattended installations used floppy diskettes that contained the unattended
text file. Most modern server hardware does not include a floppy disk drive, so—as
mentioned earlier—the Windows Server 2008 R2 setup routine will check all the server's
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local volumes automatically for a file called Autounattended.xml. This automatic check also
includes any removable USB memory devices attached to the computer.

If the installation will use setup files located on a network share, it will be necessary to
boot into Windows PE, connect to the network share, and then issue the command
setup.exe /unattend:x:\autounattended.xml (Where x\\ is the path of the Autounattended.xml
file). In the section entitled “Windows Deployment Services,” which comes next in this lesson,
you will learn how to use unattended answer files with WDS.

h( Quick Check

m  Which tool should you use to generate an unattended XML answer file?

Quick Check Answer
m Windows SIM.

Windows Deployment Services

WDS is a role you can add to a computer running Windows Server 2008 R2 that allows
remote deployment of the Windows Server 2008 R2, Windows Server 2008, Windows 7,
and Windows Vista operating systems.

WDS requires that a client have a PXE-compliant network card. If a client does not, you
will need to use another method—such as creating a bootable image that can detect the
WDS server—to perform a remote installation. The process works when the computer with
the PXE-based network card starts and then locates the WDS server. If the client is authorized
and multicast transmissions have been configured, the client will begin the setup process
automatically. Unicast transmissions, which are less efficient when multiple clients are involved,
are enabled once an operating system image is installed. If an Autounattended.xml answer file
has not been installed on the WDS server, this installation will proceed normally, requiring input
from the administrator. The only difference between a WDS-based installation and a normal
installation is that the server appears to be starting from the Windows Server 2008 R2 installation
media over the network rather than starting from the media located in a local DVD-ROM drive.

WDS can be installed on a computer running Windows Server 2008 R2 only under the
following conditions:

= The computer on which WDS is deployed is a member of an AD DS domain. A DNS
server is required, although this is implied by the existence of the domain.

m  An authorized DHCP server is present on the network.
m  An NTFS partition is available for storing operating system images.

You cannot deploy WDS on a computer running a Server Core edition of Windows Server
2008 R2. After you install WDS, you need to configure it before it can be activated. You can
do this by using the Windows Deployment Services Configuration Wizard, which is covered in
the practice at the end of this lesson, or by using the Wdsutil.exe command-line utility.

Lesson 2: Automated Server Deployment
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If the WDS server is collocated with the DHCP server, it is necessary to configure WDS
not to listen on port 67. If you do not do this, WDS and DHCP will have a conflict. It is also
important to configure the WDS server to add option tag 60, as shown in Figure 1-6, so that
PXE clients are able to detect the presence of a WDS server.

MEMBER1 Properties X|

General | F<E Rezponze I AD DS | Boot | Client
DHCP I Fulticast I Advanced I etk
If Dyriamic: Hogt Configuration Protocol [DHCP] iz running an thiz zerer,
check baoth of the following check boses and uze DHCP toolz to add Option
B0 to all DHCF scopes.

It a non-Microgzoft DHCP gerver iz running on this server, then check, the first
baw and manually configure DHCP aption G0,

If DHCF iz installed on a server that is lozated in a different zubnet, click the
linik. below for mare infarmation.

Iv Do nat lizten on port B7

¥ Corfigure DHCF option B0 to indicate that thiz zerver iz also
a P=E server

b ore information about DHCP properties

k. I Cancel Apply

FIGURE 1-6 The DHCP tab of the WDS server settings dialog box

The Client tab of a WDS server's properties, shown in Figure 1-7, allows you to specify
an unattended installation file for each specific architecture. If the Autounattended.xml file
is not specified for the architecture of Windows Server 2008 R2 that you are installing, the
installation will require the normal amount of manual input.

MORE INFO ADVANCED UNATTENDED INSTALLATIONS

To learn more about configuring WDS for unattended installations, consult the following
TechNet article: http://technet.microsoft.com/en-us/library/cc771508(WS.10).aspx.
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FIGURE 1-7 You can specify default unattended installation files on the WDS server

Some network environments will have services such as teleconferencing and videocasting
that already use IP addresses in the multicast range. You can use the Network Settings tab,
shown in Figure 1-8, to configure the multicast IP address range used by WDS and the User
Datagram Protocol (UDP) ports that will be used by the multicast server. You can also configure
transfer settings on this tab so that clients at different speeds get a different multicast session.
The ability to separate clients into different settings means that the whole deployment
transmission will not be slowed down by one computer with a sluggish network card.

You can also configure the PXE response policy by configuring the WDS server settings.
The first setting to configure is the PXE Response Delay. You configure this setting when you
want to specify the order in which WDS servers respond to PXE requests. You can configure
three PXE response settings:

= Do Not Respond To Any Client Computer. WDS does not respond to PXE
requests.
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m Respond Only To Known Client Computers. This option is used if clients have been
prestaged in AD DS.

m Respond To All (Known And Unknown) Client Computers. This setting has
an additional option allowing for administrators to approve unknown clients manually.

MEMBER1 Properties . X
General F+E Rezponze | AD DS | Boot | Clignt
DHCP builticast | Advanced I M etwark

— kMulticaszt IP Address
" Obtain IP address from DHCP
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B |239.|1|11 Tor |239.n.n.254

IPvwE  From: IFF15221 Tar IFF'IE::FF

Mate: Wernfy that there 1z no overlap bebween thiz range and [P
addrezses being uged by other multicast servers on your netwark.

b ore information about these zettings

— Tranzfer Settingz
* Keep all mulicast clients in a zession at the zame speed
" Separate clients into three sesszions [slow, medium, fast]

" Separate clients into bwo gessions [glow and fast)

= Automatically disconnect clients below thiz speed [in KEpz]: |255

] I Cancel | Apply |

FIGURE 1-8 Configuring the multicast IP address

Multicast, Scheduled, and Automatic Deployment

Multicast allows organizations to use their network bandwidth more efficiently, allowing

an operating system image to be transmitted over the network once to multiple installation
clients. For example, if you are deploying 20 computers running Windows Server 2008 R2,
you save significant bandwidth in transmitting one installation image across the network
(approximately 1.5 GB of data) compared to transmitting all 20 (approximately 60 GB of data).
Multicast deployment is supported only in network environments where the routers support
multicast transmissions.
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You can also schedule deployments. This allows the transmission of installation image data
to occur at a predetermined time. For example, you could configure deployment to occur
during off-peak hours, when the transmission of a significant amount of data would have little
impact on a network’s day-to-day operation. Alternatively, you can configure a scheduled
multicast to occur when specific numbers of clients are ready to receive an image. You can
also combine these settings. For example, Figure 1-9 shows a multicast transmission that
will occur at 3:00 A.M. if 10 clients are ready to receive the image. When you combine WDS
with an unattended installation file, you can turn on a set of computers prior to leaving the
office for an evening and come back the next day to find that each has been installed and
configured automatically, during the overnight lull in network activity. An auto-cast means
that a multicast transmission will start as soon as a client requests an install image. Auto-casts
are most often used for one-time deployments rather than large-scale deployments, where
scheduled casts are more appropriate.
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FIGURE 1-9 Configuring a multicast transmission

O EXAM TIP

Remember that a deployment scheduled to occur in the middle of the night needs
an answer file; otherwise, the deployment process will stall when administrator input is
required.
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WDS Images

WDS uses two different types of images: install images and boot images. Install images are
the operating system images that will be deployed to computers running Windows Server
2008 R2, Windows Server 2008, Windows 7, or Windows Vista. A default installation image
named Install.wim is located in the \Sources directory of the installation DVD. If you are
using WDS to deploy Windows 7 to computers with different processor architectures, it will
be necessary to add separate installation images for each architecture to the WDS server.
Architecture-specific images can be found on the architecture-specific installation media;
for example, the Itanium image is located on the Itanium installation media, and the x64
default installation image is located on the x64 installation media. Although it is possible
to create custom images, it is necessary to have only one image per processor architecture.
For example, deploying Windows Server 2008 R2 Enterprise edition x64 to a computer with
two x64 processors and to a computer with eight x64 processors in SMP configuration only
requires access to the default x64 installation image.

Boot images are used to start a client computer prior to the installation of the operating
system image. When a computer starts off a boot image over the network, a menu is
presented that displays the possible images that can be deployed to the computer from the
WDS server. The Windows Server 2008 R2 Boot.wim file allows for advanced deployment
options, and this file should be used instead of the Boot.wim file that is available from other
sources.

In addition to the basic boot image, there are two separate types of additional boot
images that can be configured for use with WDS. The capture image is a boot image that
starts the WDS capture utility. This utility is used with a reference computer, prepared with
the Sysprep utility, as a method of capturing the reference computer’s image for deployment
with WDS. The second type of additional boot image is the discover image. Discover images
are used to deploy images to computers that are not PXE-enabled or on networks that
don't allow PXE. These images are written to CD, DVD, or USB media and the computer is
started off the media rather than off the PXE network card, which is the traditional method
of using WDS.

MORE INFO MANAGING IMAGES

For more information on how to manage WDS images, consult the following TechNet
article: http://technet.microsoft.com/en-us/library/cc770460.aspx.

WDS and Product Activation

Although product activation does not need to occur during the actual installation process,
administrators considering using WDS to automate deployment should also consider using
volume activation to automate activation. Volume activation provides a simple centralized
method that systems administrators can use to activate large numbers of deployed servers.
Volume activation allows for two types of keys and three methods of activation. The key types
are the Multiple Activation Key (MAK) and the Key Management Services (KMS).
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MAKs allow activation of a specific number of computers. Each successful activation
depletes the activation pool. For example, a MAK key that has 100 activations allows for
the activation of 100 computers. The MAK can use the MAK Proxy Activation and the
MAK Independent Activation activation methods. MAK Proxy Activation uses a centralized
activation request on behalf of multiple products using a single connection to Microsoft’s
activation servers. You perform MAK Proxy Activation using the Volume Activation
Management Tool (VAMT). MAK Independent Activation requires that each computer
activates individually against Microsoft's activation servers.

MORE INFO VOLUME ACTIVATION MANAGEMENT TOOL

To learn more about the VAMT, consult the following article on TechNet:
http://technet.microsoft.com/en-us/library/cc770460.aspx.

Key Management Service (KMS) keys allow for computers to be activated in a managed
environment without requiring individual connections to Microsoft. Computers activate
against the KMS server rather than against Microsoft’s activation servers. KMS has the
following properties:

® You need to have five computers running Windows Server 2008 R2 or Windows
Server 2008 before you can use KMS. Alternatively, you can have 25 computers
running a client operating system such as Windows 7 or Windows Vista.

m To install KMS, obtain a KMS key from Microsoft and then install it on a computer
running Windows Server 2008 R2. Once the computer activates, either directly or over
the phone, it functions as a KMS server. Although you can install KMS on a computer
running Windows 7, you won't be able to use this computer to activate computers
running Windows Server 2008 R2.

m The same KMS key can be installed on up to six computers in your environment.
You can reactivate each of these six computers up to nine times.

m All computers activated by KMS servers must be able to contact the KMS server every

180 days. If this threshold is not met, the computers enter reduced functionality mode.

m The KMS server needs to activate only once. The exception to this is if you change the
KMS server’s hardware substantially and you trigger a reactivation.

KMS and MAK can be used in conjunction with one another. The number of computers,
how often they connect to the network, and whether there is Internet connectivity
determines which solution you should deploy. You should deploy MAK if substantial numbers
of computers do not connect to the network for more than 180 days. If there is no Internet
connectivity and more than 5 servers or 25 clients, KMS should be deployed. If there is no
Internet connectivity and less than 5 servers or 25 computers, you will need to use MAK
and the VAMT to perform proxy activation. Proxy activation allows you to collect activation
data from computers that are on a network that is not connected to the Internet, to export
that data to a client that is connected to the Internet, to perform the activation, and then to
export the activation information back to the computers on the non-connected network.
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Rollback Preparation

In the best of all worlds, each upgrade works flawlessly, bringing increased functionality,
stability, and performance to the computer that has been upgraded. In reality, you will find
the best approach to take as a systems administrator is to assume that Murphy's Law is always
in effect: Anything that can go wrong probably will. Prior to upgrading a computer from
Windows Server 2003 to Windows Server 2008 R2, you should have a rollback plan in place

in case something goes dramatically wrong.

Rollback is often necessary when a server's functionality is compromised by the upgrade.
For example, a custom application may be deployed on a computer running Windows Server
2003 that is rendered nonfunctional by upgrading to Windows Server 2008 R2. If the custom
application is critical to a business’s function, you will need to roll back to Windows Server
2003 so that the application can continue to be used.

During the upgrade process, you can roll back to the existing Windows Server 2003
installation. However, after a successful logon has occurred, the upgrade cannot be rolled
back. The drawback of this situation is that often you will not be aware of problems with
an upgrade until after successful logon occurs. The only way to roll back is to format the hard
disk drive and restore the Windows Server 2003 backups that you took prior to attempting
the upgrade. An alternative to formatting the hard disk drive and restoring Windows
Server 2003 is to deploy Windows Server 2003 through the virtualization feature of Windows
Server 2008 R2.

Prior to upgrading a computer from Windows Server 2003 to Windows Server 2008 R2,
take the following precautions:

m Perform an Automated System Recovery (ASR) Backup of the computer running
Windows Server 2003.

m Perform a full backup of all data, including system state data.
m Have a plan to roll the upgrade back if something goes wrong.

If you need to remove Windows Server 2008 R2 from a computer that has been upgraded
from Windows Server 2003, the quickest way to restore the prior functionality is to apply the
Windows Server 2003 ASR backup, restore the system state and user data, and then reinstall
all extra applications.

Lesson Summary

m A Windows Server 2008 R2 answer file allows an administrator to automate some
or all of the installation process by providing information to the setup routine on
the components and configuration settings that are necessary for the installation
of Windows Server 2008 R2.

m The answer file, typically called Autounattend.xml, is created using Windows SIM,
a component of Windows AIK.
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You can store answer files on a removable USB memory device, where they will be
detected automatically by the Windows Server 2008 R2 setup routine. Alternatively,
they can be located on a network share and called if a network setup is started from
within Windows PE.

You can use WDS to deploy Windows Server 2008 R2 operating system images to PXE
clients using multicast transmissions. The advantage of a multicast transmission is that
the image data is transmitted only once over the network, minimizing bandwidth use.

You can schedule multicast transmissions to occur at particular times, when a particular
number of clients have connected to the WDS server, or a combination of both. It is
also possible to create an auto-cast, which begins automatically.

If the WDS server also hosts the DHCP Server service, you must configure WDS to listen
on a separate port and to configure DHCP option tag 60 for all scopes.

Volume activation allows for the use of two types of activation keys. The MAK is

a single key that can be used to activate multiple computers. This can occur on a per
computer basis or through an MAK proxy. The Key Management Service (KMS) key
requires a minimum of 5 servers or 25 clients that need to connect to the KMS server
every 180 days.

Lesson Review

You can use the following questions to test your knowledge of the information in Lesson 2,
“Automated Server Deployment.” The questions are also available on the Companion Media if
you prefer to review them in electronic form.

NOTE ANSWERS

Answers to these questions and explanations of why each answer choice is correct or

incorrect are located in the “Answers” section at the end of the book.

1.

You have just installed Windows Server 2008 R2 on a computer on which you intend
to deploy the WDS server role. Which of the following requirements must be met prior
to installing the WDS server role? (Each answer presents part of the solution. Choose
three.)

A. The computer must be made a member of an AD DS domain.
B. An authorized DHCP server must be present in the network environment.
C. A DNS server must be present in the network environment.

D. The Application Server role must be installed on the computer running Windows
Server 2008.
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Which of the following environments allows you to initiate an unattended installation?
A. Windows PE

B. Windows NT Boot Disk

C. MS DOS Boot Disk

D. Windows Server 2008 Installation Media

You have just deployed the WDS server role on a computer that functions as a domain
controller, DHCP server, and DNS server. When you try to start a server with a PXE
network card, you are unable to connect to the PXE server on WDS. Which of the
following should you do to try to resolve this issue?

A. Configure the DHCP settings in the WDS server properties.
B. Configure DHCP settings on the DHCP Server console.

C. Configure DNS settings on the DNS Server console.

D. Configure the client settings in the WDS server properties.

You have configured a multicast transmission in WDS to start at 7:.00 P.M. on Friday
night as soon as 10 clients are ready to receive the image. Your WDS server is located
in a server room downstairs, and the 10 computers on which you are going to install
Windows Server 2008 R2 are located in the staging room, next to your fourth-floor
office. The server room and the rest of the building are on separate subnets. DNS
and DHCP in your environment are hosted on a different server to the WDS server.
You have configured the WDS server with an appropriate unattended installation file.
You stay at the office to verify that the deployment starts correctly, but you find that
it does not. Which of the following changes will be necessary before you can get this
method of deployment to function?

A. Update DNS zones to ensure that they are AD DS—-integrated.
B. Configure a special IPv6 DHCP scope for PXE clients.
C. Configure a special IPv6 DHCP scope for PXE clients.
D. Replace the router with one that supports multicast.

You have 15 Windows Server 2008 server images to deploy to clients using WDS. All
servers need to be configured in an almost-identical manner. None of the servers
has floppy disk drives or optical media drives. How can you configure WDS such that
the amount of manual intervention required for the installation of these servers is
minimized?

A. Place an unattended XML file on a shared folder.

B. Configure the properties of the multicast transmission within WDS.

C. Configure an unattended XML file within the WDS server’s properties.

D. Place an unattended XML file on a removable USB device and connect it to each
server.
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Installing and Configuring Windows Server 2008 R2
and the WDS Role

In this practice, you will install Windows Server 2008 R2 on a computer, configure this
computer as a domain controller, configure the WDS role, import operating system images
from the Windows Server 2008 R2 installation media, and configure a multicast transmission
to deploy these operating system images to appropriately configured PXE clients.

EXERCISE 1 Install Windows Server 2008 R2 Enterprise Edition

In this exercise, you perform the installation and initial configuration of Windows Server 2008
R2. You start with a clean hardware setup, install the operating system, and then configure
the server to function as a domain controller in a new Windows Server 2008 R2 domain.

You do all the configurations using the Administrator account. You will perform later exercises
using the Kim_Akers user account. To complete this exercise, perform the following steps:

1. Start the computer or virtual machine on which you will install the operating system
from the Windows Server 2008 R2 Enterprise edition installation media that you have
downloaded from the Microsoft Download Center at http.//www.microsoft.com/
Downloads/Search.aspx.

2. On the Install Windows page, select your language, time and currency format,
and keyboard or input method, and click Next.

3. Click Install Now. On the Select The Operating System You Want To Install page,
click Windows Server 2008 R2 Enterprise (Full Installation), and then click Next.

4. On the Please Read The License Terms page, review the license, and then select
the | Accept The License Terms check box. Click Next.

5. On the Which Type Of Installation Do You Want? page, click Custom (Advanced).
6. On the Where Do You Want To Install Windows? page, click Next.

7. The installation process will begin. This process may take up to 20 minutes, depending
on the speed of the hardware upon which you are installing the operating system.
The computer will restart twice automatically during this period.

8. You will be asked to change the password prior to logging on for the first time.
This is where you set the password for the Administrator account. Click OK, enter the
password Pa$$wOrd twice in the dialog box, and then press Enter. Click OK when you
are informed that your password has been changed and you will be logged on.

9. Open an elevated command prompt and issue the following commands:

Netsh interface ipv4 set address "Local Area Connection" static 10.10.0.10
Netdom renamecomputer %computername% /newname:VAN-DC1

10. Restart the computer and log back on using the Administrator account
11. Click Start. In the Search Programs and Files text box, type the following:

Dcpromo
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12.
13.

14.
15.

16.

17.

18.

19.

When the Active Directory Domain Services Installation Wizard starts, click Next twice.
On the Choose A Deployment Configuration page, choose Create A New Domain In

A New Forest and then click Next.

On the Name The Forest Root Domain page, enter Adatum.com, and then click Next.
On the Set Forest Functional Level page, set the Forest Functional Level to Windows
Server 2008 R2 and then click Next.

On the Additional Domain Controller Options page, ensure that the DNS Server option
is checked, and then click Next. When presented with the warning that the delegation
for the DNS server cannot be created, click Yes when asked if you want to continue.

Accept the default settings for the Database, Log Files, and SYSVOL locations and
click Next.

In the Directory Services Restore Mode Administrator Password dialog box, enter
the password Pa$$wOrd twice and then click Next.

On the Summary page, click Next to begin the installation of Active Directory Domain
Services on computer VAN-DC1. When the wizard completes, click Finish. When
prompted, click Restart Now to reboot computer VAN-DC1.

EXERCISE 2 Preparing for the Installation of the WDS Server Role

In this short exercise, you perform several housekeeping exercises that will prepare the server
for the installation of the WDS server role. This includes the installation of the DHCP Server
service and the creation of a user account that has limited, but not complete, administrative
rights. This user account mirrors the IT professionals whose job role intersects with the

types of tasks tested on the 70-646 exam. This account has administrative rights but is not

a member of the Schema Admins or Enterprise Admins group. To complete this exercise,
perform the following steps:

1.
2.
3.

4.

Log on to the domain controller VAN-DCL using the Administrator account.
Open Active Directory Users And Computers from the Administrative Tools menu.

In the Users container, create a new user account called Kim_Akers. Assign Kim’s user
account the password Pa$$wOrd and set the password to never expire.

NOTE FOR TRAINING KIT CONVENIENCE ONLY

In a real-world environment, you should ensure that administrator accounts have the
same password expiration policy as all other user accounts.

Add the Kim Akers user account to the Domain Admins security group. Do not add
the Kim Akers user account to any other administrative group at this time.

Installing, Upgrading, and Deploying Windows Server 2008 R2



13.
14.
15.

Log off server VAN-DC1 and log back on using the Kim_Akers account.

If the Server Manager console does not open automatically, open it using the shortcut
pinned to the Taskbar or from Administrative Tools in the Start menu.

Right-click the Roles node and then click Add Roles. This will start the Add Roles Wizard.

On the Before You Begin page, click Next.

On the Select Server Roles page, select DHCP Server and then click Next.

On the Introduction To DHCP Server page, click Next.

On the Network Connection Bindings page, select the interface 10.10.0.10 as the one
that will accept DHCP requests and click Next.

On the IPv4 DNS Settings page, ensure that the figures match those displayed in
Figure 1-10. Click Validate and then click Next.

Add Roles Wizard

ﬁ;‘a Specify IPv4 DNS Server Settings

Eefore You Begin

Server Roles

DHCP Server

Metwork Connection Bindings

IPw4 WINS Settings
DHCP Scopes
DHCPE Stateless Mode
IPv6 DMS Settings
DHCP Server Authorization
Confirmation
Progress

Results

‘when dlients obtain an IP address from the DHCP server, they can be given DHCP aptions such as the IP
addresses of DMS servers and the parent domain name. The settings vou provide here will be applied ko clients
using IPv4,

Specify the name of the parent domain that clients will use For name resolution. This domain will be used for all
SCOPEs You create on this DHCP server,

Parent domain:

ladatum, com
Spedfy the IP addresses of the DNS servers that clients will use For name resolution, These DNS servers will be
used For all scopes you create on this DHCP server,

Freferred DS server IPv4 address:

[10.100.10 Walidats |

@ valid

Alternate DNS server IPv4 address:

I Yalidate |

More ahout DNS server settings

< Previous et > Inistall Cancel

FIGURE 1-10 DNS settings for DHCP server

On the IPv4 WINS Settings page, accept the defaults and click Next.
On the DHCP Scopes page, click Add.

In the Add Scope dialog box, add entries so that it appears as shown in Figure 1-11.
Click OK twice, and then click Next.
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A scope is a range of possible IP addresses for a network. The DHCP server
cannat distribute IP addresses tao clients until a scope is created.

—Configuration settings for DHCP Server

SCOpe name: |Alpha_5cupe
Starting IP address: IID. 10.0.100
Ending IP address: J10.10.0.150
Subnet bype: IW\red (lease duration will be 8 days) j

¥ Activate this scape

— Configuration settings that propagate ko DHCP client

Subnet mask: Jess.0.0.0

Default gateway (optional): I

Cancel |

FIGURE 1-11 DHCP Scope settings.

16. Review the default DHCPv6 Stateless Mode settings and then click Next.
17. Review the default DHCP IPv6 DNS Server settings and then click Next.

18. Verify that the Use Current Credentials setting is selected and that the User Name is
set to ADATUM\kim_akers. Click Next and then, on the Confirmation page, click Install.
The installation of the DHCP Server role will begin.

19. When the DHCP Server role has been installed, click Close to close the Add Roles
Wizard.

EXERCISE 3 Installing the WDS Server Role and Adding Image Files

In this exercise, you install the WDS server role and add image files from the Windows
Server 2008 R2 installation media. You should ensure that the Windows Server 2008 R2
installation media is located in your computer’s DVD-ROM drive. To complete this exercise,
perform the following steps:

1. If the Server Roles console is open, open it using the shortcut pinned to the Taskbar
or from Administrative Tools in the Start menu.

2. Right-click the Roles node, and then click Add Roles.

3. If you are presented with the Before You Begin page of the Add Roles Wizard,
click Next; otherwise, proceed to step 4.

4. On the Select Server Roles page, select the Windows Deployment Services role
and then click Next.

5. Review the Things To Note section of the Overview Of Windows Deployment Services
page, and then click Next.

6. On the Select Role Services page, ensure that both the Deployment Server and
Transport Server role services are selected. Click Next, and then click Install.
The installation of WDS will begin. When the installation completes, click Close.
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7.

10.

11.

12.

13.

14.

15.

16.

17.

18.

19.
20.
21.

22.

From the Administrative Tools menu, select Windows Deployment Services.

In the Windows Deployment Services console, expand the Servers node, right-click
VAN-DCl.adatum.com, and then click Configure Server. This will start the Windows
Deployment Services Configuration Wizard. Click Next.

Accept the default Remote Installation Folder Location of C:\Remotelnstall and then
click Next.

On the System Volume Warning, note the recommendation that the remote installation
folder should be placed on a volume different than that of the system volume and
click Yes.

Ensure that the Do Not Listen On Port 67 and Configure DHCP Option 60 To
“PXEClient” options are selected, and then click Next.

On the PXE Server Initial Settings page, select the Respond Only To Known Client
Computers option and click Finish.

On the Configuration Complete page, ensure that the Add Images To The Windows
Deployment Server Now option is selected, and click Finish.

NOTE INSTALLATION MEDIA REQUIRED

Ensure that the Windows Server 2008 R2 installation media are present in the computer’s
DVD drive prior to attempting step 17. The images will require approximately 3 GB
of disk space.

In the Windows Image Files Location dialog box, click Browse and navigate to the
Sources directory on the DVD drive. Click OK and then click Next.

On the Image Group page, verify that the Create A New Image Group option is
selected and that the new image group name will be ImageGroupl. Click Next.

In the Review Settings dialog box, verify that 1 boot image and 8 install images will be
transferred to the server, and then click Next. Images now will be transferred from the
Windows Server 2008 R2 installation media to the C:\Remotelnstall folder.

When the images have been transferred to the server, click Finish.

In the Windows Deployment Services console, right-click the Multicast Transmissions
node, and then select Create Multicast Transmission.

On the Transmission Name page, type TestAlpha and click Next.
On the Select Image page, verify that ImageGroupl is selected, and then click Next.

On the Multicast Type page, ensure that Scheduled-Cast is selected. Select the Start
Automatically When The Number Of Clients Ready To Receive This Image Is option.
Set the threshold value to 10. Click Next and then click Finish.

Close the Windows Deployment Services console and then shut down the computer.
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Chapter Review

To further practice and reinforce the skills you learned in this chapter, you can perform the
following tasks:

Review the chapter summary.
Review the list of key terms introduced in this chapter.

Complete the case scenarios. These scenarios set up real-world situations involving
the topics of this chapter and ask you to create a solution.

Complete the suggested practices.

Take a practice test.

Chapter Summary

Determining which edition of Windows Server 2008 R2 is appropriate requires
understanding needs such as hardware requirements, clustering requirements,
and what roles the server will need to provide.

Windows Server 2008 R2 traditionally is deployed by using DVD-ROM installation
media. You can also use Windows PE to boot into an environment with a network
share containing the Windows Server 2008 installation files, although this is generally
only done when a PXE network adapter is not available and WDS cannot be used.

Windows Server 2008 answer files are usually called Autounattended.xml and are
generated using the Windows SIM, a tool available in the Windows AIK. You can
configure WDS to use Autounattended.xml to automate the installation process.

WDS allows operating system images to be deployed to multiple computers with

PXE network cards using scheduled multicast transmissions. Multicast transmissions
minimize the amount of bandwidth used, and scheduling allows for the disruption of
operating system image transmission to occur during periods of low network utilization.

Key Terms

The following terms were introduced in this chapter. Do you know what they mean?

boot partition

Dynamic Host Configuration Protocol (DHCP)
multicast

Preboot Execution Environment (PXE)

system partition

Windows Preinstallation Environment (Windows PE)
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Case Scenarios

In the following case scenarios, you will apply what you have learned about planning server
installs and upgrades. You can find answers to these questions in the "Answers"” section at the
end of this book.

Case Scenario 1: Contoso’s Migration to Windows
Server 2008

Contoso is in the process of moving its network infrastructure to Windows Server 2008

R2 from Windows Server 2003 under the direction of Windows Server 2008 R2 Enterprise
administrators. In several of the situations involved in the migration plan, the staff at Contoso
want your advice on the specifics of implementation. The situations in which they wish to ask
your opinion include the following:

1. Five of Contoso’s branch office servers will be updated so that they are running the
Server Core installation option of Windows Server 2008 R2 Standard edition. These
servers currently are running Windows Server 2003 x64 Standard edition. Each server
has a 2-GHz Core 2 Duo processor, 4 GB of RAM, and 1 TB of free hard disk space.
What plans would you make to meet this goal?

2. Which edition of Windows Server 2008 R2 would be most appropriate to deploy on
the Contoso screened subnet, given that the only functionality the server requires is
hosting the corporate website?

3. You intend to host a large number of virtual machines running Windows Server 2008
R2 on a server with significant hardware resources. Which edition of Windows Server
2008 R2 should you choose so that you minimize the number of extra licenses that will
need to be purchased?

Case Scenario 2: Tailspin Toys Automates Windows
Server 2008 Deployment

Tailspin Toys is a toy aircraft manufacturer with an aging network infrastructure. Determined to
modernize, Tailspin Toys will be deploying a significant number of computers running Windows
Server 2008 R2 as a part of a comprehensive IT infrastructure upgrade. You have been brought
in as a consultant by Tailspin Toys to help plan the deployment of all these new servers.

1. The physical infrastructure of the Tailspin Toys network is almost a decade old. Which
important part of the infrastructure might have to be upgraded or replaced prior to
attempting to deploy Windows Server 2008 R2 using multicast transmissions?

2. If the server that will host the WDS role also hosts the DHCP Server role, what steps
need to be taken?

3. You have 10 servers that you want to use WDS to install. You are concerned that the
multicast transmission will begin before you have all 10 servers ready, and you want to
avoid multiple transmissions. What steps can you take to ensure that this does not occur?
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Suggested Practices

To help you successfully master the exam objectives presented in this chapter, complete the
following tasks.

Plan Server Installations and Upgrades

If you have the available hardware or virtual machine capacity and you want to investigate
automated server deployment further, perform the following practices based on what you
have learned in this chapter:

m  Practice 1: Install the Server Core option of Windows Server 2008 R2 on another
computer.

m Practice 2: Add the Server Core installation to the domain created in the practice
exercise. Add the IIS Server role to the Server Core installation.

Plan for Automated Server Deployment

If you have the available hardware or virtual machine capacity and you want to investigate
automated server deployment further, perform the following practices based on what you
have learned in this chapter:

m Practice 1: Download and install the Windows AIK from Microsoft's website.

m Practice 2: Use Windows SIM, a component of the Windows AIK, to create a custom
image based on one of the Windows Server 2008 R2 installation images.

m Practice 3: Use the Windows SIM, a component of the Windows AIK, to create
an answer file for the installation of Windows Server 2008 R2.

Take a Practice Test

The practice tests on this book’s Companion Media offer many options. For example, you
can test yourself on just one exam objective, or you can test yourself on all of the 70-646
certification exam content. You can set up the test so that it closely simulates the experience
of taking a certification exam, or you can set it up in study mode so that you can look at the
correct answers and explanations after you answer each question.

MORE INFO PRACTICE TESTS

For details about all of the practice test options available, see the section “How to Use the
Practice Tests” in this book's Introduction.
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Infrastructure Services
Planning

As a senior administrator responsible for a multiple-site network, you will be (or
possibly already are) responsible for the overall IT environment and architecture
within your organization. You will be required to plan infrastructure design and implement
global configuration changes. You should already be an experienced IT professional with
administrative experience in Windows Server 2008 R2, Windows Server 2008, or other
Windows Server operating systems.

As an experienced professional, you will almost certainly be familiar with name
resolution and Internet Protocol version 4 (IPv4) addressing. You are probably also familiar
with the format of Internet Protocol version 6 (IPv6) addresses, but you might not be fully
aware of the various IPv6 address types and IPv4-to-IPv6 transition strategies. You should
be familiar with name resolution, particularly the Domain Name System (DNS), but you
might not have configured an IPv6 DNS reverse lookup zone. This chapter builds upon your
current knowledge and gives you the skills required to extend your expertise to plan for
and configure multi-site networks.

Exam objectives in this chapter
= Plan infrastructure services server roles.

Lessons in this chapter:
= Lesson 1: Planning IPv6 40
= Lesson 2: Planning DNS 70

Before You Begin

To complete the exercises in the practice session in this chapter, you need to have done
the following:
m Installed a Windows Server 2008 R2 Enterprise server called VAN-DC1, configured
as a domain controller in the Adatum.com domain as described in Appendix A,
“Setup Instructions for Windows Server 2008 R2."
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Installed a Windows Server 2008 R2 Enterprise server called VAN-SRV1, configured as
a member server in the Adatum.com domain as specified in Appendix A. This server
can act as a client of the domain controller and is referred to as “the client” in this
chapter.

Created a user account in the Adatum.com domain with the user name Kim Akers

and password Pa$$wOrd, and added this account to the Domain Admins, Enterprise
Admins, and Schema Admins groups. If you are not sure whether you know how to add
a user account to a security group, open Active Directory Users And Computers and
access the Help files.

We recommend that you use an isolated network that is not part of your
production network to do the practice exercises in this book. Internet access is not
required for the exercises, and you do not need to configure a default gateway. To
minimize the time and expense of configuring physical computers, we recommend
you use virtual machines. You can create virtual machines using the Hyper-V server
role, for example.

REAL WORLD

lan McLean

D o you remember the millennium bug?

In 1999, the world of networking was in turmoil (according to press reports,
anyway). It seemed that on the stroke of midnight, as the new millennium began,
computers would explode, airplanes would fly backwards, and other cataclysmic
events would occur because of a long-ago error in programming that would fail to
recognize the year 2000.

Networking professionals knew that problems could occur, especially in older,
4-bit microprocessors. But we'd had plenty of notice about the situation, and

a lot of clever people had been working very hard to minimize its effects. Most

of us predicted (correctly) that nothing big was about to happen as 2000 dawned.
Unfortunately, we had something else to worry about. You see, the world of
networking was in a real turmoil.

It was predicted that by April 2000, there would be no more IPv4 addresses to be
allocated. IPv6 was around, and the IPv6 Internet (then called the 6Bone) existed.
However, they were not widely used. Some professional network engineers

were displaying signs of a most unprofessional panic. A cynical old author called
lan McLean was negotiating a book about IPv6.
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The book was never written, which was just as well because it wouldn’t have sold.
Suddenly, Network Address Translation (NAT) and private networks became
popular. Organizations clamoring for hundreds of public addresses found they
could cope perfectly well with two. The use of Classless Interdomain Routing (CIDR)
enabled the Internet Assigned Numbers Authority (IANA) to claw back IP addresses
from organizations that had been allocated 65,000 of them in a Class B network but
had only used 1,000. The problem had been solved.

Well, actually, it hadn’t. It had been masked, but it still exists today. IPv4 address
space remains under threat of depletion, and IPv4 header structure is still causing
problems with Internet routers. Automatic Private IP Addressing (APIPA) allocates
only nonroutable internal addresses, and we rely heavily on Dynamic Host
Configuration Protocol (DHCP). All that has happened is we have bought some time
for the clean, calm transition that’s happening now. By default “Internet Protocol”
had always meant IPv4; now, it means IPv6. Modern server and client operating
systems use IPv6.

“What was IPv4, Daddy?”

“Well, once upon a time .. ."

Before You Begin
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Lesson 1: Planning IPv6

As an experienced IT professional, you should be aware that the private IP address ranges
are 10.0.0.0/8, 172.16.0.0/12, and 192.168.0.0/16, and that the Automatic Private IP
Addressing (APIPA) range is 169.254.0.0/16. You should know that NAT typically lets you use
a relatively small number of public IP addresses to enable Internet access to many internal
clients with private IP addresses. You should be able to identify Class A, B, and C networks,
but be aware that most modern network design uses CIDR. You should know that Class D
addresses (224.0.0.0/4) are used for multicasting.

You should know that DHCP can allocate IPv4 addresses, subnet masks, default gateways,
Domain Name System (DNS) and Windows Internet Naming Service (WINS) servers, and
many other settings, and that APIPA can configure IPv4 addresses automatically for use in
an isolated private network. You should be aware that three DHCP infrastructure models exist:
the centralized DHCP infrastructure model, the decentralized DHCP infrastructure model,
and the combined DHCP infrastructure model. You should know that DHCP works with DNS
so that Host and (if appropriate) pointer (PTR) records are added to DNS zones when DHCP
allocates IP addresses.

Many books have been written that describe IPv4 and DHCP configuration, and it is not
the purpose of this lesson to repeat this information. You might be somewhat less familiar
with the IPv6 infrastructure, the types of IPv6 address, the operation of DHCP version 6
(DHCPv6), and how to set up a DHCPv6 scope. You also need to be aware of IPv4-to-IPv6
transition strategy and Ipv4 and IPv6 interoperability, particularly the use of Teredo addresses.
This lesson looks at IPv6, DHCPv6, transition strategy, and interoperability.

After this lesson, you will be able to:

= |dentify the various types of IPv6 addresses and explain their use.
= |dentify IPv6 addresses that can be routed on the IPv4 Internet.

= Recommend an appropriate IPv4-to-IPv6 transition strategy.

= Implement IPv4 and IPv6 interoperability.

= Use IPv6 tools.

= Configure DHCPV6 scopes.

Estimated lesson time: 35 minutes

Analyzing the IPv6 Address Structure

The extremely large (2'%8) IPv6 address space allows for multiple levels of subnetting
and address allocation between the Internet backbone and individual subnets within
an organization. This allows us to allocate not one but several unique IPv6 addresses to
a network entity, with each address being used for a different purpose.
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IPv6 provides addresses that are equivalent to IPv4 address types and others that are
unique to IPv6. A node can have several IPv6 addresses, each of which has its own unique
purpose. This section describes the IPv6 address syntax and the various classes of IPv6 address.

IPv6 Address Syntax

The IPv6 128-bit address is divided into 16-bit blocks, and each 16-bit block is converted
to a 4-digit hexadecimal number. Colons are used as separators. This representation is called
colon-hexadecimal.
Global unicast IPv6 addresses are equivalent to IPv4 public unicast addresses. To illustrate
IPv6 address syntax, consider the following IPv6 global unicast address:
21cd:0053:0000:0000:03ad:003f:af37:8d62

IPv6 representation can be simplified by removing the leading zeros within each 16-bit
block. However, each block must have at least a single digit. With leading zero suppression,
the address representation becomes

21cd:53:0:0:3ad:3f:af37:8d62

A contiguous sequence of 16-bit blocks set to 0 in the colon-hexadecimal format can be
compressed to . Thus, the previous example address could be written as

21cd:53::3ad:3f:af37:8d62
Some types of addresses contain long sequences of zeros and thus provide good examples

of when to use this notation. For example, the multicast address ff05:0:0:0:0:0:0:2 can be
compressed to ff05::2.

IPv6 Address Prefixes

The prefix is the part of the address that indicates either the bits that have fixed values
or the network identifier bits. IPv6 prefixes are expressed in the same way as CIDR IPv4
notation, or slash notation. For example, 21cd:53::/64 is the subnet on which the address
21cd:53::23ad:3f:af37:8d62 is located. In this case, the first 64 bits of the address are the
network prefix. An IPv6 subnet prefix (or subnet ID) is assigned to a single link. Multiple
subnet IDs can be assigned to the same link. This technique is called multinetting.

NOTE IP SUBNET MASKS

IPv6 does not use dotted decimal notation in subnet masks. Only prefix length notation is
supported in IPv6. IPv4 dotted decimal subnet mask representation (such as 255.255.255.0)
has no direct equivalent.

IPv6 Address Types
The three types of IPv6 address are unicast, multicast, and anycast.

m Unicast Identifies a single interface within the scope of the unicast address
type. Packets addressed to a unicast address are delivered to a single interface.
RFC 2373 allows multiple interfaces to use the same address, provided that these
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interfaces appear as a single interface to the IPv6 implementation on the host.
This accommodates load-balancing systems.

m Multicast Identifies multiple interfaces. Packets addressed to a multicast address
are delivered to all interfaces that are identified by the address.

m Anycast Identifies multiple interfaces. Packets addressed to an anycast address are
delivered to the nearest interface identified by the address. The nearest interface is the
closest in terms of routing distance, or number of hops. An anycast address is used for
one-to-one-of-many communication, with delivery to a single interface.

MORE INFO 1PV6 ADDRESSING ARCHITECTURE

For more information about IPv6 address structure and architecture, see RFC 2373
at http://www.ietf.org/rfc/rfc2373.txt.

NOTE INTERFACES AND NODES

IPv6 addresses identify interfaces rather than nodes. A node is identified by any unicast
address that is assigned to one of its interfaces.

IPv6 Unicast Addresses
IPv6 supports the following types of unicast address:
m Global
m Link-local
m Site-local
m Special

m Network Service Access Point (NSAP) and Internetwork Packet Exchange (IPX) mapped
addresses

GLOBAL UNICAST ADDRESSES

Global unicast addresses are the IPv6 equivalent of IPv4 public addresses and are globally
routable and reachable on the IPv6 Internet. These addresses can be aggregated to produce
an efficient routing infrastructure and are therefore sometimes known as aggregatable global
unicast addresses. An aggregatable global unicast address is unique across the entire IPv6
Internet. (The region over which an IP address is unique is called the scope of the address.)

The Format Prefix (FP) of a global unicast address is held in the three most significant bits,
which are always 001. The next 13 bits are allocated by the IANA and are known as the Top
Level Aggregator (TLA). IANA allocates TLAs to local Internet registries, which in turn allocate
individual TLAs to large Internet Service Providers (ISPs). The next 8 bits of the address are
reserved for future expansion.

The next 24 bits of the address contain the Next Level Aggregator (NLA). This identifies
a specific customer site. The NLA enables an ISP to create multiple levels of addressing
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hierarchy within a network. The next 16 bits contain the Site Level Aggregator (SLA), which is
used to organize addressing and routing for downstream ISPs and to identify sites or subnets
within a site.

The next 64 bits identify the interface within a subnet. This is the 64-bit Extended Unique
Identifier (EUI-64) address, as defined by the Institute of Electrical and Electronics Engineers
(IEEE). EUI-64 addresses are either assigned directly to network adapter cards or derived from
the 48-bit media access control (MAC) address of a network adapter, as defined by the IEEE
802 standard. Put simply, the interface identity is provided by the network adapter hardware.

To summarize, the FP, TLA, reserved bits, and NLA identify the public topology; the SLA
identifies the site topology; and the interface ID identifies the interface. Figure 2-1 illustrates
the structure of an aggregatable global unicast address.

3 bits| 13 bits | 8 bits 24 bits 16 bits 64 bits
(FP)
001 TLA ID Res NLA ID SLA ID Interface ID

FIGURE 2-1 Global unicast address structure

MORE INFO GLOBAL UNICAST ADDRESS FORMAT

For more information about aggregatable global unicast addresses, see RFC 2374
at http://www.ietf.org/rfc/rfc2374.txt.

EXAM TIP

For the exam, you need to know that an aggregatable global unicast address is the IPv6
equivalent of an IPv4 public unicast address. You should be able to identify a global
unicast address from the value of its three most significant bits. Knowing the various
components of the address helps you understand how IPv6 addressing works, but the
exam is unlikely to test this knowledge in the depth of detail provided by the RFCs.

LINK-LOCAL ADDRESSES

Link-local IPv6 addresses are equivalent to IPv4 addresses that are autoconfigured through
APIPA and use the 169.254.0.0/16 prefix. You can identify a link-local address by the FP of
1111 1110 10, which is followed by 54 zeros (link-local addresses always begin with fe8).
Nodes use link-local addresses when communicating with neighboring nodes on the same
link. The scope of a link-local address is the local link. A link-local address is required for ND
and is always configured automatically, even if no other unicast address is allocated.

Figure 2-2 shows a link-local address configured on an interface on the VAN-DC1 domain
controller. No global addresses exist in the configuration because domain controllers are
never exposed directly to the Internet. The IPv6 addresses on your test computer will
probably be different.
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4. Command Prompt

Ethernet adapter Local Area Connection 2:

Connection—specific DHS Suffix

Description . = Microsoft Uirtual Machine Bus Network Adal
pter

gngsical Addr AB-15-5D-7B-B1-0A

P Enabled. o o
Autoconfiguration En es
Link-local IPv6 Addr felB::ada5:5657:%e68:cB3bx1B¢Preferred>
IPv4 Address. . . . 10.10.0.50CPreferred?
Subnet Mask 255.255.255.8
Default Gatewa 10.10.0.1A0
DHCPv6 IAID . 268440925
DHCPv6 Client DUID. A8-01-AA—-A1-11-B3-5A-25-BA-15-5D-A1-CB-30|

DNS Servers 1A.1A.0.50
MetBIOE over Tcpip = Enabled

FIGURE 2-2 |IPv6 addresses on computer interfaces

SITE-LOCAL ADDRESSES

Site-local IPv6 addresses are currently being deprecated, but a replacement for them has
yet to be agreed upon and they remain widely used in enterprise environments, so you still
need to know about them. These addresses are equivalent to the IPv4 private address space
(10.0.0.0/8, 172.16.0.0/12, and 192.168.0.0/16). Private intranets that do not have a direct,
routed connection to the IPv6 Internet can use site-local addresses without conflicting

with aggregatable global unicast addresses. The scope of a site-local address is the site (or
organization internetwork).

Site-local addresses can be allocated by using stateful address configuration, such as
from a DHCPvV6 scope. A host uses stateful address configuration when it receives router
advertisement messages that do not include address prefixes. A host will also use a stateful
address configuration protocol when no routers are present on the local link.

Site-local addresses can also be configured through stateless address configuration. This
is based on router advertisement messages that include stateless address prefixes and require
that hosts do not use a stateful address configuration protocol.

Alternatively, address configuration can use a combination of stateless and stateful
configuration. This occurs when router advertisement messages include stateless address
prefixes but require that hosts use a stateful address configuration protocol.

NOTE SMALL BRANCH OFFICES

In small branch offices with very few computers, you should consider whether using DHCP
and DHCPv6 over slow or unreliable network connections is an appropriate choice. It may
not be worthwhile configuring a DHCP server in such sites, and manual configuration may

be the more appropriate option.

Site-local addresses begin with fecO, followed by 32 zeros and then by a 16-bit subnet
identifier that you can use to create subnets within your organization. The 64-bit Interface ID
field identifies a specific interface on a subnet.
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MORE INFO REPLACEMENT FOR SITE-LOCAL ADDRESSES

If you want to research the proposed replacement for site-local addresses, see
http://www.ietf.org/rfc/rfc4291.txt.

Link-Local and Site-Local Addresses

You can implement IPv6 connectivity between hosts on an isolated subnet by
using link-local addresses. However, you cannot assign link-local addresses

to router interfaces (default gateways), and you cannot route from one subnet to
another if only link-local addresses are used. DNS servers cannot use only link-local
addresses. If you use a link-local address, you need to specify its interface ID—that
is, the number after the % symbol at the end of the address, as shown previously in
Figure 2-2. Link-local addresses are not registered dynamically in Windows Server
2008 and Windows Server 2008 R2 DNS.

For these reasons, site-local addresses are typically used on the subnets of a private
network to implement IPv6 connectivity over the network (until such time as

a replacement is agreed upon). If every device on the network has its own global
address (a stated aim of IPv6 implementation), global addresses can route between
internal subnets, to peripheral zones, and to the Internet.

SPECIAL ADDRESSES

Two special IPv6 addresses exist—the unspecified address and the loopback address. The
unspecified address 0:0:0:0:0:0:0:0 (or ::) is used to indicate the absence of an address and is
equivalent to the IPv4 unspecified address 0.0.0.0. It is typically used as a source address for
packets attempting to verify whether a tentative address is unique. It is never assigned to an
interface or used as a destination address. The loopback address 0:0:0:0:0:0:0:1 (or ::1) is used
to identify a loopback interface and is equivalent to the IPv4 loopback address 127.0.0.1.

NSAP AND IPX ADDRESSES

NSAP addresses are identifying labels for network endpoints used in Open Systems
Interconnection (OSI) networking. They are used to specify a piece of equipment connected
to an Asynchronous Transfer Mode (ATM) network. IPX is no longer widely used because
modern Novell Netware networks support Transmission Control Protocol/Internet Protocol
(TCP/IP). IPv6 addresses with an FP of 0000001 map to NSAP addresses. IPv6 addresses with
an FP of 0000010 map to IPX addresses.

ﬂ? EXAM TIP
: The 70-646 exam is unlikely to include questions about NSAP or IPX mapping.
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IPv6 Multicast Addresses

IPv6 multicast addresses enable an IPv6 packet to be sent to a number of hosts, all of which
have the same multicast address. They have an FP of 11111111 (they always start with ff).
Subsequent fields specify flags, scope, and group ID, as shown in Figure 2-3.

oooooo oooooo oooooo ooooooog
ooooooooo FDDED ooooo oooooooo

FIGURE 2-3 Multicast address structure

The flags field holds the flag settings. Currently the only flag defined is the Transient (T)
flag, which uses the low-order field bit. If this flag is set to 0, the multicast address is well
known—in other words, it is assigned permanently and has been allocated by IANA. If the
flag is set to 1, the multicast address is transient.

¥ Quick Check
m  What type of address is fec0:0:0:eadf::1ff?

Quick Check Answer

m Unicast site-local

The scope field indicates the scope of the IPv6 internetwork for which the multicast traffic
is intended. Routers use the multicast scope, together with information provided by multicast
routing protocols, to determine whether multicast traffic can be forwarded. For example,
traffic with the multicast address ff02::2 has a link-local scope and is never forwarded beyond
the local link. Table 2-1 lists the assigned scope field values.

TABLE 2-1 Scope Field Values

VALUE SCOPE

0 Reserved

1 Node-local scope

2 Link-local scope

5 Site-local scope

8 Organization-local scope

Global scope

f Reserved
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The group ID represents the multicast group and is unique within the scope. Permanently
assigned group IDs are independent of the scope. Transient group IDs are relevant only
to a specific scope. Multicast addresses from ffO1:: through ffOf:: are reserved, well-known
addresses.

In theory, 21'? group IDs are available. In practice, because of the way that IPv6 multicast
addresses are mapped to Ethernet multicast MAC addresses, RFC 2373, “IP Version 6
Addressing Architecture,” recommends assigning the group ID from the low-order 32 bits
of the IPv6 multicast address and setting the remaining original group ID bits to zero. In this
way, each group ID maps to a unique Ethernet multicast MAC address.

MORE INFO ASSIGNING GROUP IDS
For more information about assigning group IDs, see http://www.ietf.org/rfc/rfc2373.txt.

IPv4-to-IPv6 Compatibility and Transition to IPv6

This section discusses the transition from IPv4 to IPv6 and why this has advantages for
your organization. However, IPv4 and IPv6 are likely to coexist in most organizations, and
the transition from IPv4 to IPv6 is typically gradual. Therefore, this section also discusses
IPv4-to-IPv6 compatibility.

IPv6 was designed to overcome the limitations of IPv4. IPv6 has the following advantages
over its predecessor:

m Increased Address Space In retrospect, the 32-bit structure that IPv4 uses was not
sufficient for an addressing structure. IPv6 offers 128 bits. This gives enough addresses
for every device that requires a unique public IPv6 address. In addition, the 64-bit
host portion (interface ID) of an IPv6 address can be generated automatically from
the network adapter hardware.

= Automatic Address Configuration Typically, IPv4 is configured either manually or by
using DHCP. Automatic configuration (autoconfiguration) through APIPA is available
for isolated subnets that are not routed to other networks. IPv6 deals with the need
for simpler and more automatic address configuration by supporting both stateful
and stateless address configuration. Stateful configuration uses DHCPV®. If stateless
address configuration is used, hosts on a link automatically configure themselves with
IPv6 addresses for the link and (optionally) with addresses that are derived from prefixes
advertised by local routers. You can also configure stateless DHCPv6 configuration that
does not assign addresses to hosts but can assign settings to (for example) DNS servers
whose domain names are not included in the router advertisements.

= Network-Level Security Private communication over the Internet requires encryption
to protect data from being viewed or modified in transit. Internet Protocol Security
(IPsec) provides this facility, but its use is optional in IPv4. IPv6 makes IPsec mandatory.
This provides a standards-based solution for network security needs and improves
interoperability among different IPv6 implementations.
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m Real-Time Data Delivery Quality of Service (QoS) exists in IPv4, and bandwidth

can be guaranteed for real-time traffic (such as video and audio transmissions) over

a network. However, IPv4 real-time traffic support relies on the Type of Service (ToS)
field and the identification of the payload, typically using a User Datagram Protocol
(UDP) or Transmission Control Protocol (TCP) port. The IPv4 ToS field has limited
functionality, and payload identification using a TCP and UDP port is not possible when
an IPv4 packet payload is encrypted. Payload identification is included in the Flow
Label field of the IPv6 header, so payload encryption does not affect QoS operation.

Routing Table Size The IPv6 global addresses used on the IPv6 Internet are
designed to create an efficient, hierarchical, and summarizable routing infrastructure
based on the common occurrence of multiple levels of ISPs. On the IPv6 Internet,
backbone routers have greatly reduced routing tables that use route aggregation
and correspond to the routing infrastructure of top-level aggregators.

Header Size and Extension Headers |Pv4 and IPv6 headers are not compatible, and

a host or router must use both IPv4 and IPv6 implementations to recognize and process
both header formats. Therefore, the IPv6 header was designed to be as small as was
practical. Nonessential and optional fields are moved to extension headers placed after
the IPv6 header. As a result, the IPv6 header is only twice as large as the IPv4 header,
and the size of IPv6 extension headers is constrained only by the size of the IPv6 packet.

Removal of Broadcast Traffic |Pv4 relies on Address Resolution Protocol (ARP)
broadcasts to resolve IP addresses to the MAC addresses of the network interface
cards (NICs). Broadcasts increase network traffic and are inefficient because every
host processes them. The Neighbor Discovery (ND) protocol for IPv6 uses a series
of Internet Control Message Protocol for IPv6 (ICMPv6) messages that manage

the interaction of nodes on the same link (neighboring nodes). ND replaces ARP
broadcasts, ICMPv4 Router Discovery, and ICMPv4 Redirect messages with efficient
multicast and unicast ND messages.

Route Aggregation

R oute aggregation provides for routing of traffic for networks with smaller
prefixes to networks with larger prefixes. In other words, it permits a number

of contiguous address blocks to be combined and summarized as a larger address
block. Route aggregation reduces the number of advertised routes on large
networks. When an ISP breaks its network into smaller subnets to provide service to
smaller providers, it needs to advertise the route only to its main supernet for traffic
to be sent to smaller providers.

Route aggregation is used when the large ISP has a continuous range of IP
addresses to manage. IP addresses (IPv4 or IPv6) that are capable of summarization
are termed aggregatable addresses.
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Implementing IPv4-to-IPv6 Compatibility

In addition to the various types of addresses described earlier in this lesson, IPv6 provides
the following types of compatibility addresses to aid migration from IPv4 to IPv6 and to
implement transition technologies.

IPV4-COMPATIBLE ADDRESS

The IPv4-compatible address 0:0:0:0:0:0:w.x.y.z (or :w.x.y.z) is used by dual stack nodes

that are communicating with IPv6 over an IPv4 infrastructure. The last four octets (w.x.y.z)
represent the dotted decimal representation of an IPv4 address. Dual stack nodes are nodes
with both IPv4 and IPv6 protocols. When the IPv4-compatible address is used as an IPv6
destination, the IPv6 traffic is encapsulated with an IPv4 header and sent to the destination
using the IPv4 infrastructure automatically.

NOTE IPV4-COMPATIBLE ADDRESSES ARE NOW DEPRECATED

Current IPv6 transition mechanisms no longer use IPv4-compatible addresses. New or
updated implementations are not required to support this address type. You should be
aware of this address type because you might come across it in existing compatibility
schemes, but you should not implement IPv4-compatible addresses in current designs.

MORE INFO DEPRECATING IPV4-COMPATIBLE ADDRESSES

For more information about deprecating IPv4-compatible addresses, see
http://www.ietf.org/rfc/rfc4291.txt.

IPV4-MAPPED ADDRESS

The IPv4-mapped address 0:0:0:0:0:ffff:w.x.y.z (or :fffff:w.x.y.z) is used to represent

an IPv4-only node to an IPv6 node, and hence to map IPv4 devices that are not compatible
with IPv6 into the IPv6 address space. The IPv4-mapped address is never used as the source
or destination address of an IPv6 packet.

TEREDO ADDRESS

A Teredo address consists of a 32-bit Teredo prefix. In Windows Server 2008 and Windows
Server 2008 R2 (as well as Windows Vista and Windows 7), this is 2001::/32. The prefix

is followed by the IPv4 (32-bit) public address of the Teredo server that assisted in the
configuration of the address. The next 16 bits are reserved for Teredo flags. Currently, only
the highest-ordered flag bit is defined. This is the cone flag, and it is set when the NAT
connected to the Internet is a cone NAT.

NOTE TEREDO IN WINDOWS XP AND WINDOWS SERVER 2003

In Windows XP and Windows Server 2003, the Teredo prefix was originally 3ffe:831f::/32.
Computers running Windows XP and Windows Server 2003 use the 2001::/32 Teredo prefix
when updated with Microsoft Security Bulletin MS06-064.
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The next 16 bits store an obscured version of the external UDP port that corresponds to
all Teredo traffic for the Teredo client interface. When a Teredo client sends its initial packet
to a Teredo server, NAT maps the source UDP port of the packet to a different, external UDP
port. All Teredo traffic for the host interface uses the same external, mapped UDP port.
The value representing this external port is masked or obscured by exclusive ORing (XORing)
it with Oxffff. Obscuring the external port prevents NATs from translating it within the payload
of packets being forwarded.

The final 32 bits store an obscured version of the external IPv4 address that corresponds to
all Teredo traffic for the Teredo client interface. The external address is obscured by XORing
it with Oxffffffff. As with the UDP port, this prevents NATs from translating the external IPv4
address within the payload of packets being forwarded.

The external address is obscured by XORing the external address with Oxffffffff. For
example, the obscured version of the public IPv4 address 131.107.0.1 in colon-hexadecimal
format is 7c94:fffe. (131.107.0.1 equals 0x836b0001, and 0x836b0001 XOR Oxffffffff equals
0x7c94fffe.) Obscuring the external address prevents NATs from translating it within the
payload of the packets being forwarded.

For example, Northwind Traders currently implements the following IPv4 private networks
at its headquarters and branch offices:

m Headquarters: 10.0.100.0 /24
®m Branch 1:10.0.0.0 /24

m Branch 2:10.0.10.0 /24

m Branch 3:10.0.20.0 /24

The company wants to establish IPv6 communication between Teredo clients and other
Teredo clients, and between Teredo clients and IPv6-only hosts. The presence of Teredo
servers on the IPv4 Internet enables this communication to take place. A Teredo server is
an IPv6/IPv4 node connected to both the IPv4 Internet and the IPv6 Internet that supports
a Teredo tunneling interface. The Teredo addresses of the Northwind Traders networks
depend on a number of factors, such as the port and type of NAT server used, but they could,
for example, be the following:

m Headquarters: 2001::ce49:7601:866:efff:f5ff:9bfe through 2001::0a0a:64fe:e866:efff:
f5ff:9b01

m Branch 1: 2001:: ce49:7601:e866:efff.f5ff:fffe through 2001::0a0a:0afe:e866:efff:
f5ff:ff01

m Branch 2: 2001:: ce49:7601:e866:efff:f5ff:f5fe through 2001::0a0a:14fe:e866:efff:f5ff:
f501

m Branch 3: 2001:: ce49:7601:e866:efff:f5ff:ebfe through 2001::0a0a:1efe:e866:efff:f5ff:
ebfe

Note that, for example, 10.0.100.1 is the equivalent of 0a00:6401, and 0a00:6401 XORed
with ffff:ffff is f5ff:9bfe.
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EXAM TIP

Microsoft supports Teredo addresses. However, the 70-646 exam is unlikely to ask you to
generate a Teredo address. But you might be asked to identify such an address and work
out its included IPv4 address. Fortunately, you will have access to a scientific calculator
during the exam.

Cone NATs

C one NATs can be full-cone, restricted-cone, or port-restricted-cone. In

a full-cone NAT, all requests from the same internal IP address and port are
mapped to the same external IP address and port, and any external host can send
a packet to the internal host by sending a packet to the mapped external address.

In a restricted-cone NAT, all requests from the same internal IP address and port
are mapped to the same external IP address and port, but an external host can send
a packet to the internal host if the internal host had previously sent a packet to the
external host.

In a port-restricted-cone NAT, the restriction includes port numbers. An external
host with a specified IP address and source port can send a packet to an internal
host only if the internal host had previously sent a packet to that IP address

and port.

ISATAP ADDRESSES

IPv6 can use an ISATAP address to communicate between two nodes over an IPv4 intranet.
An ISATAP address starts with a 64-bit unicast link-local, site-local, global, or 6to4 global
prefix. The next 32 bits are the ISATAP identifier 0:5efe. The final 32 bits hold the IPv4 address
in either dotted decimal or hexadecimal notation. An ISATAP address can incorporate either
a public or a private IPv4 address.

For example, the ISATAP address fe80::5efe:w.x.y.z address has a link-local prefix; the
fec0::11111:0:5efe:w.x.y.z address has a site-local prefix; the 3ffe:1a05:510:1111:0:5efe:w.x.y.z
address has a global prefix; and the 2002:9d36:1:2:0:5efe:w.x.y.z address has a 6to4 global
prefix. In all cases w.x.y.z represents an IPv4 address.

By default Windows Server 2008 and Windows Server 2008 R2 automatically configure
the ISATAP address fe80::5efe:w.x.y.z for each IPv4 address that is assigned to a node. This
link-local ISATAP address allows two hosts to communicate over an IPv4 network by using
each other’s ISATAP address.

You can implement IPv6-to-1Pv4 configuration by using the IPv6 tools netsh interface ipv6
6to4, netsh interface ipv6 isatap, and netsh interface ipv6 add vév4tunnel. For example, to
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create an IPv6-in-IPv4 tunnel between the local address 10.0.0.11 and the remote address
192.168.123.116 on an interface named Remote, you would enter:

netsh interface ipv6 add vé6v4tunnel "Remote" 10.0.0.11 192.168.123.116.

You can also configure the appropriate compatibility addresses manually by using the
netsh interface ipv6 set address command or the TCP/IPv6 graphical user interface (GUI)
as described in the next section of this lesson.

NOTE 6TOACFG
Windows Server 2008 and Windows Server 2008 R2 do not support the 6to4cfg tool.

Planning an IPv4-to-IPv6 Transition Strategy

No specific time frame is mandated for IPv4-to-IPv6 transition. As a senior administrator,
one of your decisions is whether to be an early adopter, taking immediate advantage of IPv6
enhancements such as addressing and stronger security, or wait and take advantage of the
experience of others. Both are valid strategies.

However, you do need to find out whether your upstream ISPs support IPv6, and whether
the networking hardware in your organization (or the several organizations in your enterprise)
also support the protocol. The most straightforward transition method, called dual stack,
requires that both IPv4 and IPv6 be supported. By the same token, do not delay the decision
to transition to IPv6 for too long. If you wait until the IPv4 address space is fully depleted,
dual stack will no longer be available, and you (and the users you support) will find the
transition process much more traumatic.

Currently, the underlying assumption in transition planning is that an existing IPv4
infrastructure is available and that your most immediate requirement is to transport IPv6
packets over existing IPv4 networks so that isolated IPv6 network islands do not occur. As
more networks make the transition, the requirement will change to transporting IPv4 packets
over IPv6 infrastructures to support older IPv4 applications and avoid isolated IPv4 islands.

Because no single strategy fits all situations, several transition strategies and technologies
exist. RFC 4213, “Basic Transition Mechanisms for Hosts and Routers,” describes the key
elements of these transition technologies, such as dual stack and configured tunneling. The
RFC also defines a number of node types based upon their protocol support, including older
systems that support only IPv4, future systems that will support only IPv6, and the dual node,
which implements both IPv6 and IPv4.

MORE INFO 1PV4-TO-1PV6 TRANSITION

For more information about basic transition mechanisms, see RFC 4213 at http://
www.ietf.org/rfc/rfc4213.txt and download the white paper “IPv6 Transition Technologies”
from http://technet.microsoft.com/en-us/library/bb726951.aspx.

Infrastructure Services Planning



DUAL STACK TRANSITION

Dual stack (also known as a dual IP layer) is arguably the most straightforward approach to
transition. It assumes that hosts and routers provide support for both protocols and can send
and receive both IPv4 and IPv6 packets. Thus, a dual stack node can interoperate with an IPv4
device by using IPv4 packets and interoperate with an IPv6 device by using IPv6 packets. It
can also operate in one of the following three modes:

= With only the IPv4 stack enabled
= With only the IPv6 stack enabled
= With both IPv4 and IPv6 stacks enabled

Because a dual stack node supports both protocols, you can configure it with both IPv4
32-bit addresses and IPv6 128-bit addresses. For example, it can use DHCP to acquire its IPv4
addresses and stateless autoconfiguration or DHCPv6 to acquire its IPv6 addresses. Current
IPv6 implementations are typically dual stack. An IPv6-only product would have very few
communication partners.

CONFIGURED TUNNELING TRANSITION

If a configured tunneling transition strategy is employed, the existing IPv4 routing
infrastructure remains functional, but it also carries IPv6 traffic while the IPv6 routing
infrastructure is under development. A tunnel is a bidirectional, point-to-point link between
two network endpoints. Data passes through a tunnel using encapsulation, in which the
IPv6 packet is carried inside an IPv4 packet. The encapsulating IPv4 header is created at the
tunnel entry point and removed at the tunnel exit point. The tunnel endpoint addresses are
determined from configuration information that is stored at the encapsulating endpoint.

Configured tunnels are also called explicit tunnels. You can configure them as router-to-
router, host-to-router, host-to-host, or router-to-host, but they are most likely to be used in
a router-to-router configuration. The configured tunnel can be managed by a tunnel broker.
A tunnel broker is a dedicated server that manages tunnel requests coming from users, as
described in RFC 3053, "IPv6 Tunnel Broker.”

MORE INFO TUNNEL BROKER

For more information about tunnel broker, see RFC 3053 at http://www.ietf.org/rfc/
rfc3053.txt.

AUTOMATIC TUNNELING

RFC 2893, "Transition Mechanisms for IPv6 Hosts and Routers” (which subsequently was
replaced by RFC 4213), describes automatic tunneling. This allows IPv4/IPv6 nodes to
communicate over an IPv4 routing infrastructure without using preconfigured tunnels.

The nodes that perform automatic tunneling are assigned a special type of address called

an IPv4-compatible address, described later in this lesson, which carries the 32-bit IPv4
address within a 128-bit IPv6 address format. The IPv4address can be extracted automatically
from the IPv6 address.
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MORE INFO AUTOMATIC TUNNELING
For more information about automatic tunneling, see RFC 2893 at http://www.ietf.org/rfc/

rfc2893.txt. Be aware, however, that the status of this document is obsolete, and RFC 4213
is the current standard.

6TO4

RFC 3056, “"Connection of IPv6 Domains via IPv4 Clouds,” describes the 6to4 tunneling
scheme. 6to4 tunneling allows IPv6 sites to communicate with each other via an IPv4 network
without using explicit tunnels, and to communicate with native IPv6 domains via relay routers.
This strategy treats the IPv4 Internet as a single data link.

MORE INFO 6TO4 TUNNELING

For more information about 6to4 tunneling, see RFC 3056 at http://www.ietf.org/rfc/
rfc3056.txt.

TEREDO

RFC 4380, “Teredo: Tunneling IPv6 over UDP Through Network Address Translations (NATs),”
describes Teredo, which is an enhancement to the 6to4 method and is supported by Windows
Server 2008 and Windows Server 2008 R2. Teredo enables nodes that are located behind

an IPv4 NAT device to obtain IPv6 connectivity by using UDP to tunnel packets. Teredo
requires the use of server and relay elements to assist with path connectivity. Teredo address
structure was discussed earlier in this lesson.

MORE INFO TEREDO

For more information about Teredo, see RFC 4380 at http://www.ietf.org/rfc/rfc4380.txt,
and http://www.microsoft.com/technet/network/ipv6/teredo.mspx.

INTRA-SITE AUTOMATIC TUNNELING ADDRESSING PROTOCOL

RFC 4214, "Intra-Site Automatic Tunnel Addressing Protocol (ISATAP),” defines ISATAP, which
connects IPv6 hosts and routers over an IPv4 network using a process that views the IPv4
network as a link layer for IPv6, and views other nodes on the network as potential IPv6 hosts
or routers. This creates a host-to-host, host-to-router, or router-to-host automatic tunnel.

MORE INFO ISATAP

For more information about ISATAP, see RFC 4214 at http://www.ietf.org/rfc/

rfc4214.txt, and download the white paper “Manageable Transition to IPv6 using ISATAP”
from http://www.microsoft.com/downloads/details.aspx?Familyld=B8F50E07-17BF-4B5C-
AI1F9-5A09E2AF698B&displaylang=en.
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Using IPv6 Tools

Windows Server 2008 and Windows Server 2008 R2 provide tools that let you configure IPv6
interfaces and check IPv6 connectivity and routing. Tools also exist that implement and check
IPv4-to-IPv6 compatibility.

In Windows Server 2008 and Windows Server 2008 R2, the standard command-line tools,
such as ping, ipconfig, pathping, tracert, netstat, and route, have full IPv6 functionality. For
example, Figure 2-4 shows the ping command used to check connectivity with a link-local
IPv6 address on a test network. The IPv6 addresses on your test network will be different.
Note that if you were pinging from one host to another you would also need to include the
interface ID, such as ping fe80::ada5:5657:9e68:c03b%10. Interface IDs are discussed later in
this lesson.

[c+.| Command Prompt

serssKim Akers>ping feBB::adab:56! e68:cB3bx18

H d LoH] 5657 9e68 cB3h/1B
a5 :5657:2eb68 :cl3hix
a5:5657:9e68 :cl3hx

Reply from feBB ada5'5657'9368'cﬁ3h7132 time<ims

Ping oﬁﬁﬁloﬁlﬁg for feBP::ada5:5657:%e68:cA3bx18:
Packet Sent = 4. Received = 4, Lost = 8 (Bx

ﬂppluxlmate round trip times in milli-seconds:
Minimum = Bmz, Maximum = Bms=, Average = Bms

FIGURE 2-4 Pinging an IPv6 address

NOTE PING6

The pingé command-line tool is not supported in Windows Server 2008 or Windows
Server 2008 R2.

Tools specific to IPv6 are provided in the netsh (network shell) command structure. For
example, the netsh interface ipv6 show neighbors command shows the IPv6 interfaces of
all hosts on the local subnet. You use this command in the practice later in this lesson, after
you have configured IPv6 connectivity on a subnet.

Verifying IPv6 Configuration and Connectivity

If you are troubleshooting connectivity problems or merely want to check your
configuration, arguably the most useful tool—and certainly one of the most used—is
ipconfig. The ipconfig /all tool displays both IPv4 and IPv6 configuration.

If you want to display the configuration of only the IPv6 interfaces on the local computer,
you can use the netsh interface ipv6 show address command. Figure 2-5 shows the
output of this command run on the VAN-DC1 computer. Note the % character followed by a
number after each IPv6 address. This is the interface ID, which identifies the interface that is
configured with the IPv6 address. In addition, note that the site-local address still exists, but it
is displayed as deprecated, as discussed earlier in this lesson.
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- Command Prompt

C:\Users\HKim Akers>netsh interface ipv6 show address
Interface 1: Loopback Pseudo—Interface 1
fAddr Type DAD State Ualid Life Pref. Life Address

Other Preferved infinite infinite =:1

Interface 11: isatap.{DB19EC85-D7EF-4674-A2BA-43D8D748FE38>

fAddr Type DAD State Ualid Life Pref. Life Address

Other Deprecated infinite infinite

Interface 18: Local Area Connection 2

fAddr Type DAD State Ualid Life Pref. Life

Preferved

C:slUserssKim Akers?

FIGURE 2-5 Displaying IPv6 addresses and interface IDs

If you are administering an enterprise network with a number of sites, you also need to
know site IDs. You can obtain a site ID by using the command netsh interface ipv6 show
address Tevel=verbose. The output from this command is shown in Figure 2-6.

‘ommand Prompt
C:wUsersnKim Akersz>netzh interface ipub show addrezs level=verhoze l’

Interface Luid Loopback Pzeudo-Interface 1
Scope Id -

Ualid Lifetime infinite

Preferred Lifetime infinite

DAD State : Preferred

Address Type Other

Addre A.18.8.582z11 Parameters

Interface Luid isatap.{DA1?ECE5-DVEF-4674-A2BA-43D8DV48FE38}
Scope Id Aa.11

Ualid Lifetime infinite

Preferred Lifetime infinite

DAD State Deprecated

Address Tupe Other

Address 657:%e68:c@3bx1@ Parameters
Interface Luid Local Area Connection 2
Scope Id a.1@a

Ualid Lifetime infinite

Preferred Lifetime infinite

DAD State Preferred

fAddress Type Other

C:sUserssKim Akers>

FIGURE 2-6 Displaying IPv6 addresses and site IDs

Configuring IPv6 Interfaces

Typically, most IPv6 addresses are configured through autoconfiguration or DHCPv6.
However, if you need to configure an IPv6 address manually, you can use the netsh
interface ipv6 set address command, as in this example:

netsh interface ipv6 set address "local area connection 2" fec0:0:0:fffe::2.
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You need to run the Command Prompt as an administrator to use this command.
In Windows Server 2008 and Windows Server 2008 R2 (as well as in Windows Vista and
Windows 7), you can also configure IPv6 addresses manually from the properties of the

TCP/IPv6 GUI. Figure 2-7 shows this configuration.

General |

‘ou can get IPvE settings assigned automatically if your network supports this capability,
Otherwise, vou need ka ask your netwark administrataor for the appropriate IPvE settings.

£~ obtain an IPv6 address automaticaly

—{* Use the Following IPvE address:

IPvE address: | Fecl:m:mifffe: 11
Subnet prefix length: I 64
Default gateway: I Fecl:l:0:fffe:1

| Obtain D5 server address automatically,

—1* Use the following DMS server addresses:

Preferred DG server: | feclinimifffe:l

Albernate DNG server: I

Advanced.., |

|

FIGURE 2-7 Configuring an IPv6 address through a GUI

The advantage of using the TCP/IPv6 GUI is that you can specify the IPv6 addresses of one
or more DNS servers in addition to specifying the interface address. If, however, you choose
to use Command Line Interface (CLI) commands, the command to add IPv6 addresses of DNS
servers is netsh interface ipv6 add dnsserver, as in this example:

netsh interface ipv6 add dnsserver "local area connection 2" fec0:0:0:fffe::1.

To change the properties of IPv6 interfaces (but not their configuration), use the netsh

interface ipv6 set interface command, as in this example:

netsh interface ipv6 set interface "local area connection 2" forwarding=enabled.

You need to run the Command Prompt as an administrator to use the netsh interface

ipv6 add and netsh interface ipv6 set commands.

( Quick Check

m What netsh command lists site IDs?

Quick Check Answer

B netsh interface ipv6 show address level=verbose
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Verifying IPv6 Connectivity

To verify connectivity on a local network, your first step should be to flush the neighbor cache,
which stores recently resolved link-layer addresses and might give a false result if you are
checking changes that involve address resolution. You can check the contents of the neighbor
cache by using the command netsh interface ipv6 show neighbors. The command netsh
interface ipv6 delete neighbors flushes the cache. Figure 2-8 shows these two commands.
You need to run the Command Prompt as an administrator to use the netsh tool.

inistrator: Command Prompt

Permanent
Permanent
Permanent
Permanent
iffcc:?8ch Permanent

Interface 18: Local Area Connection 2

Internet Address Phyzical Address

33-33-00-B0-BB-A2 Permanent
33-33-80-8B0-BB-16 Permanent
33-33-00-01-B8-B2 Permanent
33-33-80-81-B8-B3 Permanent
foB:c@3b 33-33-ff-68-cB-3b Permanent

C:sWindowsssystem32>netsh interface ipu6 delete neighbors

C:sMindowsssystem32 >

FIGURE 2-8 Displaying and clearing a neighbor cache

You can test connectivity to a local host on your subnet and to your default gateway by
using the ping command. You can add the interface ID to the IPv6 interface address to ensure
that the address is configured on the correct interface. Figure 2-4, earlier in this lesson, shows
the result of a ping command using an IPv6 address.

To check connectivity to a host on a remote network, your first task should be to check
and clear the destination cache, which stores next-hop IPv6 addresses for destinations. You
can display the current contents of the destination cache by using the netsh interface ipv6
show destinationcache command. To flush the destination cache, use the netsh interface
ipv6 delete destinationcache command. You need to run the Command Prompt as an
administrator to use this command.

Your next step is to check connectivity to the default router interface on your local subnet.
This is your default gateway. You can identify the IPv6 address of your default router interface
by using the ipconfig, netsh interface ipv6 show routes, or route print command. You
can also specify the zone ID, which is the interface ID for the default gateway on the interface
on which you want the ICMPv6 Echo Request messages to be sent. When you have ensured
that you can reach the default gateway on your local subnet, ping the remote host by its IPv6
address. Note that you cannot ping a remote host (or a router interface) by its link-local IPv6
address because link-local addresses are not routable.
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If you can connect to the default gateway but cannot reach the remote destination
address, trace the route to the remote destination by using the tracert -d command
followed by the destination IPv6 address. The -d command-line switch prevents the tracert
tool from performing a DNS reverse query on router interfaces in the routing path. This
speeds up the display of the routing path. If you want more information about the routers
in the path, and particularly if you want to verify router reliability, use the pathping -d
command, again followed by the destination IPv6 address.

¥ Quick Check

m What netsh command could you use to identify the IPv6 address of your default
router interface?

Quick Check Answer

B netsh interface ipv6 show route

Troubleshooting Connectivity

As an experienced administrator, you know that if you cannot connect to a remote host,

you (or, more probably, a more junior member of your team) first want to check the various
hardware connections (wired and wireless) in your organization and ensure that all network
devices are up and running. If these basic checks do not find the problem, the Internet
Protocol Security (IPsec) configuration might not be configured properly, or firewall problems
(such as incorrectly configured packet filters) might exist.

You can use the IP Security Policies Management Microsoft Management Console (MMC)
snap-in to check and configure IPsec policies and the Windows Firewall With Advanced
Security snap-in to check and configure IPv6-based packet filters.

Note that you can use the IP Security Policy snap-in to create IPsec policies that are
applied to computers running Windows Vista and Windows Server 2008, but this snap-in
does not use new security algorithms and other new features available in Windows 7 and
Windows Server 2008 R2. To create IPsec policies for these computers, use the Windows
Firewall With Advanced Security snap-in. However, you need to take care when doing this
because the Windows Firewall With Advanced Security snap-in does not create policies that
you can apply to earlier versions of Windows.

Figures 2-9 and 2-10 show these tools.

MORE INFO USING THE IP SECURITY POLICIES MANAGEMENT SNAP-IN AND THE
WINDOWS FIREWALL WITH ADVANCED SECURITY SNAP-IN

For more information about which of these snap-ins you should use in a specific situation,
see http://technet.microsoft.com/en-us/library/cc730656(WS.10).aspx.
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Consolel - [Console Root!

Y IP Security Polici

on Local Computer]

=10l x|

@ File Action Wiew Favoribes  Window  Help |;|i|5|
I EREEN
j Console Rook Mame = | Description Actions
g IP Security Policies on My Security Policy IP Security Policies o... =
Mare Actions L3
4 | I | K1 i

FIGURE 2-9 The IP Security Policies Management snap-in

Consolel - [Console Root' Windows Firewall with Advanced Security on Local Ca =101
ﬁ File  Action  Wiew Favorites  Window  Help ‘;Iilll
[+ = [#i[m] = [

] Console Raok Marme = | Enabl | Actions
=] Q windows Firewall with . E(ception 128 | B Gamn., o 12
3 Inbound Rules
E‘i_, Mew Rule. ..
= 8, Monitering T Fileer by Profile
B Firewall S Filker by State b
B Conmection Se
:ﬁ: Security Associ W 4
Mew Window ...
|G Refresh
= Export List..
ﬂ Help
Exception -
# Disable Rule
9K Delete
D Properties
4 | | _bl 4 | | _;I ﬂ Help ZI
| \ |

FIGURE 2-10 The Windows Firewall With Advanced Security snap-in

NOTE IPSEC6

The IPSec6 tool is not implemented in Windows Server 2008 or Windows Server 2008 R2.

You might be unable to reach a local or remote destination because of incorrect or missing
routes in the local IPv6 routing table. You can use the route print, netstat -r, or netsh
interface ipv6 show route command to view the local IPv6 routing table and verify that
you have a route corresponding to your local subnet and to your default gateway. Note that

the netstat -r command displays both IPv4 and IPv6 routing tables.
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If you have multiple default routes with the same metric, you might need to modify your
IPv6 router configurations so that the default route with the lowest metric uses the interface
that connects to the network with the largest number of subnets. You can use the netsh
interface ipv6 set route command to modify an existing route. To add a route to the IPv6
routing table, use the netsh interface ipv6 add route command. The netsh interface
ipv6 delete route command removes an existing route. You need to run the Command
Prompt as an administrator to use these commands.

If you can access a local or remote host by IPv4 address but not by host name, you might
have a DNS problem. Tools to configure, check, and debug DNS, include dnscmd, ipconfig,
netsh interface ipv6 show dnsservers, netsh interface ipv6 add dnsserver, nslookup, and the
TCP/IPv6 GUI. Lesson 2 of this chapter, “Planning DNS,” discusses these tools.

Verifying IPv6-based TCP Connections

If the telnet client tool is installed, you can verify that a TCP connection can be established to
a TCP port by entering the telnet command followed by the destination IPv6 address and the
TCP port number, as in this example: telnet fec0:0:0:fffe::1 80. If telnet successfully creates
a TCP connection, the telnet> prompt appears, and you can type telnet commands. If the
tool cannot create a connection, it will return an error message.

MORE INFO INSTALLING THE TELNET CLIENT

For more information about telnet, including how to install the telnet client, search
Windows Server 2008 Help or Windows Server 2008 R2 Help for “Telnet: frequently asked
questions.”

Configuring Clients Through DHCPv6

You can choose stateless or stateful configuration when configuring hosts by using
DHCPv6. Stateless configuration does not generate a host address—which is instead
autoconfigured—Dbut it can, for example, specify the address of a DNS server. Stateful
configuration specifies host addresses.

Whether you choose stateful or stateless configuration, you can assign the IPv6 addresses
of DN servers through the DNS Recursive Name Server DHCPv6 option (option 0023). If you
choose stateful configuration, the IPv6 addresses of DNS servers can be configured as a scope
option, so different scopes could have different DNS servers. Scope options override server
options for that scope. This is the preferred method of configuring DNS server IPv6 addresses,
which are not configured through router discovery.

With DHCPv6, an IPv6 host can receive subnet prefixes and other configuration
parameters. A common use of DHCPv6 for Windows-based IPv6 hosts is to configure
the IPv6 addresses of DNS servers automatically.

Currently, when you configure an IPv6 scope, you specify the 64-bit prefix. By default,
DHCPv6 can allocate host addresses from the entire 64-bit range for that prefix. This allows for
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IPv6 host addresses that are configured through adapter hardware. You can specify exclusion
ranges, so if you wanted to allocate only host addresses in the range fec0::0:0:0:1 through
fec0::0:0:0:fffe, you would exclude addresses fec0::0:0:1:1 through fecO::ffff:ffff.ffff.fffe.

Several DHCPv6 options exist. Arguably, the most useful option specifies the DNS server.
Other options are concerned with compatibility with other systems that support IPv6, such as
the UNIX Network Integration Service (NIS).

DHCPvV6 is similar to DHCP in many respects. For example, scope options override server
options, and DHCPv6 requests and acknowledgements can pass through BOOTP-enabled
routers and Layer-3 switches (almost all modern routers and switches act as DHCP relay
agents) so that a DHCPv6 server can configure clients on a remote subnet.

EXAM TIP

If you want to configure a server running Windows Server 2008 or Windows Server 2008
R2 as a DHCP relay agent, you need to install the Routing and Remote Access Services
(RRAS) role service.

As with DHCP, you can implement the 80:20 rule so that a DHCPv6 server is configured with
a scope for its own subnet that contains 80 percent of the available addresses for that subnet,
and a second scope for a remote subnet that contains 20 percent of the available addresses for
that subnet. A similarly configured DHCPv6 server on the remote subnet provides failover. If
either server fails, the hosts on both subnets still receive their configurations.

For example, the Melbourne office network of Tailspin Toys has two private virtual local
area networks (VLANSs) that have been allocated the following site-local networks:

m VLANI: fec0:0:0:aaaa::1 through fec0:0:0:aaaa::fffe
m VLAN2: fec0:0:0:aaab::1 through fec0:0:0:aaab:fffe

Exceptions are defined so that IPv6 addresses on the VLANs can be statically allocated to
servers. In this case, you could implement the 80:20 rule by configuring the following DHCPv6
scopes on the DHCP server on VLAN1:

m fec0:0:0:aaaa:1 through fec0:0:0:aaaa::cccb
m fec0:0:0:aaab::cccc through fec0:0:0:aaab::fffe
You would then configure the following DHCPv6 scopes in the DHCP server on VLAN2:
m fec0:0:0:aaab::1 through fec0:0:0:aaab::cccb
m fec0:0:0:aaaa:cccc through fec0:0:0:aaaa::fffe
DHCP servers (especially DHCP servers that host 20-percent scopes) are excellent candidates
for virtualization because they experience only limited 1/O activity. In addition, you can deploy
this role on Server Core. This technique is particularly applicable to more complex networks.
NOTE VIRTUAL DNS SERVERS

Like DHCP servers, DNS servers—particularly secondary DNS servers—are good candidates
for virtualization.
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For example, Trey Research is a single-site organization, but it has five buildings within
its site, connected by fiber-optic links to a Layer-3 switch configured to allocate a VLAN to
each building. VLANL, allocated to the main office, supports the majority of the company’s
computers. VLAN3 supports most of the remainder. VLAN2, VLAN4, and VLAN5 each support
only a few computers.

In this case, you can configure the DHCP server on VLAN1 to host 80 percent of the VLAN1
address range. You can configure a virtual DHCP server on the same VLAN to host 20 percent
of the VLAN2 through VLANS address ranges. On VLAN3, you can configure a DHCP server
to host the 80-percent ranges for VLAN2 through VLANS and a virtual server to host the
20-percent range for VLANL. If either server fails, hosts on all the VLANs can continue to
receive their configurations through DHCP.

NOTE THE 80:20 RULE

The 80:20 rule is typically implemented within a site because a wide area network (WAN)
link (with routers over which you have no control) might not pass DHCP traffic. In general,
if you implement DHCP failover by using the 80:20 rule, you need at least two DHCP
servers per site.

Planning an IPv6 Network

Configuring IPv6 and implementing IPv6 are relatively straightforward. Planning an IPv6
network, however, is rather more complex. Every scenario has unique features, but in general,
you might want to deploy IPv6 in conjunction with an existing IPv4 network. You might have
applications that require IPv6, although your network is principally IPv4. You might want to
design a new network or restructure a current one so that it is primarily IPv6. You could be
designing a network for a large multinational company with multiple sites and thousands

of users, or for a small organization with a head office and a single branch office.

Whatever the scenario, you will need to maintain interoperability with older functions and
with IPv4. Even in a new IPv6 network, it is unlikely that you can ignore IPv4 completely—at
least for now.

Analyzing Hardware Requirements

An early step in the design process will be to identify and analyze the required network
infrastructure components. Hardware components could include the following:

= Routers

m  Layer-3 switches
m Printers

m  Faxes

m Firewalls

m |ntrusion-detection equipment
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m Hardware load balancers

m Load-balancing server clusters

m Virtual private network (VPN) entry and exit points
m Servers and services

m Network interconnect hardware

m Intelligent NICs

This list is not exclusive, and you might need to consider other hardware devices
depending upon the scenario. Which of these hardware devices store, display, or allow the
input of IP addresses? Can all the necessary hardware be upgraded to work with IPv6? If not,
what are the workarounds? If you need to replace hardware, is there a budget and a time
frame for hardware refresh?

Analyzing Software and Application Requirements

From the software and applications viewpoint, network management is the area most likely
to be affected by the version of IP used, although some line-of-business (LOB) applications
could also be affected. You might need to consider the IPv6 operation and compatibility

of the following components:

m  Network infrastructure management, such as WINS

m  Network management systems, such as systems based on Simple Network
Management Protocol (SNMP)

m Performance management systems

m High-level network management applications (typically third-party applications)

m  Configuration management, such as DHCP and DHCPv6

m Security policy management and enforcement

= LOB applications

m Transition tools

Consideration of transition tools implies the requirement—except in a new IPv6
network—of determining the transition strategy that you want to deploy. Transition strategies
were discussed earlier in this lesson and depend largely on the planned scenario and whether
both IPv4 and IPv6 stacks are available. If some older components of your network do not
support IPv6, you need to consider how to support them while transitioning is in progress,
and whether you will continue to support them in a dual stack when transitioning is complete.
You need to ensure interoperability between IPv4 and IPv6 components.

Your first step in configuration management may be to decide whether to use stateful
or stateless configuration. With IPv6, it is possible to have every component on your network
configured with its own global unicast address. Security is implemented by firewalls, virus

filters, spam filters, IP filtering, and all the standard security methods. IPSec provides
end-to-end encryption. You can configure peripheral zones in IPv6 networks as you can
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in IPv4 networks. DHCPv6 in stateless mode can configure options—for example, DNS
servers—that are not configured through router discovery. In either case, you need to ensure
that your provider is IPv6-compliant and obtain a range of IPv6 addresses.

Integrating DHCP with NAP

You can further increase security on your network by integrating DHCP

and DHCPv6 with Network Access Protection (NAP). NAP provides policy
enforcement components that help ensure that computers connecting to or
communicating on a network comply with administrator-defined requirements

for system health and limiting the access of computers that do not meet these
requirements to a restricted network. The restricted network contains the
resources needed to update computers so that they meet the health requirements.
When you integrate DHCP with NAP, a computer must be compliant to obtain

an unlimited-access IP address configuration from a DHCP server. Network access
for noncompliant computers is limited through an IP address configuration that
allows access only to a restricted network. DHCP enforcement ensures health policy
requirements every time a DHCP client attempts to lease or renew an IP address
configuration. DHCP enforcement also actively monitors the health status of the
NAP client and renews the IP address configuration for access only to the restricted
network if the client becomes noncompliant.

When planning DHCP integration with NAP, you must decide whether DHCP NAP
enforcement will be enabled on all DHCP scopes, selected DHCP scopes, or no
DHCP scopes at all. In addition, you must configure which NAP profile to use for
DHCP NAP enforcement. Last, you must determine how a DHCP server will behave
when the Network Policy Server (NPS) is unreachable. A DHCP server can be
configured to allow full access, allow restricted access, or drop client packets when
the NPS server is unreachable.

MORE INFO NAP

To learn more about NAP, see http://technet.microsoft.com/
en-us/network/bb545879.aspx.

You may decide that exposing the global unicast addresses of all your network
components to the IPv6 Internet represents a security risk. This is a matter of
debate in the networking community and outside the scope of this book. If you do
make that decision, you can choose to implement site-local IPv6 addresses on your
internal subnets, assuming your NAT servers support IPv6. You can choose stateful
configuration by DHCPv6. Assuming that your routers or Layer-3 switches can pass
DHCP traffic, you can follow the 80:20 rule across your subnets or VLANSs to ensure
that configuration still occurs even if a DHCP server is down.
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When you have made the basic decisions about network infrastructure and
transitioning strategy and have discovered whether your current network (or
proposed new network) is capable of supporting IPv6, you then need to address
other requirements and considerations. For example, unless you are implementing
a new IPv6 network, you need to ensure that the IPv4 infrastructure is not disrupted
during the transition. With this requirement in mind, it may not be feasible to
deploy IPv6 on all parts of your network immediately.

On the other hand, if your only requirement is to deploy a set of specified IPv6
applications (such as peer-to-peer communication), your IPv6 deployment might
be limited to the minimum required to operate this set of applications.

Documenting Requirements

Your next step is to determine and document exactly what is required. For example, you
might need to address the following questions:

Is external connectivity (to the IPv6 Internet, for example)

required?

Does the organization have one site or several sites? If the latter, what are the
geographical locations of the sites, and how is information currently passed securely
between them?

What is the current IPv4 structure of the internetwork?

What IPv6 address assignment plan is available from the provider?

What IPv6 services does the provider offer?

How should prefix allocation be delegated in the enterprise?

Are site-external and site-internal IPv6 routing protocols required? If so, which ones?

Does the enterprise currently use an external data center? (For example, are servers
located at the provider?)

Is IPv6 available using the same access links as [Pv4?

Which applications need to support IPv6, and can they be upgraded to do so? Will
these applications need to support both IPv4 and IPv6?

Do the enterprise platforms support both IPv4 and IPv6? Is IPv6 installed by default
on server and client platforms?

Is NAT v4-v6 available, and do the applications have any issues with
using it?
Do the applications need globally routable IP addresses?

Will multicast and anycast addresses be used?
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You also need to analyze and document the working patterns and support structure within
the organization. You need to obtain the following information:

m  Who takes ownership of the network? For example, is network support in-house
or outsourced?
m Does a detailed asset management database exist?
m Does the organization support home workers? If so, how?
m |s IPv6 network mobility used or required for IPv6?
= What is the enterprise’s policy for geographical numbering?
m Do separate sites in the enterprise have different providers?
m  What is the current IPv4 QoS policy (assuming that you are not designing a new
IPv6-only network)? Will this change when IPv6 is implemented?
= What proposals are in place for training technical staff in the use of IPv6?
Documenting and analyzing this information will take a lot of time. However, without this
documentation, you will not know the precise requirements for IPv6 implementation, and
the project will take much longer and result in a less satisfactory outcome. When you have
gathered the information, you can plan the tasks that you and your team need to perform

and the requirements for each. You will have a better idea of the time and cost of the project,
and whether it should be implemented in stages.

Your next step is to draw up and implement a project plan. Project planning is beyond the
scope of this book. However, you would be wise to heed a word of warning: Do not ignore
what might seem to be peripheral or non-time-critical activities. Training your technical staff
is a good example of such a task. Every part of the final plan is important, and unless every
aspect is implemented, the result will be less than optimal. In the worst case, the project can
fail completely because of an unconsidered component.

MORE INFO 1PV6 NETWORK SCENARIOS

For more information about IPv6 planning and specific scenario examples, see RFC 4057,
“IPv6 Enterprise Network Scenarios,” at http://www.ietf.org/rfc/rfc4057.

Lesson Summary

m |Pv6 supports unicast, multicast, and anycast addresses. Unicast addresses can be
global, site-local, link-local, or special. IPX- and NSAP-mapped addresses are also
supported.

m [Pv6 is fully supported in Windows Server 2008 and Windows Server 2008 R2
and addresses problems that are associated with IPv4, such as lack of address space.

m |Pv6 is designed to be backward-compatible, and IPv4-compatible addresses can be
specified. Transitioning strategies include dual stack, configured tunneling, automatic
tunneling, 6to4, Teredo, and ISATAP.
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m [Pv6 addresses can be configured through stateful (DHCPv6) and stateless

(autoconfiguration) methods. DHCPv6 can also be used statelessly to configure DNS
servers while hosts are autoconfigured.

m Tools to configure and troubleshoot IPv6 include ping, ipconfig, tracert, pathping,

and netsh. You can also configure IPv6 by using the TCP/IPv6 Properties GUI.

Lesson Review

You can use the following questions to test your knowledge of the information in Lesson 1,
“Planning IPv6.” The questions are also available on the Companion Media if you prefer to
review them in electronic form.

NOTE ANSWERS

Answers to these questions and explanations of why each answer choice is correct

or incorrect are located in the “Answers” section at the end of the book.

What type of IPv6 address is the equivalent of a public unicast IPv4 address?
A. Site-local

B. Global

C. Link-local

D. Special

A node has a link-local IPv6 address fe80::6b:28c:16a7:d43a. What is its corresponding
solicited-node address?

A. ff02:1:ffa7.d43a
B. ff02::1:ff00:0:16a7:d43a
C. fec0:1:ff a7:d43a
D. fec0:1:ff00:0:16a7:d43a

Which protocol uses ICMPv6 messages to manage the interaction of neighboring
nodes?

A. ARP

B. EUI-64
C. DHCPv6
D. ND

Which IPv6-to-IPv4 transition strategy uses preconfigured tunnels and encapsulates
an IPv6 packet within an IPv4 packet?

A. Configured tunneling
B. Dual stack
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C. ISATAP

D. Teredo

What command lets you configure an IPv6 address manually on a specified interface?
A. netsh interface ipv6 show address

B. netsh interface ipv6 add address

C. netsh interface ipv6 set interface

D. netsh interface ipv6 set address

Trey Research is an innovative research organization that prides itself on being at

the forefront of technology. The company currently has 82 client PCs, all running
Windows 7 Enterprise edition. All its servers—including its domain controllers—have
recently been upgraded to Windows Server 2008 R2 Enterprise edition. Trey's site
consists of two buildings linked by a fiber-optic cable. Each building has its own VLAN,
and Trey's peripheral zone is on a separate VLAN. All Trey’s clients receive their IPv4
configurations through DHCP, and the 80:20 rule is used to implement failover if a
DHCP server goes down. All servers and router interfaces are configured manually, as
are the company’s network printers and network projectors. Trey has a Class C public
IPv4 allocation and sees no need to implement NAT. It uses a network management
system based on SNMP. It uses a number of high-level graphics applications in
addition to business software and the Microsoft Office 2010 suite. The company wants
to introduce IPv6 configuration and access the IPv6 Internet. It has verified that its
provider and all of its network hardware fully support IPv6. Which of the following are
likely to form part of Trey's IPv6 implementation plan? (Each answer forms part of the
solution. Choose four.)

A. Trey is likely to adopt a dual-stack transition strategy.
B. Trey is likely to adopt a configured-tunneling transition strategy.

C. Trey is likely to configure its internal network hosts with site-local unicast
addresses.

D. Trey is likely to configure its internal network hosts with global unicast addresses.
E. Trey needs to ensure that its servers and clients support IPv6.

F. Trey needs to ensure that its network projectors and network printers support
IPv6.

G. Trey needs to ensure that its network management system is compatible with IPv6.

H. Trey needs to ensure that its graphic applications are compatible with IPv6.
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Lesson 2: Planning DNS

As an experienced administrator, you will have worked with DNS and with Microsoft Dynamic
DNS (DDNS). You should also be familiar with Network Basic Input/Output System (NetBIOS)
names, the NetBIOS Extended User Interface (NetBEUI), and WINS. It is not, therefore, the
purpose of this lesson to explain the basic operation of these features, but rather to look at
Windows Server 2008 and Windows Server 2008 R2 enhancements to them (particularly to
DNS) and to discuss the planning of a name resolution infrastructure across an enterprise
network.

One of the first planning decisions you may need to make is whether to use WINS to
resolve NetBIOS names. When Microsoft introduced DDNS, it was seen as a replacement to
WINS, but WINS is still in use in many networks and is supported in Windows Server 2008
and Windows Server 2008 R2. However, IPv6 does not support WINS. Microsoft describes
WINS as approaching obsolescence and introduces the GlobalNames DNS zone to provide
single-label name resolution for large enterprise networks that do not deploy WINS. If you
do not use WINS, you can consider disabling NetBIOS over TCP/IP (NetBT) on your network.

When planning a DNS infrastructure, you need to decide when to use Active Directory
Domain Services (AD DS)-integrated, standard primary, secondary, stub, reverse lookup,
and GlobalNames DNS zones. You need to plan DNS forwarding and decide when to use
conditional forwarding, which is especially relevant to the enterprise environment where
you can have multiple AD DS forests in the same intranetwork. Enterprise networks are also
likely to include, or need to integrate with, non-Microsoft DNS servers, and you need to
know how Microsoft DNS interoperates with, for example, Berkeley Internet Daemon (BIND)
servers. Windows Server 2008 and Windows Server 2008 R2 (as well as Windows Vista and
Windows 7) support IPv6 by default, and you need to understand and use the IPv6 records
in DNS. Setting up a reverse lookup IPv6 DNS zone can best be described as a “tricky”
procedure and is one of the exercises in the practice later in this chapter.

After this lesson, you will be able to:

= Consider Windows Server 2008 and Windows Server 2008 R2 DNS features when
planning your name resolution infrastructure.

= |dentify Windows Server 2008 and Windows Server 2008 R2 enhancements to
DNS and use these in your planning process.

= Configure static IPv6 DNS records.
= Configure an IPv6 reverse lookup zone.

= Administer DNS using the MMC snap-in and command-line tools.

Estimated lesson time: 45 minutes
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Planning Windows Server 2008 and Windows
Server 2008 R2 DNS

DNS resolves IP host names to IP addresses and can also resolve IP addresses to host names
in reverse lookup DNS zones. Name resolution is important for IPv4 because IPv4 addresses
are difficult to remember and we mostly use host names or fully qualified domain names
(FQDNs)—for example, in Internet addresses such as www./itware.com. Remembering

IPv6 addresses is almost impossible and name resolution is even more important on the

IPv6 section of the World Wide Web (the IPv6 Internet). This section covers the enhancements
to DNS introduced in Windows Server 2008 and Windows Server 2008 R2 and how DNS deals
with IPv6 addresses.

The Windows Server 2008 and Windows Server 2008 R2 DNS Server roles retain
the features introduced by Windows Server 2003 DNS, including dynamic configuration
and incremental zone transfer, and introduce several new features and significant
enhancements.

Windows Server 2008 and Windows Server 2008 R2 DNS in a Windows-based network
support AD DS. If you install the AD DS role on a server or run the dcpromo command, and
a DNS server that meets AD DS requirements cannot be located, you can install and configure
a DNS server and, by default, create an AD DS—-integrated DNS zone automatically. Typically,
this happens when you are installing the first domain controller in a forest.

A partition is a data container in AD DS that holds data for replication. You can store
DNS zone data in either the domain or the application directory partition of AD DS, and
you can specify which partition should store the zone. This choice defines the set of domain
controllers to which that zone's data is replicated. DNS replication takes place between all
domain controllers specified in the replication scope of a DNS application directory partition.

Microsoft recommends that you use the Windows Server 2008 DNS Server service,
although other types of DNS server can support AD DS deployment. Partitions help to
ensure that only updates to DNS zones are replicated to other DNS servers. Incremental zone
transfer is discussed later in this lesson.

EXAM TIP

As an experienced network professional, you should be familiar with master and
subordinate name servers, primary and secondary name servers, and when a name server
is authoritative. In the 70-646 exam, you are likely to be tested on infrastructure plan-
ning considerations rather than on single-site setup. For example, if you are specifying the
DNS servers used by clients via DHCP, would you specify that branch office computers use
branch office DNS as the primary and the head office DNS as the secondary? Bear in mind
that local DNS is typically primary and authoritative.
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NOTE FILE-BACKED DNS SERVERS

A file-backed DNS server is a DNS server that is not integrated with AD DS. You can

install file-backed DNS servers on any stand-alone computer on your network. Typically,
file-backed DNS servers are used in peripheral zones where the use of member servers
(and especially domain controllers) could be seen as a security risk. File-backed servers
typically contain standard primary or secondary zones, although they can also contain stub
zones or can be caching-only servers that do not hold any DNS zones, but instead cache
name resolution records.

MORE INFO DETERMINING THE NUMBER OF DNS SERVERS REQUIRED
AND DETERMINING THEIR PLACEMENT

For more information about how you should determine the number of DNS servers
required and how you should plan their placement, see http://technet.microsoft.com/
en-us/library/cc732715.aspx.

Windows Server 2008 and Windows Server 2008 R2 DNS
Compliance

T he DNS Server role in Windows Server 2008 and Windows Server 2008 R2
complies with all RFCs that define and standardize the DNS protocol. It uses
standard DNS data file and resource record formats and can work successfully with
most other DNS server implementations, such as DNS implementations that use the
BIND software. Windows Server 2008 DNS and Windows Server 2008 R2 DNS are
fully compliant with the dynamic update protocol defined in RFC 2136.

Configuring Windows Server 2008 and Windows
Server 2008 R2 DNS

Close integration with other Windows services, including AD DS, WINS (if enabled),

and DHCP and DHCPv6, ensures that Windows Server 2008 DDNS requires little or no manual
configuration. Computers that run the DNS Client service register their host names and IPv4
and IPv6 addresses (although not link-local IPv6 addresses) dynamically. You can configure
the DNS Server and DNS Client services to perform secure dynamic updates. This ensures that
only authenticated users with the appropriate rights can update resource records on the DNS
server. Figure 2-11 shows a zone being configured to allow only secure dynamic updates.

MORE INFO DYNAMIC UPDATE PROTOCOL

For more information about the dynamic update protocol, see http://www.ietf.org/rfc/
rfc2136.txt and http://www.ietf.org/rfc/rfc3007.
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FIGURE 2-11 Allowing only secure dynamic updates

MORE INFO DEPLOYING SECURE DNS

For more information about deploying secure DNS, see http://technet.microsoft.com/
en-us/library/cc772661(WS.10).aspx.

NOTE SECURE DYNAMIC UPDATES

Secure dynamic updates are available only for zones that are integrated with AD DS.

Using Stub Zones

A stub zone is a zone copy that contains only the resource records necessary to identify the
authoritative DNS servers for that zone. Stub zones ensure that DNS servers hosting parent
zones can determine authoritative DNS servers for child zones, thus helping to maintain
efficient DNS name resolution. Figure 2-12 shows a stub zone specified in the New Zone
Wizard.

You can use stub zones when name servers in the target zone are in transition—for
example, if part of or all the company network is undergoing IP address transition and
resolution of names is problematic. For example Contoso, Ltd. recently acquired the sales
organization Litware, Inc. Contoso has a Windows Server 2008 R2 domain. Litware has
a Windows 2000 Server mixed-mode domain and, for historical reasons, uses stand-alone
Microsoft Windows NT 4.0 DNS servers and BIND servers for name resolution. Contoso
has decided that the Litware name will no longer be used and the Litware organization will
instead be the Contoso sales division, with a subdomain sales.contoso.com. You are currently
planning to configure the new sales.contoso.com subdomain with a new name resolution
and an IP addressing structure that complies with Contoso’s policy.
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New Zone Wizard : x|

Zone Type
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 Primary zone
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" Secondary zone
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& Stub zone
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authoritative For that zone,

[¥ Store the zone in Active Directary (available only IF DN server is a writeable domain
cantraller)

< Back I ek = I Cancel

FIGURE 2-12 Creating a stub zone

In this case, your plan would include a stub zone in the Contoso AD DS domain
contoso.com that contains resource records that identify the authoritative DNS servers for
the sales.contoso.com subdomain. As the sales.contoso.com domain is implemented and the
names and IP addresses of its DNS servers change, the stub zone in the contoso.com domain
can be updated easily.

Stub zones are typically used to hold the records for DNS servers in delegated zones.
In this case, a name server (NS) record in the parent zone lists the name server that is
authoritative for the delegated zone. For example, the name server for the contoso.com zone
can delegate authority for the sales.contoso.com zone to a DNS server in that delegated
zone. You can use stub zones to keep delegated zone information current, improve name
resolution, and simplify DNS administration.

NOTE DELEGATION AND GLUE RECORDS IN WINDOWS SERVER 2008 AND WINDOWS
SERVER 2008 R2

The DNS Server role in Windows Server 2008 and Windows Server 2008 R2 automatically
adds delegation and glue records when you delegate a subdomain. Delegated name
servers are listed by name rather than by IP address. Thus, a resolving name server needs
to find out the IP address of the server to which it has been referred and must issue
another DNS request to do so. This can introduce a circular dependency, in which a name
server accesses an NS record that refers to itself. To prevent this from happening, the
name server providing the delegation can provide the IP address of the next name server.
This record is called a glue record.

DNS Forwarding

DNS servers to which other DNS servers forward requests are known as forwarders. If a DNS
server does not have an entry in its database for the remote host specified in a client request,
it can return the address of a DNS server more likely to have that information to the client,
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or it can query the other DNS server itself. This process takes place recursively until either the
client computer receives the IP address or the DNS server establishes that the queried name
cannot be resolved.

The Windows 2008 DNS Server service uses conditional forwarders to extend the standard
forwarder configuration. A conditional forwarder is a DNS server that forwards DNS queries
according to the DNS domain name in the query. For example, you can configure a DNS
server to forward all the queries that it receives for names ending with adatum.com to the
IP address of one or more specified DNS servers that are authoritative for the adatum.com
domain. This feature is particularly useful on enterprise extranets, where several organizations
and domains access the same private internetwork.

EXAM TIP

In Windows Server 2008 and Windows Server 2008 R2, conditional forwarding entries
can be stored in AD DS and configured to replicate to all DNS servers in the forest, all DNS
servers in the domain, or all domain controllers in the domain.

Figure 2-13 shows the dialog box used to create a conditional forwarder. You cannot
configure this on your test network unless you set up more than one DNS server.

New Conditional Forwarder

DMS Domain:

adatur.com

IP addresses of the master servers:

IF Address | Server FQDN | Validated | Delete

Fecl:0:0:fffe::5 |
U |
Bown |

™ store this conditional Forwarder in Active Directory, and replicate it as follows:

|n|| DS servers in this Forest j

Murnber of seconds before forward queries time out: I 5

The server FQDM will not be awvailable if the appropriate reverse lookup zanes and entries are not

configured,
Ok I Cancel

FIGURE 2-13 Specifying a conditional forwarder

Zone Replication

Windows Server 2008 and Windows Server 2008 R2 DNS zones are replicated between
DNS servers for failover and to improve DNS name resolution efficiency. Zone transfers
implement zone replication and synchronization. If you add a new DNS server to the network
and configure it as a secondary DNS server for an existing zone, it performs a full zone
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transfer to obtain a read-only copy of resource records for the zone. Any further changes

to the authoritative zone are replicated to the secondary zone. Windows Server 2003
introduced incremental zone replication, which replicates only changes to the authoritative
zone. Windows Server 2008 and Windows Server 2008 R2 support this functionality.

Prior to Windows Server 2003, a full zone transfer was required to replicate any changes

in the authoritative DNS zone to the secondary DNS server. Incremental transfer enables

a secondary server to pull only those zone changes that it needs to synchronize its copy

of the zone with its source zone, which can be either a primary or secondary copy of the zone
that is maintained by another DNS server.

You can allow zone transfers to any DNS server, to specified DNS servers only, and to
DNS servers listed on the Name Servers tab (any server that has registered an NS record).
Figure 2-14 shows a DNS zone configured to allow zone transfers to DNS servers listed on
the Name Servers tab.

| General I Start of Autharity [SOA] | Narme Servers I
wWiMS Zone Transfers | Secuiity

A zone transfer sends & copy of the zone to the servers that iequest a copy.

¥ Allow zone transfers:
 Toany server
& Only to servers listed on the Mame Servers tab

" Only to the following servers

|P Address | Server FODN

Edit |

To specily secondary servers to be notified of zone Hatify... |
updates, click Motify.

ak. I Cancel | Apply | Help |

FIGURE 2-14 Configuring zone transfer

DNS Records

As an experienced network professional, you should be familiar with standard DNS record
types, such as IPv4 host (A), SOA, PTR, CNAME, NS, MX, SRV, and so on. You might use other
DNS record types, such as Andrew File System Database (AFSDB) and Asynchronous Transfer
Mode (ATM) address, if you are configuring compatibility with non-Windows DNS systems.
Figure 2-15 shows some of the record types available in Windows Server 2008 and Windows
Server 2008 R2 DNS. If you need to create an IPv6 record for a client that cannot register
itself with AD DS, you need to create an AAAA (quad-A) record manually.
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FIGURE 2-15 DNS record types

Administering DNS

You can use the DNS Manager MMC snap-in GUI to manage and configure the DNS Server
service. Windows Server 2008 and Windows Server 2008 R2 also provide configuration
wizards for performing common server administration tasks. Figure 2-16 shows the DNS
Manager tool and also displays IPv4 and IPv6 host records dynamically registered in DNS.

& DNS Manager o [ 4]

File  Action Yiew Help

e REEIHR a6

g;_.‘ D_NS hame | Tvpe | Data
B § van-Dct (2] _msdcs
Global Logs [ _sites

=[] Forward Lookup Zones [ tep
=1 _msdes.Adatum.com | 7= udp

= [ DomainDnsZones
= [ ForestDnsZanes
j _:Lt:s Q (same as parent folder) Start af Autharity {SO4) [882], van-dcl.adaturn,com
B _udp Q (same as parent folder) Mame Server (N5) wan-dc1.adatum. com,
B BomainDnsZDnes Q(same as parent folder) Host (A) 10.10.0.50
[ ForestDnsZanes =] (same as parent: folder) Hosk (A} 10,10.0.10
] Reverse Lookup Zones Q van-dcl Host () 10.10.0,50
] Conditional Farwarders Elvaresra Host {4) 10.10.0.20

FIGURE 2-16 DNS Manager

Windows Server 2008 and Windows Server 2008 R2 provide command-line tools that help
you better manage and support DNS servers and clients on your network. You can use the
dnscmd tool to configure and administer both IPv4 and IPv6 records and to create reverse
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lookup zones. Figure 2-17 lists the command-line switches that you can use with this tool.
Typically, you need to run the Command Prompt as an administrator to use the dnscmd tool.

rator: Command Prompt

C:xWindowsssystem32>dnscnd-help
Uzage: DnsCmd <ServerMame> <{Command> [{Command Parameters>]

<ServerName>:
address or host name remote or local DNE sewver

- DNS server on local machine
<Command>:

#Info Get server information

#Config Reset server or zone configuration

#EnumZones Enumerate =zones

#Btatistics Querysclear server statistics data

#GlearCache Glear DNS server cache

sWriteBackFiles Write back all zone owr root-hint datafile(s)>

sStartScavenging Initiates server scavenging

sIplalidate Ualidate remote DNS servers

sResetListenfAddresses Set server IP address{es? to serve DNE reguests

+ResetForwarders Set DME servers to forward recursive gueries to

#Zonelnfo Uiew zone information

#ZoneAdd Create a new zone on the DNS server

sZoneDelete Delete a zone from DNS server or DS

#ZonePause Pause a zone

~ZoneResume Resume a zone

#ZoneReload Reload zone from its database (file ow DS

sZoneWriteBack rite back zone to file

#ZoneRefresh ce refresh of secondary zone from master

sZonelpdateFromDs date a DS integrated zone hy data from DS

#ZonePrint izsplay all records in the =zone

sZoneResetT Change zone

FIGURE 2-17 The dnscmd tool

You can use the ipconfig command to view interface adapter configurations. You can also
release IPv4 and IPv6 configurations by using ipconfig /release and ipconfig /releases,
respectively. Similarly, you can renew configurations with ipconfig /renew and
ipconfig /renewb. Although an ordinary user can use ipconfig and ipconfig /all to view
IP configuration, you typically need to run the Command Prompt as an administrator to use
the other switches provided with the ipconfig tool.

If a client sends a request to a DNS server and the remote host name cannot be resolved,
the DNS cache on the client stores the information that the resolution failed. This is known as
negative caching, and it is designed to prevent clients from continually accessing DNS servers
and attempting to resolve unresolvable host names. However, the disadvantage of using
negative caching is that if the remote host name cannot be resolved because of a server
problem and that problem is subsequently repaired, the client cannot obtain resolution for
that host name until the information that it is not resolvable is cleared from the cache. In
this situation, you can use ipconfig /flushdns on the client to clear the cache immediately.
Typically, the cache is refreshed every 15 minutes, so this problem will fix itself even if you
are not around to issue the command.

A new client on a network takes some time to register with dynamic DNS. You can
speed up this process by using the ipconfig /registerdns command. You can display DNS
information by using the ipconfig /displaydns command. The ipconfig commands that
display information can be run without elevated privileges, but the commands that configure
interfaces, release configuration, flush the cache, or register the client require you to run
the Command Prompt as an administrator. Figure 2-18 shows the command-line switches
available with the ipconfig command.
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Administrator: Command Prompt
IC:vWindows“system32>ipconfig ~7

USAGE:
ipconfig [“allcompartments] L[-? | ~all |

srenew [adapter] | srelease [adapter] |
srenewt [adapter] | /releaseb [adapter]
sflushdns | sdisplaydns | sregisterdns |
#showclassid adapter |
szetclassid adapter [classidl |

#showclassidé adapter |

ssetclassidé adapter [classidl 1

where
adapter Connection name
(wildcard characters * and ? allowed. see examples>

Options:
47

? Display this help message

<all Display full configuration information.

/release Release the IPv4 address for the specified adapter.
sreleaszeb Releasze the IPv6 address for the specified adapter.
ArEnev Renew the IPuv4 address for the specified adapter.
Sreneub Renew the IPub address for the specified adapter.

/f lushdns Purges the DNS Resolver cache.

sregisterdns Refresheszs all DHCFP leases and re—registers DNS names
sdisplaydns Display the contents of the DHNS Resolver Cache.
sshouclassid Displays all the dhcp class IDs allowed for adapter.
/setclassid Modifies the dhcp class id.

sshouclasside Displays all the IPuf DHCP class IDs allowed for adapter

s/setclassidb Modifies

FIGURE 2-18 The ipconfig tool

¥ Quick Check
1. What CLI tool can you use to create reverse lookup zones?

2. What CLI commands release and renew nonstatic IPv6 configurations?

Quick Check Answers
1. dnscmd

2. ipconfig /release6 and ipconfig /renew6

If a client cannot obtain remote host name resolution from a DNS server and you have
used the ping command to ensure that you have network connectivity between the server
and the host, you can use nslookup to check whether the server is providing a DNS service.
If, for example, you enter the nslookup VAN-DC1 command from the VAN-SRV1 client on your
test network, this tests connectivity to the VAN-DCl.adatum.com server. You can issue the
command nslookup adatum.com from the same client, and it will return the IPv4 addresses of
DNS servers on the adatum.com domain.

If you enter nslookup on VAN-SRV1 and then enter 1s -d adatum.com at the nslookup>
prompt, this lists all the DNS records in the adatum.com domain, as shown in Figure 2-19.

NOTE NSLOOKUP LS ID <DOMAIN>

The nslookup 1s -d <domain> command does not work unless you have enabled zone
transfer (see Figure 2-14, earlier in this lesson), even if you run it on a DNS server that
hosts the domain. If you cannot get this to work, try selecting To Any Server on the Zone
Transfers tab, but be aware that doing so compromises your security.
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> 1s —d adatum.com
[UnKnown]
adatum.co van—dcl.adatum.com hostmaster.adatum.com.
<882 988 SBB 86408 3608>
ELERST T A 10.10.60.50
adatum.com. 18.18.68.18
adatum.com. NS van—dcl.adatum.com
_msdcs NS van—dcl.adatum.com
_gc._tcp.Default-First—-Site—Mame._sites SRU priority=0,. weight=100. port=326
8. van—dcl.adatum.com

erberos._tcp.Default-First-Site—-Mame._sites SRU priority=0. weight=108. po
rt=B8. van—dcl.adatum.com
_ldap._tcp.Default-First—8ite—Mame._sites SRU priority=0,. weight=108. port=3
82, van—dcl.adatum.com

SRU priority=0,. weight=108. port=3268. van-dc

_kerberos._tcp SRU priority=0,. weight=108. port=88. van-dcl.
adatum.com
_kpasswd._tcp SRU priority=0,. weight=1608. port=464. van—dcl

.adatum.com
SRU priority=0,. weight=108. port=38%. van—dcl

_kerberos._udp SRU priority=0,. weight=108. port=88. van-dcl.
adatum.com
_kpasswd._udp SRU priority=0,. weight=1608. port=464. van—dcl
.adatum.com
DomainDnsZones A 10.10.60.50
DomainDnsZones ;] 18.10.68.18
_ldap._tcp.Default-First—8ite—Mame._sites.DomainDnsZones SRU priority=0. weil
ght=188, port=38%. van—dcl.adatum.com
_ldap._tcp.DomainDnsZones SRU priority=0,. weight=108. port=38%. van—dcl
.adatum.com
ForestDnsZones A 10.10.60.50
ForestDnsZones ;] 18.16.68.18
_ldap._tcp.Default-First—8ite—Mame._sites.ForestDnsZones SRU priority=0. weil

=: po 8%, van—dcl.adatum.com

_tcp.ForestDnsZones SRU priority=0,. weight=1608. port=38?. van—dcl

1A.1A.0.50

FIGURE 2-19 DNS records in the adatum.com domain

A list of nslookup commands is shown in Figure 2-20.

Command Prompt - nslookup

Commands = (1dent1f13}s are shown in uppercase, [] means optional)
NAME print info about the hostr/domain NAME using default server
NAMEL NRHEZ — as _ahove, but use NAMEZ as server
help or ¥ — print info on common commands
set OPTION — set an option
all print options, current server and host
L[no ldebug print debugging information
[nold2 print exhaustive debugging information
[noldefname append domain name to each guery
[nolrecurse ask for recursive answer to query
[nolsearch use domain search list
[noluc aluays use a virtuwual circuit
domain=NAME et default domain name to NAME
sprchlist N1[/N2/.../N6] — get domain to N1 and search list to N1,.N2, etc.
root=NAME set root server to NAME
retry=K set numbher of retries to X

t1meout =% set initial time—out interval to X seconds
pe =K zet gquery type C(ex. A, AAAA.A+AAAA.AMNY, CHNAME.MX NS, PTR.
S0A . SRU)
gquerytype =¥ -
class=H — set gquery class (ex. IN {Internet>. ANY>

same as type

[noImssf use MS fast zone transfer

ixfruer=H — current version to use in IHFR transfer regquest
zerver MAME — zet default server to NAME, using current default server
lserver MNAME - get default server to MAME, using initial server
root et current default server to the root
1s [opt] DOMAIN [) FILE]l — list addresses in DOMAIMN (optional: output to FILE>

— 1list canonical names and aliases

d — list all records

-t TYPE — 1list wrecords of the given RFC record type C(ex. A, CHAME.MX_NS.
PTR etc.>
view FILE — zort an 'ls’ output file and view it with pg
exit — exit the program

FIGURE 2-20 NsTlookup commands

The netsh interface ipv6 show dnsservers command displays IPv6 DNS configurations

and also indicates which DNS server addresses are statically configured.
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Using New DNS Features and Enhancements
The Windows Server 2008 DNS Server role provides the following new or enhanced features:

m Support for read-only domain controllers (RODCs) The Windows Server 2008 DNS
Server role provides primary read-only zones on RODCs. A DNS zone on an RODC is
authoritative, but it is not updated dynamically whenever a new network entity (client,
server, network printer, or network projector) is added to the domain. If a network
entity is added on the same site as an RODC, the RODC can pull its corresponding DNS
records from a writable domain controller, provided the writable domain controller is
configured to allow this. This enables name resolution to be performed locally on a site
rather than over a WAN.

MORE INFO RODCS

For more information about RODCs, go to http://technet.microsoft.com/en-us/library/
cc772234(WS.10).aspx.

® Background zone loading Loading DNS zone data is a background operation in
Windows Server 2008 and Windows Server 2008 R2. If you need to restart a DNS
server that hosts one or more large DNS zones that are stored in AD DS, the server is
able to respond to client queries more quickly because it does not need to wait until all
zone data is loaded.

= Global single names The GlobalNames DNS zone provides single-label name
resolution for large enterprise networks that do not deploy WINS. This zone is used
when it is impractical to use DNS name suffixes to provide single-label name resolution.

m IPv6 support The Windows Server 2008 DNS Server role fully supports IPv6 addresses.
It implements AAAA and IP6 records and supports IPv6 reverse lookup zones.

Supporting RODCs

An RODC provides a shadow copy of a domain controller and cannot be configured directly.
This makes it less vulnerable to attack. Microsoft advises using RODCs in locations where
you cannot guarantee the physical security of a domain controller. You can delegate RODC
configuration to non-administrative accounts and do not need to have domain or enterprise
administrators working at branch offices.

Windows Server 2008 and Windows Server 2008 R2 support primary read-only
authoritative zones (sometimes called branch office zones). When a Windows Server 2008
or Windows Server 2008 R2 server is configured as an RODC, it replicates a read-only copy
of all AD DS partitions that DNS uses, including the domain partition, ForestDNSZones,
and DomainDNSZones. A user with the appropriate permissions can view the contents of
a primary read-only zone but cannot change its contents. The contents of a read-only zone
in an RODC change only when the DNS zone on the master domain controller changes
and the master domain controller is configured to allow the RODC to pull these changes.
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Background Zone Loading

In a large organization with large Windows Server 2003 (or earlier) zones that store DNS
data in AD DS, restarting a DNS server can take considerable time. The DNS server needs
to retrieve zone data from AD DS and is unavailable to service client requests while this is
happening.

In Windows Server 2008 and Windows Server 2008 R2, DNS addresses this situation
through background zone loading. A Windows Server 2008 or Windows Server 2008 R2 DNS
server loads zone data from AD DS in the background, and it can respond almost immediately
to client requests when it restarts instead of waiting until its zones are fully loaded. Also,
because zone data is stored in AD DS rather than in a file, that data can be accessed
asynchronously and immediately when a query is received. File-based zone data can be
accessed only through a sequential file read, and it takes longer to access than data in AD DS.

When the DNS server starts, it identifies all zones to be loaded, loads root hints from files
or AD DS storage, loads any file-backed zones, and starts to respond to queries and remote
procedure calls (RPCs) while using background processes (additional processor threads) to
load zones that are stored in AD DS.

If a DNS client requests data for a host in a zone that has already been loaded, the DNS

server responds as required. If the request is for information that has not yet been loaded into
memory, the DNS server reads the required data from AD DS so that the request can be met.

When you are planning your name resolution infrastructure, you should have more than
one DNS server servicing name resolution requests. Typically, all domain controllers (writable
and RODC) in an AD DS domain host AD DS—integrated DNS zones. Both AD DS—-integrated
and standard primary zones can use secondary zones for load sharing and failover. Secondary
DNS servers are good candidates for virtualization. If a primary server is rebooting, DNS
requests are normally answered by other AD DS—integrated DNS servers or by secondary
servers. The effect of background loading in this situation is that a rebooted DNS server
comes online more quickly to share the load of satisfying client requests.

( Quick Check

m What DNS record enables a host name to be resolved to an IPv6 address?

Quick Check Answer
m AAAA

Using the GlobalNames DNS Zone for Single-Label
Name Resolution

WINS uses NetBT, which Microsoft describes as approaching obsolescence and is not
supported by IPv6. Nevertheless, NetBT provides static, global records with single-label
names and is still widely used. Windows Server 2008 DNS introduced the GlobalNames zone
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to hold single-label names and provide support for older networks that previously used
WINS for NetBIOS name resolution. Windows Server 2008 R2 uses the GlobalNames zone for
the same purpose.

Typically, the replication scope of this zone is the entire forest, which ensures that the
zone can provide single-label names that are unique in the forest. The GlobalNames zone
also supports single-label name resolution throughout an organization that contains multiple
forests—provided that you use Service Location (SRV) resource records to publish the
GlobalNames zone location. This enables organizations to disable WINS and NetBT, which will
probably not be supported in future Windows Server releases. You need to keep this in mind
when planning changes in your name resolution structure and deciding whether to retain
WINS. If you can disable NetBT, this reduces the attack surface of your servers and makes
them less vulnerable to malicious users.

The GlobalNames zone provides single-label name resolution for a limited set of host
names, which typically are centrally managed corporate servers and websites, and is not used
for peer-to-peer name resolution. Client workstation name resolution and dynamic updates
are not supported. Instead, GlobalNames zone holds CNAME resource records to map
a single-label name to an FQDN. In networks that are currently using WINS, the GlobalNames
zone usually contains resource records for centrally managed names that are already statically
configured on the WINS server.

Microsoft recommends that you integrate the GlobalNames zone with AD DS and that
you configure each authoritative DNS server with a local copy of the GlobalNames zone. This
provides maximum performance and scalability. AD DS integration of the GlobalNames zone
is required to support deployment of the GlobalNames zone across multiple forests.

NOTE ENABLING A DNS SERVER TO SUPPORT GLOBALNAMES ZONES

The /config switch in the dnscmd command-line tool enables a DNS server to support
GlobalNames zones.

EXAM TIP

Unlike WINS, GlobalNames zone functionality does not permit host name entries to be
registered dynamically. All host name entries in the GlobalNames zone must be created
manually.

Planning WINS Replication for Older Networks

You may need to support older networks, such as Windows NT 4.0 domains. Therefore, you
need to know how to support WINS and include it in your planning and design process.

The major planning and design decision that you need to make when planning WINS services
concerns which WINS replication topology to use. You might not have looked at WINS for
some time, and therefore this section includes some basic information as a review.
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WINS database replication occurs whenever the WINS database changes on any WINS
server, such as when a NetBIOS name is released. WINS replication enables a WINS server to
resolve NetBIOS names of hosts registered with other WINS servers. To replicate database
entries, each WINS server must be configured as either a pull or a push partner with at least
one other WINS server.

A push partner sends a message to its pull partners notifying them when its WINS
database has changed. When a WINS server’s pull partners respond to the message with
a replication request, the WINS server pushes a copy of its new database entries to its pull
partners. A pull partner is a WINS server that requests new database entries from its push
partners by requesting entries with a higher version number than the entries it received
during the last replication.

Push replication occurs when a specified number of updates to the WINS database have
occurred, and it works best when you have fast links between your WINS servers that can
support a high bandwidth. You can configure pull replication to occur at specific intervals,
and you can control the replication traffic by adjusting the bandwidth. Pull replication is used
between sites connected by slow WAN links. To replicate database entries in both directions
configures each server to be both a push partner and a pull partner. Every WINS server
must be both a push partner and a pull partner (but not necessarily with each other) for the
replication to complete.

EXAM TIP

Push replication occurs when a specified number of updated WINS database entries is
reached. Pull replication can be configured to occur at specific intervals.

How you plan your WINS replication topology primarily depends on the network topology
and disaster recovery requirements in your organization. The following WINS replication
topologies are available:

m Centralized WINS topology This topology uses a single centralized high availability
WINS server or WINS server cluster. Centralized WINS topology simplifies deployment
and maintenance. No server-to-server replication overhead exists, and all clients are
configured with the same WINS server address. Fault tolerance can be achieved by
using clustering. If, however, the shared cluster database is corrupted, it needs to be
restored from backup. No WINS replication occurs in this topology. Centralized WINS
topology does not provide WINS database fault tolerance.

m  Full-mesh WINS topology This topology is a distributed WINS design with multiple
WINS servers or clusters deployed across the enterprise. You need to plan WINS
replication to ensure synchronization of the WINS database between all WINS servers.
All WINS servers replicate with all other WINS servers. You can configure replication
manually or through use of the WINS autodiscovery (automatic partner configuration)
feature. In a full-mesh WINS topology, some clients can be configured to use one
WINS server as the primary, and the remaining clients can use another WINS server,
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which allows you to implement load balancing. Full-mesh WINS topology is typically
used when the network topology consists of multiple data centers and remote offices.
Each WINS server replicates with every other WINS server in this topology, which
causes a significant amount of network traffic. This topology can introduce security
risks and requires more management and support than other technologies. The
full-mesh WINS topology is illustrated in Figure 2-21.

\UBANNY

FIGURE 2-21 Full-mesh WINS topology

Ring WINS topology This topology is a distributed WINS design in which each WINS
server replicates with a specific neighboring partner, forming a circle. This topology
needs to be created manually because relationships between each server must be
determined and configured by a WINS administrator. A ring WINS topology is easier
to maintain than a full-mesh WINS topology, and you can provision for load balancing
by distributing your clients across WINS servers. However, troubleshooting is more
difficult in a ring WINS topology, and the convergence time, which is the time it takes
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for a database change to replicate to all WINS servers, is longer because updates are
passed sequentially from server to server. The ring WINS topology is illustrated in
Figure 2-22.

FIGURE 2-22 Ring WINS topology

Hub-and-spoke WINS topology This topology is a distributed WINS design in
which a central WINS server is designated as the hub and additional WINS servers
replicate with the hub only in the site where they are located. A hub-and-spoke WINS
topology provides for efficient convergence, simple management, and allows you to
provision for load balancing. It is typically used when the network topology consists
of a central data center and multiple remote offices or branch offices. The central
data center typically provides name resolution for the majority of the computers on
the network, and the branch offices provide name resolution for local computers.
The hub-and-spoke WINS topology is illustrated in Figure 2-23.
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FIGURE 2-23 Hub-and-spoke WINS topology

When you have planned your WINS replication topology, you can determine the number
of WINS servers required. This depends on the number of clients that need WINS name
resolution services and on the available bandwidth for client name queries and registrations
and server-to-server replication between sites. As a guideline, there should be one WINS
server for every 10,000 clients, with a minimum of two WINS servers to provide redundancy
in sites that require highly available WINS services.

Supporting IPv6 Addresses

Windows Server 2008 DNS and Windows Server 2008 R2 DNS support IPv6 addresses as
fully as they support IPv4 addresses. IPv6 addresses register dynamically, and you can create
an AAAA record for any computer on the network whose operating system does not support
dynamic registration. You can also create IPv6 reverse lookup zones. You configure an AAAA
record and create an IPv6 reverse lookup zone in the practice later in this chapter.
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MORE INFO 1PV6 REVERSE LOOKUP ZONES

For more information about IPv6 reverse lookup zones and additional information
about a wide range of IPv6 topics, see http://www.microsoft.com/technet/network/ipv6/
ipv6faq.mspx.

The dnscmd command-line tool accepts addresses in both IPv4 and IPv6 format. Windows
Server 2008 and Windows Server 2008 R2 DNS servers can send recursive queries to
IPv6-only servers, and a DNS server forwarder list can contain both IPv4 and IPv6 addresses.
DHCP clients can register IPv6 addresses in addition to (or instead of) IPv4 addresses.
Windows Server 2008 and Windows Server 2008 R2 DNS servers support the ip6.arpa domain
namespace for reverse mapping.

( Quick Check

m  What feature in Windows Server 2008 DNS and Windows Server 2008 DNS helps
organizations phase out WINS and NetBT?

Quick Check Answer

m The GlobalNames zone

Planning a DNS Infrastructure

As a network professional, you will almost certainly know that in a dynamic DNS system, most
hosts and servers register their host (A) records automatically, and you can configure DHCP
to create DNS records when it allocates configurations. Compared to older static DNS, where
records needed to be added manually (unless DNS was integrated with WINS), DDNS requires
very little manual configuration. You have probably created IPv4 reverse lookup zones. In the
practice later in this chapter, you create an IPv6 reverse lookup zone.

However, you might not have experience planning a DNS infrastructure. As you advance
in your chosen profession, you will discover that planning takes up much of your time. You
therefore need to consider the process of planning a DNS infrastructure.

Planning a DNS Namespace

Planning and defining a DNS namespace is typically a task for a senior administrator. You
need to know the options available so that you can plan and implement enterprise-level
decisions more efficiently.

If you use a DNS namespace only for internal purposes, the name does not need to conform
to the standard defined in RFC 1123, "Requirements for Internet Hosts—Application and
Support,” RFC 2181, “Clarifications to the DNS Specification,” and the character set specified
in RFC2044, "UTF-8, A Transformation Format of Unicode and ISO 10646." For example,

a namespace such as contoso.internal could be used internally.
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However, when you specify a corporate namespace to be used on the Internet, it
needs to be registered with the appropriate authority and conform to the relevant RFC
standards. Examples of corporate namespaces are treyresearch.com and tailspintoys.co.uk.
Most organizations have both a private and a public network. You can implement the DNS
infrastructure by using one of the following schemes:

m Use separate namespaces for your external and internal namespaces, such as
tailspintoys.com and tailspintoys.private. This improves security by isolating the two
namespaces from each other and preventing internal resources from being exposed
directly to the Internet. Zone transfers do not need to be performed between the two
namespaces, and the existing DNS namespace remains unchanged.

m  Use a corporate namespace for both the internal and external (Internet) portions
of your network. This configuration is straightforward to implement and provides
access to both internal and external resources. However, you need to ensure that the
appropriate records are being stored on the internal and external DNS servers and that
the security of your internal network is protected.

NOTE INTERNAL USERS NEEDING TO ACCESS EXTERNAL RESOURCES

Using a single corporate namespace presents a challenge when internal users require
name resolution for publically accessible resources, because the external DNS zone

is not configured to resolve internal resources. This challenge can be overcome by
duplicating the external zone on internal DNS servers for clients to resolve resources.
You can also configure split DNS, which is discussed later in this lesson.

EXAM TIP

S/

Using the same namespace internally and externally requires duplicating the external
zone on internal DNS servers for clients to resolve external resources.

m Use delegated namespaces to identify your organization’s internal network. For
example, Trey Research could have the public namespace treyresearch.com and the
private namespace intranet.treyresearch.com. This fits neatly with AD DS structure
and is implemented easily if you use AD DS—integrated DNS. You need to ensure that
internal clients can resolve external namespace addresses, but external clients cannot
resolve internal namespace addresses. All internal domain data is isolated in the
domain tree and requires its own DNS server infrastructure. An internal DNS server
will forward requests for an external namespace address to an external DNS server.
The disadvantage of namespace delegation is that FQDNs can become quite long.
The maximum length of an FQDN is 255 bytes. FQDNs for domain controllers are
limited to 155 bytes.

AD DS—integrated DNS provides several advantages and should always be considered as
an option when you are planning you organization’s DNS structure. Not the least of these
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advantages is that DNS zone information is replicated automatically with other AS DS
information through distributed file system replication (DFSR). You can implement RODCs
that hold authoritative read-only DNS zones and provide secure local name resolution

in branch offices where the physical security of servers cannot be guaranteed. You can
implement secondary DNS zones on Windows DNS or BIND servers that need not be
part of the AD DS structure. For example, DNS servers on peripheral zones are frequently
stand-alone servers.

How you implement AD DS on your network plays a critical role in determining how
domains should be created and nested within each other. Your zone structure typically
mirrors your AD DS domain structure, although this is not compulsory. You can create
delegated zones easily. For example, you could use engineering.tailspintoys.com rather than
tailspintoys.com/engineering.

You can partition your DNS namespace by geographical location, by department, or by
both. For example, if Tailspin Toys has several locations but only a single Human Resources
department located at central office, you could use the namespace hr.tailspintoys.com. If
Contoso, Ltd. has a main office in Denver and manufacturing facilities in Boston and Dallas,
you could configure namespaces denver.contosos.com, boston.contoso.com, and dallas.
contoso.com. You can combine both systems, such as maintenance.dallas.contoso.com. If
you are concerned that the design implements too many hierarchical levels, you can choose
instead to use AD DS organizational units (OUs), such as dallas.contoso.com/maintenance.

Using Split DNS

In a split DNS infrastructure, you create two zones on two separate name servers for the same
domain. The zones have the same name, such as contoso.com. Internal network clients use
one of the zones, and external network clients use the other. You require at least two name
servers because a single name server cannot host two different zones with the same name.

The zone used by external clients resolves host names to public IP addresses. For example,
the zone database on the external zone for contoso.com could contain the DNS records
shown in Table 2-2.

TABLE 2-2 DNS Records for the External Contoso.com Zone

HOST NAME RECORD TYPE RESOLVES TO
WwWw A 207.46.232.182
ftp A 207.46.232.184
mail A 207.46.232.186
- MX mail.corp.net

The zone used by internal clients resolves host names to private IP addresses and provides
aliases for the external host names. The zone database on the internal zone for contoso.com
could contain the DNS records shown in Table 2-3.
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TABLE 2-3 DNS Records for the Internal Contoso.com Zone

HOST NAME RECORD TYPE RESOLVES TO

www CNAME webserver.corp.net
ftp CNAME ftpserver.corp.net
mail CNAME exchange.corp.net
exchange A 10.0.0.25
webserver A 10.0.0.27

ftpserver A 10.0.0.29

When external network clients resolve the name www.contoso.com, they obtain the
external IP address of the web server, 207.46.232.182, which is required. External network
clients should not receive the private IP address of the server on the internal network.

When internal network clients access www.contoso.com, they connect to the server
webserver using the internal, private IP address 10.0.0.27. The CNAME record for www resolves
to the Host (A) record of webserver.contoso.com, and requests are forwarded to 10.0.0.27. You
also need to configure the Internet Security and Acceleration (ISA) server on your network to
support split DNS, but ISA server configuration is beyond the scope of this book.

Planning DNS Forwarding

A DNS forwarder accepts forwarded recursive lookups from another DNS server and then
resolves the request for that DNS server. For example, a local DNS server can forward DNS
queries to a central DNS server that is authoritative for an internal DNS zone. If the forwarding
server does not receive a valid resolution from the server to which it forwards the request, it
attempts to resolve the request itself unless it is a subordinate server. Subordinate servers do not
try to resolve a resolution request if they do not receive a valid response to a forwarded DNS
request. Typically, subordinate servers are used in conjunction with secure Internet connections.

Windows Server 2003 introduced conditional forwarding, described earlier in this lesson,
which can be used in Windows Server 2008 and Windows Server 2008 R2. You should plan
to use conditional forwarders if, for example, you want requests made for internal name
resolution to be forwarded to a master DNS server that stores internal DNS zones, and you
want name resolution requests for Internet domains to be sent to the Internet, where they
can be satisfied through recursion. You can also use conditional forwarding on an extranet
where resolution requests that specify domains in the extranet can be sent to DNS servers
authoritative for the DNS zone corresponding to the domain; and requests for the resolution
of names external to the extranet can be sent to the Internet for recursive resolution.

EXAM TIP

Forwarding DNS requests requires that the DNS server be capable of making recursive
queries. Exam answers that suggest that you should configure forwarding and disable
recursion can be discarded as incorrect.
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A typical DNS forwarding scenario could specify a DNS server that is permitted to forward
queries to DNS servers outside the corporate firewall. This implementation allows the firewall
to be configured to allow DNS traffic only from this specific DNS server, and to allow only
valid replies back to the DNS server to enter the protected network. By using this approach,
all other DNS traffic—both inbound and outbound—can be dropped at the firewall. This
improves the overall security of the network and the DNS service.

Planning the Zone Type

AD DS networks typically use AD DS—integrated zones for internal name resolution. In this
case, DNS zone information is held on writable domain controllers in the domain (usually all
the writable domain controllers). This gives the advantages of DFSR, failover if one domain
controller goes down, and increased availability through a multimaster arrangement. Standard
primary zones installed on Windows stand-alone servers can be used where a writable DNS
server is required but access to the AD DS database is seen as a security risk, such as in
peripheral zones. RODCs can be used where you want the advantages of AD DS—integrated
DNS but cannot guarantee the physical security of your servers, such as in branch offices.

Both AD DS-integrated and standard primary zones can provide zone information to
standard secondary DNS zones. In Windows Server 2008 and Windows Server 2008 R2
networks, secondary DNS zones can be implemented on member servers, stand-alone
servers, and RODCs. Locating a secondary DNS server at a remote location can improve
the speed of name resolution at that location significantly. Secondary zone servers increase
redundancy by providing name resolution even if the primary zone server is unresponsive,
and they reduce the load on primary servers by distributing name resolution requests among
more DNS servers. A secondary zone server does not need to be part of the AD DS domain
(except in the case of RODCs), and you can install secondary zones on non-Windows servers.
You can configure secondary zone servers on virtual machines.

As a network professional, you have probably configured the aging and scavenging
settings for DNS records, configured dynamic updates, specified zone replication scopes,
and configured zone transfers. However, it is one thing knowing how to configure these
settings. It is quite another to plan your zones and decide what the optimum settings are for
your name resolution structure. This is a job for the senior administrator.

¥ Quick Check

m  What type of record in a stub zone can prevent circular dependency by ensuring
that the name server providing the delegation can provide the IP address of the
next name server?

Quick Check Answer

m A glue record

If large numbers of stale resource records remain in zones, they take up server disk
space and cause unnecessarily long zone transfers. DNS servers that load zones containing
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stale resource records risk using outdated information to answer client queries, potentially
causing name resolution problems. DNS servers and zones can be configured to scavenge
stale resource records within a period of time. In environments where resource records can
become stale, you need to ensure that you enable the scavenging of these records.

The design of aging and scavenging settings is dependent on your name resolution traffic
and upon how often your network changes. A network that is reasonably stable with few
stations being added or removed can probably be configured with long aging settings and
less frequent scavenging cycles than a more dynamic environment can. Frequent scavenging
and short aging periods can increase your network traffic.

DNS zones can also be configured to allow or disallow dynamic updates, although it is
unusual for dynamic updates to be disallowed in modern networks. AD DS—integrated zones
can also be configured to allow secure dynamic updates only. Secure dynamic updates,
discussed earlier in this lesson, are strongly recommended because they ensure that only
authorized changes are made to DNS data.

') EXAM TIP

=~ Only AD DS-integrated zones support secure dynamic updates.

When you plan the replication scope of AD DS—integrated zones, you need to decide
whether the zone should be replicated to all DNS servers in the forest, all DNS servers in
the domain (the default), or all domain controllers in the domain. If you need to broaden
the replication scope, you can configure the zone to replicate to all DNS servers in the
forest. Replicating to all domain controllers in the domain is recommended only if you have
Windows 2000 Server domain controllers in your environment.

You can configure the primary name server, the refresh interval, and the minimum default
Time-To-Live (TTL) values for zone resource records in the zone's Start of Authority (SOA)
record. The TTL controls the minimum amount of time that clients, including other DNS servers,
cache resource records for the zone. If your environment is dynamic with frequent IP address
changes, you should plan to configure the minimum TTL to a low value, such as one day.

When planning DNS zones, you need to specify whether zone transfers are permitted,
and if so, to which servers. You can configure zone transfers to any server, to the name servers
listed on the Name Servers tab or the zone, or to a specific list of name servers.

Planning Root Hints

When you install a Windows Server 2008 or Windows Server 2008 R2 DNS server that has
access to the Internet, the server is configured with a list of root servers automatically.

If a DNS server receives a query for a DNS zone for which it is not authoritative, the server
will send a query to one of the root servers that initiates a series of queries until the name is
resolved. You can use root hints to prepare servers that are authoritative for non-root zones
so that they can discover authoritative servers that manage domains at a higher level or in
other subtrees of the DNS domain namespace.
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Root hints are essential for servers that are authoritative at lower levels of the namespace
when locating and finding other servers. By default, the DNS Server service implements root
hints by using a file named cache.dns that normally contains the NS and A resource records
for the Internet root servers. If, however, you are using the DNS Server service on a private
network, you should plan to edit or replace this file with similar records that point to your
own internal root DNS servers.

Planning to Integrate AD DS with an Existing DNS Infrastructure

Many large, multiple-site organizations already use one or more BIND servers. BIND provides
name resolution for UNIX systems or Internet name resolution for internal users. In this case,
Windows AD DS—integrated DNS needs to interoperate with the BIND DNS infrastructure.

Two options are available within the Windows Server 2008 and Windows Server 2008 R2
DNS infrastructures:

m You can use the existing DNS infrastructure to host the DNS zone for AD DS.
Potentially, this reduces hardware requirements and administrative effort. However,
this option can also mean that the DNS infrastructure is supported by a different team
than that which supports AD DS. As an enterprise administrator, one of your tasks is
to rationalize your support organization, and you or your line manager might find this
option unacceptable.

® You can deploy Windows Server 2008 or Windows Server 2008 R2 DNS and use
forwarders to integrate both DNS infrastructures. This can give you more flexibility
for DNS infrastructure design, DNS namespace design, and DNS administration
modeling. Windows-based DNS is required for AD DS—integrated zones and you can
use forwarders to provide interoperability between Windows Server 2008 or Windows
Server 2008 R2 DNS infrastructure and the existing DNS infrastructure. Windows
Server 2008 and Windows Server 2008 R2 DNS servers can forward any DNS queries
for records hosted on the existing DNS infrastructure to the existing DNS servers.

Figure 2-24 depicts the forwarding of DNS queries between a Windows Server 2008 DNS
infrastructure and a BIND DNS infrastructure.

fabrikam.com contoso.com

serverl.
fabrikam.com

fabrikam.com -> constoso.com
(forwarder)

serverl.contoso.com

windows BIND
Server 2008 contoso.com <- fabrikam.com DNS Server
DNS Server (forwarder)

web.contoso.com
UNIX Server

clientl.fabrikam.com
DNS Client

FIGURE 2-24 Forwarding DNS queries
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For example, Contoso, Ltd. has an existing BIND-based DNS infrastructure with a DNS
domain name of contoso.com. Contoso plans to deploy a new Windows Server 2008 R2
DNS infrastructure for AD DS with a DNS domain name of sales.contoso.com. A conditional
forwarding entry for contoso.com has been created on the Windows Server 2008 R2 DNS
server in the sales.contoso.com domain. A conditional forwarding entry for sales.contoso.com
has been created on a BIND-based DNS server in the contoso.com domain.

When a client in the sales.contoso.com domain needs to access a UNIX web server in the
contoso.com domain, it first queries its primary DNS server in the sales.contoso.com domain.
This server is not authoritative for the contoso.com zone, but it does have a conditional
forwarding entry for the contoso.com zone. Through the conditional forwarding entry on its
DNS server in the sales.contoso.com domain, it contacts the BIND-based DNS server in the
contoso.com domain to retrieve the name resolution for web.contoso.com.

Planning the GlobalNames Zone

To plan your GlobalNames zone design, you need to understand the deployment scenarios
in which a GlobalNames zone can be configured. You can deploy a GlobalNames zone in

a single-forest environment or a multiple-forest environment. A single-forest deployment
of a GlobalNames zone allows single-label name resolution through DNS using a single

AD DS-integrated GlobalNames zone. A multiple-forest deployment of a GlobalNames zone
allows single-label name resolution through DNS using an AD DS-integrated GlobalNames
zone for each forest within the multiple-forest environment.

You can adapt a single-forest GlobalNames zone deployment to meet an assortment
of single-label name resolution requirements in the following ways:

m  All domains and clients in a forest Microsoft recommends this scenario for
organizations that have a single forest and a small number of domains. Single-label
name resolution is provided to all domain-joined clients in the forest. In this scenario,
you need to ensure that all authoritative DNS servers in the forest are Windows Server
2008 or Windows Server 2008 R2 domain controllers. You then need to create an AD
DS—integrated GlobalNames zone on one DNS server in the forest and replicate this to
all domain controllers in the forest that are DNS servers. You then add CNAME records
for single-label names pointing to the FQDN of the resource servers.

= A multiple-forest GlobalNames zone This deployment scenario is recommended
for companies that have multiple domains and multiple forests. You can customize
a multiple-forest DNS server to meet diverse single-label name resolution
requirements for all domains and clients in all forests by ensuring that all authoritative
DNS servers in the forest are Windows Server 2008 or Windows Server 2008 R2 DNS
servers installed on domain controllers. You also need to ensure that GlobalNames
zone functionality has been enabled on each DNS server in the forest. You create an
AD DS-integrated GlobalNames zone on one DNS server in a forest and replicate the
GlobalNames zone to all domain controllers in the forest that are DNS servers. You
then add CNAME records for single-label names pointing to the FQDN of the resource

Lesson 2: Planning DNS 95



servers. In each of the other forests, you add SRV resource records pointing to each
remote domain controller DNS server that hosts a local copy of the GlobalNames zone
to the forest-wide __msdcs zone.

m A selected set of DNS Servers hosts the GlobalNames zone Microsoft recommends
this deployment scenario for companies that have multiple domains and multiple
forests but want to limit the GlobalNames zone to a selected set of DNS servers. This
deployment scenario provides single-label name resolution to all client computers in
the forests.

m Selected domains across a multiple forest Microsoft recommends this deployment
when you want to deploy a GlobalNames zone in a multiple-forest environment in
a set of selected domains as a pilot program.

Lesson Review

You can use the following questions to test your knowledge of the information in Lesson 2,
“Planning DNS.” The questions are also available on the Companion Media if you prefer to
review them in electronic form.

NOTE ANSWERS

Answers to these questions and explanations of why each answer choice is correct
or incorrect are located in the “Answers” section at the end of the book.

1. You want to create an IPv6 reverse lookup zone that holds PTR records for hosts with
IPv6 addresses in the fecO::eefd/64 subnet. Your DNS server is called DEN-DC1, and it
is also a domain controller. DNS on your domain is AD DS—integrated. You use Remote
Desktop to connect to DEN-DC1 and run the Command Prompt as an administrator.
What command do you enter to create the reverse lookup zone?

A. dnscmd den-dcl /ZoneAdd d.f.e.e.0.0.0.0.0.0.0.0.0.c.e.f.ip6.arpa /Primary

B. dnscmd den-dcl /ZoneAdd d.f.e.e.0.0.0.0.0.0.0.0.0.c.e.f.ip6.arpa /DsPrimary
C. dnscmd den-dcl /ZoneAdd d.f.e.e.0.0.0.0.0.0.0.0.0.c.e.f.in-addr.arpa /Primary
D. dnscmd den-dcl /ZoneAdd fecO::eefd/64.ip6.arpa /DsPrimary

2. You want to list all the DNS records in the adatum.internal domain. You connect to
the DNS server Edinburgh.adatum.internal by using Remote Desktop and open the
Command Prompt. You enter nslookup. At the nslookup> prompt, you enter Is —d
adatum.internal. An error message tells you that zone data cannot be loaded to that
computer. You know that all the DNS records in the domain exist on Edinburgh. Why
are they not displayed?

A. You have not configured the adatum.internal forward lookup zone to allow zone
transfers.

B. You need to run the Command Prompt as an administrator to use nslookup.
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C. You should have entered nslookup Is —d adatum.internal directly from the
Command Prompt. You cannot use the Is function from the nslookup> prompt.

D. You need to log on to the DNS server interactively to use nslookup. You cannot
use it over a Remote Desktop connection.

3. A user tries to access the company internal website from a client but cannot do so
because of a network problem. You fix the network problem, but the user still cannot
reach the website, although she can reach other websites. Users on other clients have
no problem reaching the internal website. How can you quickly resolve the situation?
A. Create a static host record for your local web server in DNS.

B. Run ipconfig /flushdns on the primary DNS server.
C. Runipconfig /registerdns on the user's computer.
D. Run ipconfig /flushdns on the user's computer.

4. Which WINS topology uses a distributed WINS design with multiple WINS servers
or clusters deployed across the enterprise and each server or cluster replicating with
every other server or cluster?

A. Centralized WINS topology

B. Full-mesh WINS topology

C. Ring WINS topology

D. Hub-and-spoke WINS topology

Lesson Summary

m The DNS Server role in Windows Server 2008 and Windows Server 2008 R2 complies
with all current standards and can work successfully with most other DNS server
implementations.

= Windows Server 2008 DNS and Windows Server 2008 R2 DNS are dynamic and
typically require very little static configuration. You can use the DNS Manager GUI or
CLI tools such as dnscmd, nslookup, ipconfig, and netsh to configure and manage DNS.

= Windows Server 2008 DNS and Windows Server 2008 R2 DNS functions include
background zone loading, support for RODCs, and the GlobalNames DNS zone.
Windows Server 2008 DNS and Windows Server 2008 R2 DNS fully support IPv6
forward lookup and reverse lookup zones.

= WINS resolves NetBIOS names to IP addresses. Windows Server 2008 and Windows
Server 2008 R2 support WINS to provide support for older networks. The GlobalNames
DNS zone provides single-label name resolution for large enterprise networks that do
not deploy WINS.

Lesson 2: Planning DNS
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Configuring IPv6

In this practice, you configure a static IPv6 configuration on the VAN-DC1 domain controller.
You then create an ISATAP address and, if you want, enable an ISATAP router as well.

EXERCISE 1 Configure IPv6 on the VAN-DC1 Computer

In this exercise, you configure IPv6 on the VAN-DC1 domain controller. Typically, a senior
administrator would not configure IPv6 on a single computer because this is not a high-level
task. However, you are asked to do so in this instance because this enables you to create

a reverse lookup IPv6 zone and a PTR record for the VAN-DC1 computer in subsequent
exercises. The exercise asks you to log on interactively to the domain controller. If you want
to make this more realistic, you can instead log on to the VAN-SRV1 client and connect to the
domain controller through Remote Desktop.

1.
2.

98

Log on to the VAN-DC1 domain controller with the Kim Akers account.

Click Network And Internet on the Control Panel. Under Network And Sharing Center,
click View Network Status And Tasks.

Click Change Adapter Settings in the resulting dialog box (on the left side near the top).
Right-click the network connection to your private network and click Properties.
Select Internet Protocol Version 6 (TCP/IPv6) and click Properties.

Select Use The Following IPv6Address and type the static, site-local IPv6 address
fec0:0:0:fffe::a in the IPv6 Address box.

Click the Subnet Prefix Length box. The value 64 should be entered automatically.
Ensure that Use The Following DNS Addresses is selected, and then type the address

fec0:0:0:fffe::a in the Preferred DNS Server box. Note that a default gateway is not specified
because your isolated test network is not being configured to access other networks.

If your domain controller is running Windows Server 2008 R2, check the Validate
Settings On Exit check box. The Properties dialog box should look similar to Figure 2-25.

Internet Protocol Yersion 6 (TCP/IPv6) Properties E 21|
General |
¥ou can get IPv6 settings assigned automatically if your network supperts this capability.

Ctherwise, vou need ko ask your network administrator For the appropriat 1Py settings.

" Obtain an IPv6 address automatically

—(* Use the following P&

TPy6 address: |
Subnet prefiic lengthi: 64

Default gateway: [

£ Ghtain DIVS server, address autometically

—{* Use the Following DRS server

Preferred DS server: [feco.0iifferna

Akernate DHS server: |

[¥ validate settings upen exit Advanced. ..

FIGURE 2-25 |Pv6 configuration on the domain controller
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10. Click OK. Close the Local Area Connections Properties dialog box.
11. Close the Network Connections dialog box.
12. Close Network And Sharing Center.

EXERCISE 2 Creating an ISATAP Address

IPv6 uses an ISATAP address to communicate between two nodes over an IPv4 intranet. In this
exercise, you create an ISATAP address that starts with the 64-bit unicast site-local prefix
fec0:0:0:fffe. The next 32 bits are the ISATAP identifier 0:5efe. The final 32 bits hold the IPv4 address
10.10.0.50 in dotted decimal notation. You should complete Exercise 1 before doing this exercise.
1. |If necessary, log on to the VAN-DC1 domain controller with the Kim Akers account.
2. Click Start. Right-click Command Prompt. Click Run As Administrator.
3. Click Yes to clear the User Account Control (UAC) dialog box.
4. Enter the following command:
netsh
5. At the Netsh> prompt, enter the following command:
interface
6. Atthe Netsh interface> prompt, enter the following command:
ipv6
7. Atthe Netsh interface ipv6> prompt, enter the following command:
add address "isatap" fec0:0:0:fffe:0:5efe:10.10.0.50
8. Atthe Netsh interface ipv6> prompt, enter the following command:
exit
9. Enter the following command:
ipconfig /all
Your screen should show a configuration similar to that in Figure 2-26. Note that the

address of the ISATAP adapter is not displayed because no ISATAP connection currently exists.

5+ Administrator: Command Prompt

[Ethernet adapter Local Area Connection 2:

Connection-specific DNS Suffix . &
Description . : Microsoft Uirtual Machine Bus Network Adal
pter
Physical Addr P 00-15-5D-7B-B1-00
DHCP Enabled. . . e
Autoconf iguration :
Site-local IPv Ad i 33 redd
Link-local IPv6 Addr :adab:56 710 Preferred>
IPud Address. . . .

Gal
1A

ID . . .
DHCPub Client DUID

DNS Servers
HetBIOS over Tepip
Tunnel adapter isatap.{DB19EC85

Media Stat
Connection
Descriptio . 5 cosoft ISATAP Adapter
Physical f - 00-06-60-88-E0
DHCP Enabl
Autocont ig

C:\Windous\system32>

FIGURE 2-26 Displaying the IPv4 and IPv6 configuration on a network connection
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EXERCISE 3 Enabling an ISATAP Router (optional)

If you are configuring ISATAP connections on a production network, you need to enable
ISATAP routing. This optional exercise has no effect on your current small test setup, but it is
included to demonstrate how you would enable ISATAP routing on a larger network.

1.
2.

If necessary, log on to the VAN-DC1 domain controller with the Kim Akers account.

If the Command Prompt console is not already running in Administrator mode,
click Start. Right-click Command Prompt. Click Run As Administrator, and click Yes to
clear the User Account Control (UAC) dialog box.

Enter the following command:

netsh interface ipv6 isatap set router isatap enabled

This command returns the message “Ok” when it completes satisfactorily. You can
specify the name of a router in the command and specify the resolution interval in
minutes.

Configuring DNS

In this practice, you configure a static AAAA record and an IPv6 reverse lookup
zone. You create a PTR record in the reverse lookup zone for the VAN-DC1

computer.

EXERCISE 1 Configuring an AAAA Record

The stand-alone server DEN-SRV1 has an operating system that cannot register in Windows
Server 2008 R2 DNS. You therefore need to create a manual AAAA record for this server. Its
IPv6 address is fec0:0:0:fffe::aa. Note that you can create an AAAA record for this server even
though it does not currently exist on your network.

If necessary, log on to the VAN-DC1 domain controller with the Kim Akers account.
In Administrative Tools, click DNS to open DNS Manager.
If a User Access Control (UAC) dialog box appears, click Yes.

In DNS Manager, expand Forward Lookup Zones. Right-click Adatum.com and select
New Host (A or AAAA).

Enter the server name and IPv6 address as shown in Figure 2-27. Ensure that the Create
Associated Pointer (PTR) Record check box is not selected.

Click Add Host. Click OK to clear the DNS message box.
Click Done. Ensure that the new record exists in DNS Manager.

Close DNS Manager.
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Newrost X
Mame {uses parent domain name if blank):
| DEN-SRY1

Fully qualified domain name (FQDR):
| DEN-5RY¥1 Adatum com.

IP address:
I fecl:0:0:fffeiaa

[~ Create associated pointer (FTR) record

[ allow ary authenticated user o update DMS records with the
SaME 0WNEr Name

Add Host Cancel |

FIGURE 2-27 Specifying a DNS host record

EXERCISE 2 Configuring a Reverse Lookup IPv6 Zone

In this exercise, you create an IPv6 reverse lookup zone for all site-local IPv6 addresses—that
is, addresses starting with fecO. You then create a PTR record in the zone. Note that in IPv6,
reverse lookup zone addresses are entered as reverse-order 4-bit nibbles, so fecO becomes
0.c.e.f. You need to complete Exercise 1 before you carry out this exercise.

1. If necessary, log on to the domain controller with the Kim Akers account.
2. Click Start. Right-click Command Prompt and select Run As Administrator.
3. If a UAC dialog box appears, click Yes.

4. Enter the following command:

dnscmd VAN-DC1 /ZoneAdd 0.c.e.f.ip6.arpa /DsPrimary

Figure 2-28 shows that the zone was created successfully. Close the Command Prompt.

dministrator: Command Prompt

C:sWindowshsystem32dnsemd UAN-DC1 sFoneAdd B.c.e.f.ipb.avrpa sDsPrimary
DHS server UAN-DCL version is 6.1.7688

Creating zone in built—-in domain directory partition...
DNS Server UAN-DC1 created zone B.c.e.f.ipb.avrpa:

Command completed successfully.

C:sMindowsNsystem32>
4

FIGURE 2-28 Creating an IPv6 reverse lookup zone

5. Open DNS Manager by clicking DNS in Administrative Tools. If a UAC dialog box
appears, click Yes.

6. Expand Forward Lookup Zones. Click adatum.com.
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7. Right-click the AAAA record for VAN-DC1 and then click Properties.

8. Select the Update Associated Pointer (PTR) Record check box as shown in Figure 2-29.
Click OK.

Host [An8) | Securityl

Host [uses parent domain if left blank):

Ivanrdc‘l

Fully qualified domain name [FODM]:

Ivan-dc‘l Adaturn.com

IP address:
IfecD:D [tfffeca

¥ Update assnciated pointer (PTR] recard

0k I Cancel | Apply

FIGURE 2-29 Creating a PTR record

9. Expand Reverse Lookup Zones and select 0.c.e.f.ip6.arpa. Ensure that the PTR record
for VAN-DC1 exists, as shown in Figure 2-30. If you don't see it, try selecting Refresh
from the Action menu of DNS Manager.

& DNS Manager o ] 4

File  Action Miew Help

e» rmlEc=BHEd g

2o Hame [ Type |
= ﬂ WAN-DIC1 Q (same as parent Folder) Start of Authority (SOA)
[=)is FQrward Lookup Zones Q (same as parent Folder) Mame Server (N5)
= _msdes. Adatum.com | ] fec:0000:0000:FfFe:0000:0000:0000:000a  Painter (PTR)

Adatum, cam

[ [ Reverse Lookup Zanes
|21 D.c.efipé.arpa

[ Conditional Farwarders

Global Logs

y | D
| |

FIGURE 2-30 The PTR record for VAN-DC1.

10. Log off from the domain controller.
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Chapter Review

To further practice and reinforce the skills you learned in this chapter, you can perform the
following tasks:

Review the chapter summary.
Review the list of key terms introduced in this chapter.

Complete the case scenarios. These scenarios set up real-world situations involving the
topics in this chapter and ask you to create a solution.

Complete the suggested practices.

Take a practice test.

Chapter Summary

IPv6 is fully supported in Windows Server 2008 and Windows Server 2008 R2, and
is installed by default. It supports unicast, multicast, and anycast addresses. It is
backward-compatible with IPv4 and offers a selection of transitioning strategies.
IPv6 addresses can be configured through stateful and stateless configuration. Both
GUI and CLI tools are available to configure IPv6 and check network connectivity.
Windows Server 2008 DNS and Windows Server 2008 R2 DNS fully support IPv6,

in addition to offering several new and enhanced features. It conforms to all
current standards. GUI and CLI tools are available to configure DNS and check DNS
functionality.

Key Terms

The following terms were introduced in this chapter. Do you know what they mean?

Address space
Anycast address
BootP-enabled
Forward lookup zone
Multicast address
Reverse lookup zone
Route aggregation
Scope

Unicast address

Key Terms
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Case Scenarios

In the following case scenarios, you will apply what you have learned in this chapter. You can
find answers to these questions in the "Answers” section at the end of this book.

Case Scenario 1: Implementing IPv6 Connectivity

You are a senior network administrator at Wingtip Toys. Your company intranetwork consists
of two subnets with contiguous private IPv4 networks configured as VLANs connected to

a Level-3 switch. Wingtip Toys accesses its ISP and the Internet through a dual-homed ISA
server that provides NAT and firewall services and connects through a peripheral zone to

a hardware firewall, and hence to its ISP. The company wants to implement IPv6 connectivity.
All of the network hardware supports IPv6, as does the ISP. Answer the following questions:

1. What options are available for the type of unicast address used on the subnets?

2. Given that the Wingtip Toys network can support both IPv4 and IPv6, what is the most
straightforward transition strategy?

3. You decide to use stateful configuration to allocate IPv6 configuration on the
two subnets. How should you configure your DHCPV6 servers to provide failover
protection?

Case Scenario 2: Configuring DNS

You administer the Windows Server 2008 R2 AD DS network at Blue Yonder Airlines. When the
company upgraded to Windows Server 2008 R2, it also introduced AD DS—-integrated DNS,
although two BIND servers are still used as secondary DNS servers. Answer the following questions:

1. Blue Yonder has set up wireless hotspots for the convenience of its customers.
However, management is concerned that attackers might attempt to register their
computers in the company’s DNS. How can you protect against this?

2. Your boss is aware of the need to replicate DNS zones to the two stand-alone BIND
servers. She is concerned that an attacker might attempt to replicate DNS zone
information to an unauthorized server, thus exposing the names and IP addresses of
company computers. What precautions can you take to help counter such an attack?

3. For additional security, Blue Yonder uses RODCs at its branch locations. Management
is concerned that DNS zone information on these computers is kept up to date. What
information can you provide?

4. Blue Yonder wants to use an application that needs to resolve IPv6 addresses to host
names. How do you implement this functionality?
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Suggested Practices

To help you successfully master the exam objectives presented in this chapter, complete the
following tasks.

Configure IPv6 Connectivity

Carry out all the practices in this section.

Investigate Netsh Commands

m The netsh command structure provides you with many powerful commands. In
particular, use the help function in the Command Prompt to investigate the netsh
interface ipv6 set, netsh interface ipv6 add, and netsh interface ipv6 show
commands. Also, investigate the netsh dhcp commands.

Find Out More About DHCPv6 Scope and Server Options

®m You should have installed the DHCP Server role in Chapter 1—if not, install it. Use the DHCP
administrative tool to list the DHCP scope and server options. Access Windows Server 2008
or Windows Server 2008 R2 Help and the Internet to find out more about these options. In
the process, you should learn something about NIS networks. Although the 70-646 exam
objectives do not cover NIS, you should know what it is as a network professional.

Test DHCPv6 Address Allocation

m Configure the client VAN-SRV1 to obtain its IPv6 configuration automatically. Ensure
that the DHCPv6 scope you have configured provides configuration for this computer,
and that the host IPv6 address configured falls outside the range fec0:0:0:fffe::1
through fec0:0:0:fffe:ff.

Configure DNS

Do both practices in this section.

Use the Command Prompt Tools

= [t would take an entire book to do justice to the nslookup, dnscmd, ipconfig, and netsh
tools. The only way to become familiar with these tools is to use them.

Configure IPv6 Reverse Lookup Zones

m  This procedure was described in Lesson 2. Specifying IPv6 reverse lookup zones in DNS
can be an error-prone procedure because of the way the prefixes are specified. You will
become comfortable with this notation only through practice.
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Take a Practice Test

The practice tests on this book’s Companion Media offer many options. For example, you
can test yourself on just one exam objective, or you can test yourself on all the 70-646
certification exam content. You can set up the test so that it closely simulates the experience
of taking a certification exam, or you can set it up in study mode so that you can look at the
correct answers and explanations after you answer each question.

MORE INFO PRACTICE TESTS

For details about all the practice test options available, see the “How to Use the Practice
Tests” section in this book’s Introduction.
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Planning Core Active
Directory Infrastructure

his chapter looks at Active Directory, specifically Active Directory Domain Services
(AD DS) and Active Directory Certificate Services (AD CS). It discusses the new features
and enhancements introduced by Windows Server 2008 and Windows Server 2008 R2,

and how Certificate Services are implemented in Active Directory. The focus of the chapter

is planning rather than implementation. You will learn how to use graphical user interface

(GUI) and command-line tools, but the most important consideration is not how you make
configuration changes, but why and when. As you progress in your chosen career, you will
spend more and more time planning rather than configuring.

Exam objectives in this chapter:
= Plan infrastructure services and server roles.

Lessons in this chapter:
= Lesson 1: Active Directory Directory Services 110

= Lesson 2: Active Directory Certificate Services 147

Before You Begin

To complete the exercises in the practice in this chapter, you need to have done the
following:

m Installed a Windows Server 2008 R2 Enterprise server called VAN-DC1
and configured as a domain controller in the adatum.com domain, as described
in Exercise 1 of Appendix A, “Setup Instructions for Windows Server 2008 R2."

m [nstalled the Group Policy Management feature on VAN-DC1 if this is not already
installed—note that the Group Policy Management Console (GPMC) should have
been installed automatically when you promoted VAN-DC1 to a domain controller.
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Installed a Windows Server 2008 R2 Enterprise server called VAN-SRV1 and
configured as a member server in the adatum.com domain, as specified in Exercise 2
of Appendix A. This server can act as a client machine of the domain controller and is
referred to as “the client” in this chapter.

Created a user account in the adatum.com domain with the user name Kim Akers
and password Pa$$wOrd, and added this account to the Domain Admins, Enterprise
Admins, and Schema Admins groups. This procedure is described in Exercise 1 of
Appendix A.

Created a user account in the adatum.com domain with the user name Don Hall
and password Pa$$wOrd, and added this account to the Backup Operators group (to
enable Don Hall to log on interactively to a domain controller).

We recommend that you use an isolated network that is not part of your production
network to do the practice exercises in this book. Internet access is not required for the
exercises, and you do not need to configure a default gateway. To minimize the time
and expense of configuring physical computers, we recommend that you use virtual
machines. For example, you can create virtual machines using the Hyper-V server role.

REAL WORLD

lan McLean

Active Directory has been around for some time. As a network professional,

you will be familiar with most Active Directory domain administration tasks
and with tools such as Active Directory Users and Computers (ADUC) that let you
carry them out. Even relatively unsophisticated corporate users might have heard
of Active Directory, and they know that if they forget their passwords or need
permissions to a folder, an administrator will do something magical in the directory.

However, you might sometimes be called on to explain “this Active Directory
thing” to users with little knowledge of, or interest in, the technical aspects of
networking. These users are typically managers who can’t see why all computers in
the organization can't just be linked to each other (and some may even have heard
of workgroups) and why you need domain controllers and other servers that, as far
as they are concerned, don't actually do anything.

I find that a good way to explain a directory structure is to use the analogy

of a library. A “flat” storage system, such as that implemented by the Security
Accounts Management (SAM) database in Microsoft Windows NT 4, is the
equivalent of storing all the books in a heap on the floor. If a reader wants to read
a particular book, she needs to look at them one at a time until the book is found.
A directory structure, on the other hand, is the equivalent of having the books

on bookcase shelves, in alphabetical order by author name, and the bookcases
themselves located in designated parts of the library.
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Thus, if | wanted to find a history book, | would look in nonfiction, find the history
bookcases, and easily locate the volume. In a large library, the bookcases could be
further subdivided into (for example) ancient history, U.S. history, European history,
and so on.

Even more efficiently, | could consult the library index and find exactly which shelf
has a book I'm looking for. | could look at a map of the library layout and determine
the physical location of that shelf. This is (approximately) the function of the Active
Directory schema. You could extend the analogy to describe rooms in the library
that hold specialist materials (organizational units, or OUs). Specialist researchers
would sit in these rooms and read the books located there. You could have access
policies for the specialist rooms that differ from those that apply to the main library.
You could have a person that controls access to materials within a specific room but
has no authority in other rooms or in the main library.

Finally, and most significantly, an ordered library, like an ordered directory structure,
can have defined and centrally controlled security policies. In the free-for-all heap
of books on the floor, anyone can access any book, write on the flyleaf, and even
decide to throw the book away. In a centrally organized system, read, write,

and modify rights can be controlled strictly.

Of course, the analogy isn't perfect, but I've used it with some success for several
years.
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Lesson 1: Active Directory Directory Services

This lesson does not describe the basic functions of Active Directory. As an experienced
network professional, you should know how to add users and groups, assign rights

and permissions, and use the AD Find function. If not, these topics are described adequately
in the Help files, in white papers, and in many excellent publications. The object of this lesson
is to describe the new and enhanced features of Windows Server 2008 and Windows Server
2008 R2 AD DS and to discuss the planning aspects of AD DS implementation. For example,
it is easy enough to raise the domain functional level, but knowing when and whether you
should do so is another matter, especially because you cannot reverse the process except by
restoring from backup or reinstalling the operating system.

The lesson does not ask you to implement multiple domains or create multiple forests on
your test network. Nevertheless, planning forest functional levels and forest trusts are tasks
that you might be asked to perform when administering a large corporate network. You
therefore need to consider the planning processes involved in interforest operations.

After this lesson, you will be able to:

= List and describe the new features and functions in Windows Server 2008
and Windows Server 2008 R2 AD DS.

= Plan and configure domain functional levels.
= Plan forest functional levels.
= Plan forest trusts.

= Use the Directory Server.

Estimated lesson time: 55 minutes

Planning the AD DS Server Role

You use a domain controller with the Windows Server 2008 or Windows Server 2008 R2 AD
DS Server role (sometimes known as the Directory Server role) installed to manage users,
computers, printers, or applications on a network. Windows Server 2008 AD DS introduced
features that enable you to deploy AD DS more simply and securely and to administer it more
efficiently. These features are retained in Windows Server 2008 R2, which also introduces
further enhancements. The following features are common to both Windows Server 2008
and Windows Server 2008 R2:

m Read-only domain controllers Windows Server 2008 introduced read-only domain
controllers (RODCs) that host read-only partitions of the Active Directory database.
You can use RODCs where physical security cannot be guaranteed, such as at branch
office locations, or where local storage of domain passwords is considered a primary
threat (for example, in extranets or in an application-facing role). You can delegate
RODC administration to a domain user or security group and can therefore use RODCs
in locations where a local administrator is not a member of the Domain Admins group.
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= New and enhanced tools and wizards Windows Server 2008 AD DS also introduced
the AD DS Installation Wizard and enhances the Microsoft Management Console
(MMC) snap-in GUI tools that manage users and resources. For example, the AD DS
Installation Wizard lets you specify whether you are installing a writable domain
controller or an RODC. If you are installing the former, you can specify the Password
Replication Policy for that domain controller to determine whether it allows an RODC
to pull user credential information.

= Fine-grained security policies Windows Server 2008 and Windows Server 2008
R2 AD DS let you apply different password and account lockout policies to users
and global security groups in the same domain, thereby reducing the number
of domains that you need to manage.

= Restartable AD DS You can stop and restart AD DS. This lets you perform offline
operations such as the defragmentation of Active Directory objects without needing
to restart a domain controller in Directory Services Restore Mode (DSRM).

= AD DS data mining tool You can use the AD DS data mining tool to view Active
Directory data stored in snapshots online, compare data in snapshots that are taken
at different times, and decide which data to restore without having to restart the
domain controller.

NOTE RESTORING DELETED OBJECTS AND CONTAINERS

You cannot use the AD DS data mining tool to restore deleted objects and containers
directly. You use it when you want to view snapshot data and need to perform data
recovery as a subsequent step. However, you no longer need to restore from several
backups to find the data you want.

= Auditing enhancements You can use the Directory Service Changes audit policy
subcategory when auditing Windows Server 2008 and Windows Server 2008 R2
AD DS. This lets you log old and new values when changes are made to AD DS objects
and their attributes. You can also use this feature when auditing Active Directory
Lightweight Directory Services (AD LDS).

MORE INFO AD LDS

For more information about AD LDS, see http://technet.microsoft.com/en-us/library/
cc754361(WS.10).aspx.

Windows Server 2008 R2 introduces the following enhancements to the AD DS Server role:

m New domain and forest functional levels Windows Server 2008 R2 introduces
new Active Directory domain and forest functional levels. The Windows Server 2008
R2 domain functional level introduces authentication mechanism assurance (AMA)
and automatic service principal name (SPN) management. The Windows Server 2008
R2 forest functional level introduces the Active Directory Recycle Bin. These features
are discussed in more detail later in this lesson.
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Enhanced command-line management You can now manage Active Directory server
roles using Windows PowerShell.

Improved automated monitoring and notification The updated System Center
Operations Manager 2007 R2 Management Pack improves the monitoring
and management of Active Directory server roles.

Server Manager enhancement Server Manager allows you to pre-stage domain
controllers. When the domain controller role is added from the Server Manager
console, the files needed to perform the installation of the directory service are copied
to the server. When you start the AD DS Installation Wizard (Dcpromo.exe), these files
are cached and available.

Integrated Best Practices Analyzer Both Windows Server 2008 and Windows Server
2008 R2 fully comply with established standards and best practices. However, Windows
Server 2008 R2 includes an integrated Best Practices Analyzer for each of the server
roles. This tool creates a checklist within Server Manager for the role, which helps you
perform all the configuration tasks.

Answer file creation If several domain controllers use the same settings when they
are installed, the Summary page of the AD DS Installation Wizard allows you to export
the settings from the current installation into an answer file. The password used for
your DSRM administrator account is not exported with the answer file, and you can
specify that the user who is installing the domain controller is always prompted for the
administrator password. Passwords, therefore, are not accessible to users who have
access to the location where the answer files are stored.

Simplified RODC installation You can define more easily who is allowed to install
and manage an RODC. In the first phase of the installation, you specify the account
that can install the RODC. Once defined, the user that you associate with the RODC has
the rights to install the directory service.

The following Windows Server 2008 R2 enhancements to AD DS are of particular
significance and are therefore described in more detail:

Active Directory Administrative Center This provides an improved additional
method of managing directory service objects.

Active Directory module for Windows PowerShell This provides Windows PowerShell
cmdlets that let you perform administrative, configuration, and diagnostic tasks.

Active Directory Recycle Bin This enhances your ability to preserve and recover
accidentally deleted Active Directory objects.

The Active Directory Administrative Center

In previous editions of Windows Server operating systems, such as Windows Server 2003
and Windows Server 2008, you could manage and publish information in Active Directory
by using the ADUC MMC console. In Windows Server 2008 R2, you can also manage
directory service objects by using the Active Directory Administrative Center, available on
the Administrative Tools menu.
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You can use this tool to perform the following administrative tasks:

m Create new user accounts and manage existing user accounts.

m Create new groups and manage existing groups.

m Create new computer accounts and manage existing computer accounts.

m Create new OUs and containers and manage existing OUs.

m Connect to one or several domains or domain controllers and view and manage the
directory information for those domains or domain controllers.

= Filter Active Directory data by using a query-building search.

You can use the Active Directory Administrative Center GUI, shown in Figure 3-1, to
customize the Active Directory Administrative Center tool.

.: Active Directory Administrative Center

=10l

Eﬁ Add Navigation Nodes...

@ v|5i Active Directory Domain Services b Overview

Administrative Center Overview
hg' You can use Active Directory Administrative Center to manage Active Directory objects across..
A “ Add Content
Reset Password & @ || Global Search ®E
i@) ADATUM (local) User name: | Dornain|UserName Im
i | scope: vl
2 Global Search Password: [

Confirm password: |

[ User must change password at next log on

I~ Unliock account
Apply I Clear

Getting Started

®e

Active Directory Administrative Center Overview

Learn how to customize the navigation pane and manage Active Directory objects across multiple domains
Learn how to use search filters when you work with large data sets

Active Directory module for Windows PowerShell resources
Active Directory Forum

Curmrent User: ADATUM\Administrator

FIGURE 3-1 The Active

Directory Administrative Center GUI

Active Directory Administrative Center installs automatically on any server running
Windows Server 2008 R2 when you use Server Manager to install AD DS. It also installs
automatically by default when you promote a server running Windows Server 2008 R2 to

a domain controller by running Dcpromo.exe. You can also use Remote Server Administration
Tools (RSAT) to install Active Directory Administrative Center on a server running Windows

Server 2008 R2 or a

When you open the Active Directory Administrative Center on a server running Windows

client running Windows 7.

Server 2008 R2, your local domain appears in the Active Directory Administrative Center

navigation pane. You can then view or manage the Active Directory objects in this domain.
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MORE INFO INSTALLING THE AD DS SERVER ROLE

For more information about installing the AD DS Server role, see http://technet.microsoft
.com/en-us/library/cc754438(WS.10).aspx.

When you open the Active Directory Administrative Center on a server running Windows
Server 2008 R2, your local domain appears in the Active Directory Administrative Center
navigation pane. You can then view or manage the Active Directory objects in this domain.

MORE INFO ACTIVE DIRECTORY WEB SERVICES (ADWS)

If you want to use the Active Directory Administrative Center, you need to install
ADWS on at least one domain controller on your domain. For more information, see
http://technet.microsoft.com/en-us/library/dd391908(WS.10).aspx.

You can also use Active Directory Administrative Center and your current logon credentials
to view or manage Active Directory objects from other domains. You can view domains that
belong to the same forest as the local domain or have established a trust with your local
domain. Both one-way and two-way trusts are supported. You can also open the Active
Directory Administrative Center by using a set of logon credentials that is different from your
current set of credentials.

MORE INFO MANAGING DIFFERENT DOMAINS

For more information about managing domains other than your local domain, see
http://technet.microsoft.com/en-us/library/dd560632(WS.10).aspx.

You can browse through the Active Directory Administrative Center navigation pane by
using either the tree view or the new list view. To see the tree view, move your cursor over the
left tab at the top of the navigation pane until the words “Tree View"” appear, and then click
that tab. To see the list view, move your cursor over the right tab at the top of the navigation
pane until the words “List View" appear, and then click that tab.

In the list view, you can use the Column Explorer feature. Column Explorer simplifies
navigation by displaying all the child containers of the parent container in a single column.
The list view lets you take advantage of the Most Recently Used (MRU) list. This list
automatically appears under a navigation node when you visit at least one container in that
node. It lists the last three containers that you visited in a particular navigation node. You
can also view the current MRU list by expanding the Active Directory Administrative Center
breadcrumb bar (which will be described shortly).

You can customize your Active Directory Administrative Center navigation pane by adding
containers from the local domain or from any foreign domain to the navigation pane as
separate nodes. You can also rename or remove manually added navigation pane nodes,
move them up or down in the navigation pane, or create duplicates of existing nodes.
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MORE INFO CUSTOMIZING THE ACTIVE DIRECTORY ADMINISTRATIVE
CENTER NAVIGATION PANE

For more information about customizing the Active Directory Administrative Center
Navigation pane, see http://technet.microsoft.com/en-us/library/dd560665(WS.10).aspx.

The breadcrumb bar is the box at the top of the Active Directory Administrative Center
window. You can navigate directly to a specific container in a local domain or any trusted
foreign domain by clicking the bar and specifying one of the following:

m A distinguished name (DN) for the desired container; for example,
cn=Users,DC=adatum,DC=com

m A hierarchical path for the desired container; for example, Active Directory Domain
Services/adatum (local)/Users

m A Lightweight Directory Access Protocol (LDAP) path for the desired container; for
example, LDAP://cn=Users,DC=adatum,DC=com

You can use the breadcrumb bar to navigate directly to a specific container only if this
container is stored in the domain directory partition of the local domain (or the trusted
foreign domain) that you are managing in Active Directory Administrative Center. You cannot
use the breadcrumb bar to navigate directly to containers that are stored in the configuration,
schema, or application directory partitions of the local domain (or trusted foreign domains)
that you are managing in Active Directory Administrative Center.

To navigate directly to a container by specifying its hierarchical path in the Active Directory
Administrative Center breadcrumb bar, you must be managing the local domain (or a trusted
foreign domain) that this container belongs to in the selected instance of Active Directory
Administrative Center. However, this restriction does not apply to navigation to a specific
container by specifying its LDAP path or a distinguished name in the breadcrumb bar.

For example, if adatum.com (the local domain) and fabrikam.com (a foreign domain) have
an established trust relationship, you can specify the LDAP paths or distinguished names of
the containers in the breadcrumb bar. You can navigate successfully to the desired containers
in both adatum.com and fabrikam.com, regardless of whether adatum.com or fabrikam.com
is currently added to the navigation pane. However, adatum.com and fabrikam.com must
be added to the navigation pane for you to navigate successfully to the containers in these
domains by specifying the hierarchical paths of these containers in the breadcrumb bar.

The object properties page in Active Directory Administrative Center consists of several
property page sections and a preview feature. You can display, hide, or collapse any property
page sections and the preview to customize this property page.

MORE INFO CUSTOMIZING OBJECT PROPERTIES PAGES

For more information about customizing object properties pages in Active Directory
Administrative Center, see http://technet.microsoft.com/en-us/library/dd560647(WS.10).aspx.
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You can use the Active Directory Administrative Center query-building search and filtering
mechanism to locate Active Directory objects quickly. You can save the queries that you build
and use them again at a later time. Each saved query consists of the query criteria that you
select, as well as the customized sorting and column information that you specify.

MORE INFO LOCATING ACTIVE DIRECTORY OBJECTS

For more information about locating Active Directory objects in Active Directory
Administrative Center, see http://technet.microsoft.com/en-us/library/dd560661(WS.10).aspx.

Active Directory Module for Windows PowerShell

The Active Directory module for Windows PowerShell provides command-line scripting

with a consistent vocabulary and syntax that lets you perform administrative, configuration,
and diagnostic tasks. The module consolidates a group of cmdlets that you can use to
manage Active Directory domains, AD LDS configuration sets, and Active Directory database
mounting tool instances.

The Active Directory module installs on computers that are running Windows Server
2008 R2 (Standard, Enterprise, or Datacenter edition) when you install the AD DS or the
AD LDS Server role. You can also install this module on workstation computers running
Windows 7 as part of RSAT, provided that you have at least one domain controller running
Windows Server 2008 R2 in your domain, or at least one instance of an AD LDS configuration
set that is running on a server running Windows Server 2008 R2. To function correctly,
the Active Directory module uses the ADWS service, which in turn requires TCP port 9389 to
be open on the domain controller where the ADWS service is running.

The Active Directory module consists of the Active Directory module provider and the
Active Directory module cmdlets. To connect to the module provider, click Active Directory
Module For Windows PowerShell under Administrative Tools on the All Programs menu.

You can use the Active Directory module cmdlets to manage existing Active Directory user
and computer accounts, groups, OUs, domains and forests, domain controllers, and password
policies, or to create new ones.

Table 3-1 lists a selection of the cmdlets that are available in the release of the Active
Directory module in Windows Server 2008 R2 current at this time of writing. You can access
a full list by following the link given in the More Info reader aid, later in this section.

TABLE 3-1 Some Cmdlets in the Active Directory Module

CMDLET DESCRIPTION
Enable-ADAccount Enables an Active Directory account
Set-ADAccountControl Modifies user account control (UAC) values for

an Active Directory account

Set-ADAccountPassword Modifies the password of an Active Directory
account

Planning Core Active Directory Infrastructure



CMDLET DESCRIPTION

Set-ADComputer Modifies an Active Directory computer

Get-ADComputerServiceAccount Gets the service accounts that are hosted by
an Active Directory computer

Set-ADDefaultDomainPasswordPolicy Modifies the default password policy for
an Active Directory domain

New-ADFineGrainedPasswordPolicy Creates a new Active Directory fine-grained
password policy

Set-ADGroup Modifies an Active Directory group

Set-ADObject Modifies an Active Directory object

Enable-ADOptionalFeature Enables an Active Directory optional feature

New-ADServiceAccount Creates a new Active Directory service account

MORE INFO THE ACTIVE DIRECTORY MODULE FOR WINDOWS POWERSHELL

For more information about the Active Directory module for Windows PowerShell,
including a full list and description of the supported cmdlets, see http://technet.microsoft
.com/en-us/library/dd378783(WS.10).aspx.

Active Directory Recycle Bin

The Active Directory Recycle Bin in Windows Server 2008 R2 builds on the existing tombstone
reanimation infrastructure and enhances your ability to preserve and recover accidentally
deleted Active Directory objects. It helps minimize directory service downtime by enhancing
your ability to preserve and restore accidentally deleted Active Directory objects, such as
OUs, without needing to restore Active Directory data from backups, restart AD DS, or reboot
domain controllers.

MORE INFO TOMBSTONE REANIMATION

For more information about tombstone reanimation, see http://technet.microsoft.com/
en-us/magazine/2007.09.tombstones.aspx.

When you enable Active Directory Recycle Bin, all attributes of deleted Active Directory
objects are preserved and the objects can be restored to the same consistent logical
state that they were in immediately before deletion. For example, restored user accounts
automatically regain all group memberships and corresponding access rights that they had
immediately before deletion, within and across domains. Active Directory Recycle Bin works
for both AD DS and AD LDS environments. As described later in this lesson, you can enable
Active Directory Recycle Bin using the Active Directory Module for Windows PowerShell,
provided your forest functional level is Windows Server 2008 R2. ADWS needs to be running
on a server running Windows Server 2008 R2 in your domain if you want to use this module.
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MORE INFO RESTORING DELETED ACTIVE DIRECTORY OBJECTS

For a step-by-step guide to restoring deleted Active Directory objects, see http://technet
.microsoft.com/en-us/library/dd392261(WS.10).aspx.

MORE INFO NEW AD DS FEATURES IN WINDOWS SERVER 2008 R2

For more information about additional AD DS features introduced by Windows Server
2008 R2, access http://technet.microsoft.com/en-us/library/dd378796(WS.10).aspx
and follow the links.

Planning and Using RODCs

In organizations that use Windows Server 2003 (or earlier) domains, users at remote branch
locations typically authenticate with a domain controller at the central office through

a wide area network (WAN) connection. This is far from ideal and can cause delays. If WAN
connectivity is interrupted, users are unable to log on.

However, from a security point of view, logging on over a WAN is preferable to
having a writable domain controller at a small location where physical security cannot
be guaranteed. Also, it is a poor use of scarce administrative resource to locate a domain
administrator at a small branch location, and administering a domain controller remotely
over a WAN can be a time-consuming and frustrating task, particularly if the branch office
is connected to a hub site over a low-bandwidth network.

Windows Server 2008 addressed this problem by introducing the RODC. RODCs offer
improved security, faster logon times, and more efficient access to local resources. RODC
administration can be delegated to users or groups that do not have administrative rights in
the domain.

You might also choose to deploy an RODC if, for example, a line-of-business (LOB)
application used at a branch office runs successfully only if it is installed on a domain
controller. Alternatively, the domain controller might be the only server in the branch office
and might host server applications. In both cases, the LOB application owner typically needs
to log on to the domain controller interactively or use Terminal Services (called Remote
Desktop Services in Windows Server 2008 R2) to configure and manage the application. This
situation creates a security risk to the Active Directory forest. However, the risk is considerably
reduced if the LOB application owner (typically not a domain administrator) is granted the
right to log on to an RODC.

NOTE PLANNING BRANCH OFFICES

In a small branch office where the hardware budget is limited, you might need servers
that perform a variety of roles, some of which conflict. An RODC can provide part of your
solution to this problem, but you should also consider virtualization.
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An RODC receives its configuration from a writable domain controller. Therefore, at
least one writable domain controller in the domain must be running Windows Server 2008
or Windows Server 2008 R2. In addition, the functional level for the domain and forest must
be Windows Server 2003 or later. Sensitive security information, such as user passwords, is not
replicated to the RODC. The first time a user logs on at the branch office, his or her identity
is validated across the WAN. However, the RODC can pull user credentials so that further
logons by the same user are validated locally, although you need to permit this specifically
in the domain Password Replication Policy with respect to that RODC. You can do this when
you create a computer account for the RODC in Active Directory by using ADUC on a writable
domain controller in the domain.

h( Quick Check

® You plan to install RODCs in all your company’s branch offices. What is the
minimum forest functional level that allows you to do this?

Quick Check Answer
m Windows Server 2003

When an RODC requests credential information from the writable domain controller, that
domain controller recognizes that the request is coming from an RODC and consults the
Password Replication Policy in effect for that RODC. This addresses the security risk of having
passwords for every user in a domain stored on a domain controller at a remote location.

MORE INFO RODC-FILTERED ATTRIBUTE SET

For more information about attributes that are filtered out and not replicated to an RODC,
see http://technet.microsoft.com/en-us/library/cc753223(WS.10).aspx?ppud=4.

RODCs are particularly useful at remote locations that have relatively few users or users
with little IT knowledge, inadequate physical security, low network bandwidth, or any
combination of these features. They provide a read-only AD DS database, unidirectional
replication (from the writable domain controller to the RODC only), credential caching
(to streamline logon) and read-only Domain Name System (DNS) zones.

MORE INFO DEPLOYING AN RODC

For more information about the prerequisites for deploying an RODC, see http://technet
.microsoft.com/en-us/library/cc732801(WS.10).aspx and http://technet.microsoft.com/
en-us/library/cc772234(WS.10).aspx. For more information about the adprep /rodcprep
command, see http://technet.microsoft.com/en-us/library/cc731728(WS.10).aspx.

You can install the DNS Server service on an RODC, which can then replicate all
application directory partitions that DNS uses, including ForestDNSZones and

Lesson 1: Active Directory Directory Services

119



120

DomainDNSZones. If a DNS server is installed on an RODC, clients can send name resolution
queries as they would to any other DNS server.

However, the DNS server on an RODC does not support client updates directly and does
not register name server (NS) resource records for any Active Directory—integrated zone
that it hosts. When a client attempts to update its DNS records against an RODC, the server
returns a referral to a writable DNS server. The RODC then requests the updated DNS record
(only a single record) from the writable DNS server. The entire list of changed zone or domain
data does not get replicated during this special replicate-single-object request.

NOTE THE ADPREP /RODCPREP COMMAND

This command updates permissions on application directory partitions so that these
partitions can be replicated to RODCs. This operation contacts the infrastructure master
in each domain to update the necessary permissions. You must be a member of the
Enterprise Admins group to run this command, and you need to run this command

only once in the forest (unless it fails to complete successfully because an infrastructure
master is not available).

MORE INFO ADPREP

For more information about the adprep command, see http://technet.microsoft.com/
en-us/library/cc731728(WS.10).aspx.

Planning RODC Implementation

You can plan to implement RODCs at remote locations either when you roll out a Windows
Server 2008 or a Windows Server 2008 R2 upgrade or if you already have a Windows Server
2008 or Windows Server 2008 R2 AD DS domain. You can specify Password Replication
Policy for a specific RODC when you create the computer account for the RODC in the
domain as the first stage of a two-stage RODC installation, as described later in this lesson.
Alternatively, you can open ADUC on an existing writable domain controller, right-click the
account for an RODC in the Domain Controllers container, click Properties, and then click the
Password Replication Policy tab to permit password caching for that RODC. Figure 3-2 shows
the Password Replication Policy tab for an RODC named VAN-RODC1 in the adatum.com
domain. Note that you will be unable to access this screen until you have precreated an RODC
computer account for VAN-RODC1, as described later in this lesson.

For example, Margie's Travel has a number of very small branch offices located in remote
rural areas where WAN links can sometimes be slow or unreliable. Because of the size
and remote nature of these offices, the hardware budget is limited and servers need to perform
several functions. No local domain administrators exist. Central administration from the head
office requires that the branch office equipment is part of an Active Directory structure. One of
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@! ¥YAN-RODC1 Properties
General | Operating Spstem I tember OF | Dielegation I
Pazsword Replication Policy | Lacation I Managed By | Diakin

This is a Fead-only Domain Controller [RODC). An RODC stores users and
computers passwords according to the policy below. Only passwords for
accoLnts that are in the Allow groupz and nat in the Deny groups can be
replicated to the RODC.

Groups, users and computers:

Marme | Active Directory Dom... | Setting |
Account Operatars Adatum.com/Builtin Deny
Adrinistrators Adatum.com/Builtin Deny
Allowed RODC Pazsw...  Adatum.com/lsers Allow
Backup Operators Adatum.com/Builtin Deny
Denied RODC Passwo...  Adatum.com/Jsers Deny
Server Dperators Adatum.com/Builtin Deny

Advanced... | Add... Femove |

oK I Cancel | Aapply | Help |

FIGURE 3-2 Password Replication Policy for VAN-RODC1

the current functions of the servers in the branch offices is to act as secondary DNS servers.
The remote servers are also file and application servers, and some applications require
interactive server logon. Offices at remote locations cannot offer the same level of physical
security as can the head office, and logons at remote offices are validated by domain
controllers at the head office. This can result in unacceptable logon delays.

In addition to upgrading the domain controllers at the main office, a planned Windows
Server 2008 R2 upgrade could involve the installation of RODCs at branch offices. You can
first create the accounts for these RODCs at the main office, and at that stage, you can set
the Password Replication Policy for each RODC to allow the remote RODCs to pull account
information and cache credentials for users who log on at the branch office. This would speed
up logons. At the same time, users or a security group could be granted permission to install
RODCs and to log on to these RODCs interactively at the branch office.

Installing DNS on RODCs (the default) implements a secondary DNS server that can
replicate all application directory partitions that DNS uses, including ForestDNSZones
and DomainDNSZones. In addition, if a local client record is amended or added, this DNS
server can request the appropriate single updated DNS from the writable DNS server without
needing to pull the entire list of changed zone or domain data.

You can permit interactive logon if the applications installed on the RODC require it
without exposing writable Active Directory data to a user who is not a domain administrator.
You should also consider virtualization. File and application servers are seldom virtualized,
but RODCs and DNS servers can be.
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Using AD DS Installation Wizard Enhancements

Windows Server 2008 enhanced the AD DS Installation Wizard to streamline and simplify
AD DS and introduce new features such as the installation of RODCs. Windows Server 2008
also included changes to the MMC snap-in functions that manage AD DS. These features
are retained in Windows Server 2008 R2, which offers further enhancements described
earlier in this lesson. For example, AD DS Installation Wizard enhancements enable you to
locate domain controllers in a large enterprise network easily, and to configure the Password
Replication Policy for RODCs.

You start the AD DS Installation Wizard by clicking Add Roles in the Initial Configuration
Tasks dialog box or in Server Manager, or by running Dcpromo from a command prompt
or from the Run box. The wizard also starts when you precreate a computer account for
an RODC. Some of the pages in the wizard appear only if you select Use Advanced Mode
Installation on the Welcome page of the wizard. You can also enter dcpromo /adv to access
advanced mode installation. Figure 3-3 shows the wizard page where you specify advanced
mode installation.

@ Active Directory Domain Services Installation Wizard E x|

Welcome to the Active Directory
Domain Services Installation
Wizard

Thiz wizard helps pou install Active Directory Damain
Services @D DS) on this zerver, making the server an
Active Directory damain controller. To continue, click Nest.

[ ilise advarced mode instaliatior

Learn more about the additional options that are
available in advanced mode installation

More about Active Directony Domain Services

< Back I Mest > I Cancel

FIGURE 3-3 Specifying advanced mode installation

EXAM TIP

A domain administrator configures the Password Replication Policy for an RODC

on a writable domain controller. You can discard any answer in the examination in
which a designated user who is not a domain administrator opens ADUC on the RODC
and configures Password Replication Policy.
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Advanced mode installation gives you greater control over the installation process. If you
do not specify this mode, the wizard uses default options that apply to most configurations.
Additional installation options in advanced installation mode include the following:

B You can select the source domain controller for the installation. This domain controller
is used to replicate domain data to the new domain controller initially.

m You can use backup media from an existing domain controller in the same domain to
reduce network traffic that is associated with initial replication.

® You can create a new domain tree.
m You can change the default NetBIOS name.

m You can set forest and domain functional levels when you create a new forest or a new
domain.

m You can configure the Password Replication Policy for an RODC.

You will discover other features as you go through the AD DS installation process. If you
install an additional domain controller, for example, you can select the domain name rather
than typing it into a dialog box. By default, the new AD DS Installation Wizard uses the
credentials of the user who is currently logged on, provided that the user is logged on with
a domain account. You can specify other credentials if you need to.

From the wizard's Summary page, you can export your settings to an answer file that
you can use as a template for subsequent installations or uninstalls. Note that if you specify
a value for the DSRM administrator password in the designated wizard page, and then export
the settings to an answer file, the password does not appear in the answer file. If you want
this information to be included, you need to modify the answer file manually.

However, the inclusion of clear-text passwords in answer files is not good security practice.
For this reason, you can omit your administrator password from the answer file. If you type
password="* in the answer file, the AD DS Installation Wizard prompts you for account
credentials. Finally, the wizard lets you force the demotion of a domain controller that is
started in Directory Services Restore Mode.

Delegating RODC Installation

When planning RODC installation, you can choose to implement two-stage installation.
Working at the head office, you can delegate the appropriate permissions to a user

or a group. At a branch office, a user with the delegated permissions can perform the
installation, and subsequently can manage the RODC without needing domain administrator
rights.

To delegate RODC installation, you first create an RODC account in ADUC by right-clicking
the Domain Controllers container and selecting Pre-Create Read-Only Domain Controller
Account. Figure 3-4 shows the computer name being specified.
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Specify the Computer Hame

Specify the name of the computer that will be the read-only domain contraller
[RODC]. Thiz account will be created in Active Directory Domain Services.

Before the server can be attached to the account that you are creating
Lo and become an RODC, it must be named with the name that you

specify here. The server must nat be joined ta the domain befare you

start the Active Directary Domain Services Installation \Wizard on it.

Computer name:
IVAN-HDDU

Full DNS computer name:
IVAN-HDDE‘I Adaturn com

< Back I Mext > I Cancel |

FIGURE 3-4 Specifying the computer name when precreating an RODC account

When you create the RODC account, you can delegate the installation and administration

of the RODC to a user or a security group. Figure 3-5 shows installation and administration
rights being delegated to Don Hall.

The uger or group that you specify will be able to attach a server to the RODC
accaount that pou are creating now and complete the RODC installation. They will
alza have local administrative permizzions on this ROOC.

To eimplify adminiztration, you should specify & group and then add individual users
to the group.

Group or uger;

Don Hal Set.

(Other accounts can also inherit permissions on this RODC, but those accounts will not
have local administrative permissions on this RODC unless you add those accounts
explicity.

More: about delenation for read-only domain controller installation and adrinistration

< Back I Mewt > I Cancel |

FIGURE 3-5 Installation and administration rights delegated to Don Hall
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A user with delegated installation and administration rights can create an RODC on
a designated server by running dcpromo /UseExistingAccount:Attach. This user (or all
users in a designated security group) can log on to the RODC interactively and administer it
without requiring administration rights in the rest of the domain or the forest.

NOTE DELETING AN RODC ACCOUNT

When you delete an RODC account, you are given the option of automatically forcing
a password change on all accounts that were replicated to the RODC.

( Quick Check

® You are a domain administrator. You plan to use RODCs at your company'’s branch
offices. Branch office staff who are not administrators will be promoting branch
office servers to RODCs. What do you need to do as the first stage of a two-stage
RODC installation?

Quick Check Answer

® You need to create the computer accounts for the RODCs in the domain. You need
to give branch office staff (typically one member of staff in each branch office) the
appropriate rights to install RODCs.

Utilizing MMC Snap-in Enhancements

Windows Server 2008 and Windows Server 2008 R2 enhance the functions of MMC snap-in
tools such as ADUC. The next section of this lesson discusses enhancements to the schema
and to ADUC that provide increased permission granularity and let you plan your permission
structure and, in some circumstances, simplify your domain structure.

The Active Directory Sites And Services snap-in in Windows Server 2008 and Windows Server
2008 R2 includes a Find command on the toolbar and in the Action menu. This command lets
you discover the site in which a domain controller is placed. This can help you to troubleshoot
replication problems. In Microsoft Windows 2000 Server and Windows Server 2003, Active
Directory Sites And Services did not provide you with this information easily.

When you install a computer account for an RODC, one of the advanced features of the
AD DS Installation Wizard provides a Password Replication Policy page that lets you configure
settings for that RODC. If you choose not to configure these settings at this stage, you can
instead use the Password Replication Policy tab on the RODC's Properties dialog box. This was
illustrated in Figure 3-2, earlier in this lesson.

If you click the Advanced button on this tab, you can determine what passwords have
been sent to or are stored in the RODC and what accounts have authenticated to the RODC.
This lets you discover who is using the RODC. You can use this information when planning
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your Password Replication Policy. You will not see entries in this dialog box until the RODC
has been created physically and has validated logons for local users.

Planning Fine-Grained Password and Account Lockout Policies

In Active Directory implementations prior to Windows Server 2008, you could apply only
one password and account lockout policy to all users in the domain. If you needed different
password and account lockout settings for different sets of users, you needed to create

a custom password filter or create multiple domains.

Windows Server 2008 and Windows Server 2008 R2 let you specify fine-grained password
policies. You can specify multiple password policies and apply different password restrictions
and account lockout policies to different sets of users within a single domain. For example,
you might want to increase the minimum password length for administrative-level accounts.
This facility also lets you apply a special password policy for accounts whose passwords are
synchronized with other data sources.

Windows Server 2008 introduced the following two new object classes in the AD DS
schema, and these are supported in Windows Server 2008 R2:

m Password Settings Container
m Password Settings

The Password Settings Container (PSC) object class is created by default under the System
container in the domain. It stores the Password Settings Objects (PSOs) for that domain.
You cannot rename, move, or delete this container. You can create a PSO by saving the
parameters (such as password length) in a text file with an ./df extension and using the 1difde
command from the command prompt. Alternatively, you can use the ADSI Edit MMC snap-in,
as described in the practice later in this lesson.

MORE INFO CREATING PSOs

For more information about creating PSOs, see http://technet.microsoft.com/en-us/
library/cc754461(WS.10).aspx.

Q EXAM TIP

~"  The examination is unlikely to ask you to create a PSO under examination conditions,
although you might be asked what tools you could use to do it. You are more likely to
be asked about the planning considerations for using fine-grained passwords and what
advantages they provide.

Before you plan a password policy, you need to know what the default settings are.
Figure 3-6 shows the default settings for the adatum.com domain.
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FIGURE 3-6 Default password settings

As a first step in planning fine-grained password and account lockout policies, you need

to decide how many different password policies you need. Typically, your policy could

include at least 3 but seldom more than 10 PSOs. At a minimum, you would probably want

to configure the following:

You also need to look at your existing group structure. If you have existing Administrators

m  An administrative-level password policy with strict settings—for example, a minimum
password length of 12, a maximum password age of 28 days, and password complexity

requirements enabled.

m A user-level password policy with, for example, a minimum password length of 6,
a maximum password age of 90 days, and password complexity requirements not
enabled.

m A service account password policy with a minimum password length of 32 characters
and complexity requirements enabled (service account passwords are seldom typed
in). Because of their complexity, service account passwords typically can be set to have

very long password ages or not to expire at all.

and Users groups, there is no point to creating new ones. Ultimately, you need to define

a group and Active Directory structure that maps to your fine-grained password and account

lockout policies.
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You cannot apply PSOs to OUs directly. If your users are organized into OUs, consider
creating shadow groups for these OUs and then applying the newly defined fine-grained
password and account lockout policies to them. A shadow group is a global security group that
is logically mapped to an OU to enforce a fine-grained password and account lockout policy.
Add OU users as members to the newly created shadow group and then apply the fine-grained
password and account lockout policy to this shadow group. If you move a user from one OU to
another, you must update user memberships in the corresponding shadow groups.

NOTE SHADOW GROUPS

You will not find a control called Add Shadow Group in ADUC. A shadow group is simply

an ordinary global security group that contains all the user accounts in one or more OUs.
When you apply a PSO to a shadow group, you are effectively applying it to users in the

corresponding OU.

Microsoft applies Group Policy objects (GPOs) to groups rather than OUs because groups
offer better flexibility for managing various sets of users. Windows Server 2008 and Windows
Server 2008 R2 AD DS create various groups for administrative accounts, including Domain
Admins, Enterprise Admins, Schema Admins, Server Operators, and Backup Operators.

You can apply PSOs to these groups or nest them in a single global security group and apply
a PSO to that group. Because you use groups rather than OUs, you do not need to modify the
OU hierarchy to apply fine-grained passwords. Modifying an OU hierarchy requires detailed
planning and increases the risk of errors.

If you intend to use fine-grained passwords, you probably need to raise the functional
level of your domain. To work properly, fine-grained password settings require a domain
functional level of at least Windows Server 2008. Planning domain and forest functional
levels is discussed later in this lesson. Changing functional levels involves irreversible changes.
You need to be sure, for example, that you will never want to add a Windows Server 2003
domain controller to your domain.

By default, only members of the Domain Admins group can create PSOs and apply a PSO
to a group or user. You do not, however, need to have permissions on the user object or
group object to be able to apply a PSO to it. You can delegate Read Property permissions
on the default security descriptor of a PSO object to any other group (such as Help desk
personnel). This lets users that are not domain administrators discover the password and
account lockout settings applied through a PSO to a security group.

You can apply fine-grained password policies only to user objects and global security
groups (or inetOrgPerson objects, if they are used instead of user objects). If your plan
identifies a group of computers that require different password settings, you need to look
at techniques such as password filters. Fine-grained password policies cannot be applied
to Computer objects.

If you use custom password filters in a domain, fine-grained password policies do
not interfere with these filters. If you plan to upgrade Windows 2000 Server or Windows
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Server 2003 domains that currently deploy custom password filters on domain controllers,
you can continue to use those password filters to enforce additional password restrictions.

If you have assigned a PSO to a global security group, but one user in that group requires
special settings, you can assign an exceptional PSO directly to that particular user. For
example, the Chief Executive Officer of Northwind Traders is a member of the senior managers
group, and company policy requires that senior managers use complex passwords. However,
the CEO is not willing to do so. In this case, you can create an exceptional PSO and apply it
directly to the CEO's user account. The exceptional PSO will override the security group PSO
when the password settings (msDS-ResultantPSO) for the CEO’s user account are determined.

¥ Quick Check

m By default, members of which group can create PSOs?

Quick Check Answer

® Domain Admins

Finally, you can plan to delegate management of fine-grained passwords. When you
have created the necessary PSOs and the global security groups associated with these PSOs,
you can delegate management of the security groups to responsible users or user groups.
For example, a human resources (HR) group could add user accounts to or remove them from
the managers group when staff changes occur. If a PSO specifying fine-grained password
policy is associated with the managers group, the HR group is in effect determining to whom
these policies are applied.

MORE INFO FINE-GRAINED PASSWORD AND ACCOUNT LOCKOUT POLICY
CONFIGURATION

For more information about fine-grained password and account lockout policies, see
http://technet.microsoft.com/en-us/library/cc770842(WS.10).aspx.

NOTE PSO PRECEDENCE

The PSO Precedence attribute is an integer value that is used to resolve conflicts if
multiple PSOs are applied to a user or group object. A PSO with a lower Precedence
priority number overrides a PSO with a higher Precedence priority number. You can
edit PSO attributes using the Attribute tab of ADUC. This tab is visible when you specify
Advanced View in the ADUC tool.

Planning the Use of the Data Mining Tool

The data mining tool (Dsamain.exe) makes it possible for deleted AD DS or AD LDS data
to be preserved in the form of snapshots of AD DS taken by the Volume Shadow Copy
Service (VSS). You can use an LDAP tool such as ldp.exe to view the read-only data in the
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snapshots. You can also use the ADUC tool to view this data. The data mining tool does not
actually recover the deleted objects and containers—you need to perform data recovery as
a subsequent step.

MORE INFO USING NTDSUTIL WITH THE DATA MINING TOOL

You can use the improved version of Ntdsutil introduced in Windows Server 2008
together with the data mining tool to create and view snapshots of data stored in

AD DS or AD LDS. For more information, see http://technet.microsoft.com/en-us/library/
cc753609(WS.10).aspx.

When you are planning a recovery strategy, you need to decide how best to preserve
deleted data and recover that data if required. For example, you could schedule a task that
regularly runs the Ntdsutil tool to take snapshots of the volume that contains the AD DS
database. You can use the same tool to list the snapshots that are available, and mount the
snapshot that you want to view.

The second stage of your strategy involves deciding what snapshot you should restore if
data is lost or corrupted. Your plan can involve running Dsamain.exe to expose the snapshot
volume as an LDAP server. As part of the dsamain command, you specify a port number for
the LDAP port. If you want, you can also specify the LDAP-SSL, Global Catalog, and Global
Catalog-SSL ports, but if you do not, the command derives these values from the LDAP port
number. You can then run Ldp.exe and attach to the specified LDAP port. This lets you browse
the snapshot just as you would any live domain controller.

If you know what objects or OUs you need to restore, you can identify them in the
snapshots and record their attributes and back-links. You can then reanimate these objects
by using the tombstone reanimation feature and manually repopulate them with the stripped
attributes and back-links as identified in the snapshots. The data mining tool lets you do this
without needing to restart the domain controller in Directory Services mode.

Your planning process should involve considerations other than when you take snapshots
and how you use these snapshots in the data restoration. For example, you also need to take
security into account. If an attacker obtains access to an AD DS snapshot, this is as serious as
if an AD DS backup were compromised. A malicious user could copy AD DS snapshots from
forest A to forest B and use domain or enterprise administrator credentials from forest B to
examine the data. You should plan to encrypt AD DS snapshots to help reduce the chance of
unauthorized access. As with any data encryption, you also need to draw up recovery plans to
recover information if the encryption key is lost or corrupted.

Planning AD DS Auditing

In Windows Server 2008 and Windows Server 2008 R2, the Audit Directory Service Access
global audit policy is enabled by default. This policy controls whether auditing for directory
service events is enabled or disabled. If you configure this policy setting by modifying the
Default Domain Controllers Policy, you can specify whether to audit successes, audit failures,
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or not audit at all. You can control what operations to audit by modifying the System Access
Control List (SACL) on an object. You can set a SACL on an AD DS object on the Security tab in
that object’s Properties dialog box.

As an administrator, one of your tasks is to configure audit policy. Enabling success or
failure auditing is a straightforward procedure. Deciding which objects to audit; whether to
audit success, failure, or both; and whether to record new and old values if changes are made
is much more difficult. Auditing everything is never an option—too much information is as
bad as too little. You need to be selective.

In Windows 2000 Server and Windows Server 2003, you could specify only whether DS
access was audited. Windows Server 2008 and Windows Server 2008 R2 give you more
granular control. You can audit the following:

m DS access
m DS changes (old and new values)
m DS replication

Auditing DS replication is subdivided further so that you can choose between two levels of
auditing—Normal and Detailed.

For example, you are a domain administrator at Litware, Inc. Previously, you found that
the auditing that you configured had limitations. You could determine that the attributes of
an object in Active Directory had been changed, but not what changes were made.

If a change was erroneous, you relied on documentation maintained by the domain
administration team to reverse or correct the alteration. Such documentation, if it existed
at all, was seldom perfect.

Litware has recently upgraded its domain to Windows Server 2008 R2. You can now plan
your auditing procedures so that if a change is performed on an object attribute, AD DS logs
the previous and current values of the attribute. Only the values that change as a result of the
modify operation are logged, so you do not need to search through a long list of attribute
values to find the change.

( Quick Check

® You are setting up DS replication auditing. What are the two auditing levels from
which you can choose?

Quick Check Answer

® Normal and Detailed

If a new object is created, AD DS logs values of the attributes that are configured or added
at the time of creation. Attributes that take default values are not logged. If an object is
moved within a domain, you can ensure that the previous and new locations are logged.
When an object is moved to a different domain, you can access the Create event that
is generated and logged on the domain controller in the target domain. If an object is
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undeleted, you can determine the location to which the object is moved. If attributes are
added, modified, or deleted during an undelete operation, you can determine the values of
those attributes from the Security event log.

If the Directory Service Changes setting is enabled, AD DS logs events in the Security event

log when changes are made to objects that an administrator has set up for auditing. Table 3-2
lists these events.

TABLE 3-2 Security Events Related to AD DS Objects

EVENT ID TYPE OF EVENT EVENT DESCRIPTION
5136 Modify A successful modification has been made to

an attribute in the directory.
5137 Create A new object has been created in the directory.
5138 Undelete An object has been undeleted in the directory.
5139 Move An object has been moved within the domain.

You need to decide whether to react to such events, and how to do so. By default, the
events are logged in the Security event log and you can view them by opening Event Viewer.
However, you can specify that an event written to the Security event log initiates a task, such
as generating an alert or starting an executable program. To do this, select the event in Event
Viewer and click Attach Task To This Event on the Action menu. Figure 3-7 shows this function.
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FIGURE 3-7 Attaching a task to an AD DS event
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Planning Domain and Forest Functionality

When you upgrade your domains and forests to Windows Server 2008 or Windows Server
2008 R2, the temptation is always to raise the domain and forest functional levels. This is very
easy to do, and your network will not achieve full functionality until the functional levels are
raised. For example, for fine-grained password policy configuration to work properly, you need
a domain functional level of at least Windows Server 2008.

Be careful. It is very easy to raise domain and forest functional levels, but it is
almost impossible to lower them. (To do this, you need to go through uninstallations
and reinstallations or restores from a backup taken before the functional level was changed.)
If you are asked to add Windows Server 2003 domain controllers to your domain and you
have raised the domain functional level to Windows Server 2008 or Windows Server 2008 R2,
you have a problem. If you have raised your forest functional level to Windows Server 2008
and you find that you need to incorporate a Windows Server 2000 domain, you might regret
your earlier decision. Planning functional levels is a delicate and difficult balancing act. You
need to consider both the additional functionality that raising a functional level provides and
the problems it could present.

NOTE ROLLING BACK THE WINDOWS SERVER 2008 R2 FOREST FUNCTIONAL LEVEL

Generally speaking, if you raise the forest functional level, you cannot roll back or lower
it (except by restoring a backup that was taken before the functional level was raised).
There is, however, one exception. If you raise the forest functional level to Windows
Server 2008 R2 and if the Active Directory Recycle Bin is not enabled, you have the
option of rolling the forest functional level back to Windows Server 2008.

To plan what functional level you need to set for your domains and forest and when you
should raise functional levels, you need to know what domain controllers each functional
level supports and what additional functionality raising the functional level provides. You also
need to know the relationship between domain and forest functional levels. For example,
if you raise the functional level of your forest to Windows Server 2008 R2, you ensure that
the default functional level of all the domains in your forest is Windows Server 2008 R2.

IMPORTANT FUNCTIONAL LEVELS DO NOT AFFECT MEMBER SERVERS

Domain and forest functional levels support domain controllers. They do not affect
member servers. For example, a file server in a Windows Server 2008 domain can have
Windows 2000 Server or Windows Server 2003 installed.

Domain Functional Level Considerations

Domain functionality enables features that affect the domain. In Windows Server 2008 R2
AD DS, the following domain functional levels are available:

®  Windows 2000 native
m Windows Server 2003
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= Windows Server 2008

= Windows Server 2008 R2

A default installation of the Windows 2008 R2 AD DS Server role will create a domain with
the Windows 2000 native functional level. You raise the functional level of a domain in the
practice later in this lesson. To decide whether you should raise the domain functional level,
you need to know what functional level supports all the domain controllers that currently exist

in your domain, as well as any domain controllers that are likely to be added to the domain.
Table 3-3 lists the domain functional levels and the domain controllers that each supports.

TABLE 3-3 Domain Functional Levels and Supported Domain Controllers

DOMAIN FUNCTIONAL LEVEL SUPPORTED DOMAIN CONTROLLERS

Windows 2000 native Windows 2000 Server
Windows Server 2003
Windows Server 2008
Windows Server 2008 R2

Windows Server 2003 Windows Server 2003
Windows Server 2008
Windows Server 2008 R2

Windows Server 2008 Windows Server 2008
Windows Server 2008 R2
Windows Server 2008 R2 Windows Server 2008 R2

If, for example, you have Windows Server 2003 domain controllers in your domain,
you cannot raise the domain functional level to Windows Server 2008. If all your domain
controllers are Windows Server 2008 R2 but you might need to add a Windows Server 2003
domain controller at a later date, you would be wise to postpone the decision to raise your
domain functional level past Windows Server 2003.

You need to balance these restrictions against the advantages you gain through raising
functional levels. For example, fine-grained password policies require a domain functional level
of at least Windows Server 2008 to work properly. To help you make the decision and plan
your domain functional levels, Table 3-4 lists the features that each functional level enables.

NOTE FIND OUT MORE ABOUT THE FEATURES

Table 3-4 lists the features, but it does not explain them—the table would be far too
long. Most of these features are explained elsewhere in this book. If you see a feature
that you do not recognize, consult this book’s index, the Windows Server 2008 and
Windows Server 2008 R2 Help files, or the Internet (for example, http://technet.microsoft
.com/en-us/library/cc787290(WS.10).aspx).
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TABLE 3-4 Features Enabled by Domain Functional Levels

DOMAIN FUNCTIONAL LEVEL

ENABLED FEATURES

Windows 2000 native

Windows Server 2003

Windows Server 2008

Windows Server 2008 R2

All default Active Directory features

Universal distribution and security groups

Group nesting

Group conversion

Security identifier (SID) history

All default Active Directory features

All Windows 2000 native domain functional level features
The domain management tool (Netdom.exe)

Logon time stamp update

Setting the userPassword attribute as the effective
password on the inetOrgPerson object and user objects

Redirecting the Users And Computers containers

Authorization Manager stores authorization policies
in AD DS

Constrained delegation

Selective cross-forest authentication

All default Active Directory features
All Windows Server 2003 domain functional level features

Distributed File System (DFS) replication support for
SYSVOL

Advanced Encryption Services (AES 128 and 256) support
for the Kerberos authentication protocol

Last Interactive Logon information

Fine-grained password policies

All default Active Directory features

All Windows Server 2008 domain functional level features
Authentication mechanism assurance

Automatic SPN management

Forest Function Level Considerations

Forest functionality enables features across all the domains in a forest. In Windows Server
2008 forests, the following forest functional levels are available:

= Windows 2000
m Windows Server 2003
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m  Windows Server 2008

m Windows Server 2008 R2

A default installation of the Windows 2008 R2 AD DS Server role that creates a new forest
will set the forest functional level to Windows 2000. You can raise the forest functional
level to Windows Server 2003, Windows Server 2008, or Windows Server 2008 R2. Forest
functional levels are less restrictive than domain functional levels with regard to the domain
controllers that can operate in the forest. However, you need to take account of both
domain and forest functional levels if you want to determine what domain controllers can
be supported or added. Table 3-5 lists forest functional levels and the domain controllers
each supports. Note that Windows NT 4 backup domain controllers can operate in an Active
Directory domain.

TABLE 3-5 Forest Functional Levels and Supported Domain Controllers

FOREST FUNCTIONAL LEVEL SUPPORTED DOMAIN CONTROLLERS
Windows 2000 Windows NT 4

Windows 2000 Server

Windows Server 2003

Windows Server 2008

Windows Server 2008 R2

Windows Server 2003 Windows Server 2003
Windows Server 2008
Windows Server 2008 R2

Windows Server 2008 Windows Server 2008
Windows Server 2008 R2

Windows Server 2008 R2 Windows Server 2008 R2

When you raise the forest functional level, domain controllers running earlier operating
systems cannot be introduced into the forest. For example, if you raise the forest functional
level to Windows Server 2003, domain controllers running Windows 2000 Server cannot
be added to the forest. The domain functional level cannot be less than the forest functional
level. For example, you cannot have a Windows 2000 native domain in a Windows
Server 2003 forest, but you can have a Windows Server 2008 R2 domain in a Windows 2000
forest.

Raising the functional level of a forest is a decision that requires careful planning.
You might be able to guarantee that you will not need to add a Windows Server 2003 domain
controller to a Windows Server 2008 domain, but can you guarantee that you will never be
called upon to add a Windows Server 2008 domain to a Windows Server 2008 R2 forest
(possibly as part of a company acquisition)?
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As with raising the domain functional level, you need to be aware of the advantages of
higher functional levels before you can make your final decision. Table 3-6 lists the features

enabled by each functional level.

TABLE 3-6 Features Enabled by Forest Functional Levels

FOREST FUNCTIONAL LEVEL

ENABLED FEATURES

Windows 2000
Windows Server 2003

Windows Server 2008

Windows Server 2008 R2

All default Active Directory features

All default Active Directory features
Forest trusts

Domain renaming

Linked-value replication

RODC deployment

Improved Knowledge Consistency Checker (KCC)
algorithms and scalability—such as improved intersite
topology generator (ISTG) algorithms

The ability to create the dynamicObject class in a domain
directory partition

The ability to convert an inetOrgPerson object instance
into a User object instance, and vice versa

The ability to create application basic groups and LDAP
query groups to support role-based authorization

All domains in the forest operate at the Windows Server
2003 domain functional level

All Windows Server 2003 features

All domains in the forest operate at the Windows
Server 2008 domain functional level

No additional features
All Windows Server 2008 features

All domains in the forest operate at the Windows
Server 2008 R2 domain functional level

Active Directory Recycle Bin

For example, the partner companies Coho Vineyard and Coho Vineyard and Winery plan
to combine their Active Directory structures into a single forest. All of Coho Vineyard's servers
have been upgraded recently to Windows Server 2008 R2. Coho Vineyard's managers foresee
considerable benefits from fine-grained password policies that will enable the company's
domain structure to be simplified to a single domain. As a long-term strategy, they want to
enable the Active Directory Recycle Bin so that accidentally deleted AD DS objects can be
recovered without the need to restore from backup. This is not an immediate requirement.
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Most of Coho Vineyard and Winery's servers, including all current domain controllers,
run Windows Server 2003. The company does not intend to promote any existing computers
running Windows 2000 Server to domain controllers, and neither does it have any plans
at present to upgrade its domain controllers to Windows Server 2008 R2. Coho Vineyard
and Winery currently has a single domain structure and has no plans to install multiple
domains. Both companies work very closely with Trey Research and plan to implement
cross-forest trusts with that company’s Windows Server 2003 forest.

In this situation, Coho Vineyard's redesigned domain can have a domain functional level
of either Windows Server 2008 or Windows Server 2008 R2. This enables the company to
use fine-grained password policy. At present, because the domain functional level of Coho
Vineyard and Winery must support Windows Server 2003 domain controllers, the forest
functional level cannot be raised beyond Windows Server 2003. Therefore, the Active
Directory Recycle Bin (which requires a forest functional level of Windows Server 2008 R2)
cannot be enabled. Coho Vineyard will probably choose a domain functional level of Windows
Server 2008 R2 in anticipation of being able to raise the forest functional level in the future.

Coho Vineyard and Winery's domain level can be set to Windows Server 2003 because
the company does not plan to add any Windows 2000 Server domain controllers. This in
turn allows the forest functional level of the new forest to be raised to Windows Server 2003,
enabling cross-forest trusts with Trey Research.

NOTE RAISING DOMAIN AND FOREST FUNCTIONAL LEVELS IN A PRODUCTION
ENVIRONMENT

You should raise the domain functional level on a global catalog server in the domain.
When all domains are at the required domain functional level, you should raise the forest
functional level on a global catalog server on the root domain.

Enabling the Active Directory Recycle Bin

To enable the Active Directory Recycle Bin, you first need to raise the domain functional

level of all the domains in your forest to Windows Server 2008 R2. You then raise your

forest functional level to Windows Server 2008 R2. You can then run the Active Directory
Module for Windows PowerShell as an administrator and enter a command based on the
Enable-ADOptionalFeature cmdlet to enable this feature. You do this in the practice session
later in this chapter. Note that ADWS needs to be running on a server running Windows
Server 2008 R2 in your domain and that TCP port 9389 needs to be open on that server if you
want to use the Active Directory Module for Windows PowerShell.

You can also use the Lpd.exe utility to enable the Active Directory Recycle Bin, but
Microsoft recommends using the Enable-ADOptionalFeature cmdlet. Note also that if you
enable the Active Directory Recycle Bin, every non-global catalog domain controller acts
like an Infrastructure Master. As a result, the Infrastructure Master Flexible Single-Master
(IM FSMO) placement no longer matters.
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MORE INFO ENABLE-ADOPTIONALFEATURE

For more information about the Enable-ADOptionalFeature Windows PowerShell cmdlet,
see http://technet.microsoft.com/en-us/library/ee617209.aspx.

MORE INFO DOMAIN AND FOREST FUNCTIONAL LEVELS

For more information about domain and forest functional levels, access http://technet
.microsoft.com/en-us/library/cc757019(WS.10).aspx and follow the links. Further
information is available at http://technet.microsoft.com/en-us/library/understanding-
active-directory-functional-levels(WS.10).aspx.

Planning Forest-Level Trusts

A forest trust (or forest-level trust) allows every domain in one forest to trust every domain in
a second forest. Forest trusts were introduced in Windows Server 2003 and can be one-way
incoming, one-way outgoing, or two-way. For example, you can configure all the domains in
Forest A to trust all the domains in Forest B by creating a one-way trust in either Forest B or
Forest A. If you also want all the domains in Forest B to trust all the domains in Forest A, you
need to create a two-way trust.

You can use forest trusts with partner or closely associated organizations. For example,
Coho Vineyard and Coho Vineyard and Winery might not choose to combine their Active
Directory structures into a single forest but instead might decide to use a forest trust to give
employees of one organization rights and permissions in the other.

Forest trusts can form part of an acquisition or takeover strategy. Northwind Traders
has acquired Litware, Inc. The eventual plan is to reorganize the domain structures of both
companies into a single forest, but until this process is complete, you might plan a forest trust
between the organizations.

You can also use forest trusts for Active Directory isolation. You might, for example, want
to run Exchange Server 2010 as part of a migration strategy to try out the new features
and familiarize your technical staff with them. However, you do not want to install Microsoft
Exchange Server 2010 into your production forest because this could affect your current
Exchange Server 2007 deployment. You can create a separate forest in which you can
run Exchange Server 2010, but access resources in your production forest while doing so,
by setting up a forest trust.

Planning Trust Type and Direction

The most common type of trust that operates across forests is the forest trust, and this is the
type of trust discussed in this lesson. You should, however, be aware of the other types of
trusts that can be set up with entities outside your forest. These include the following:

m Shortcut trust A forest trust will enable any domain in one forest to trust any domain
in another forest. However, if forests are complex, with several layers of child domains,
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a client in a child domain might take some time to locate resources in a child domain in
another forest, especially when the operation happens over a WAN link. If users in one
child domain frequently need to access resources in another child domain in another
forest, you might decide to create a shortcut trust between the two domains.

m External trust You set up a domain trust when a domain within your forest requires
a trust relationship with a domain that does not belong to a forest. Typically, external
trusts are used when migrating resources from Windows NT domains (many of which
still exist). Windows NT does not use the concept of forests, and a Windows NT domain
is a self-contained, autonomous unit. If you plan to migrate resources from a Windows
NT domain into an existing Active Directory forest, you can establish an external trust
between one of the Active Directory domains and the Windows NT domain.

m Realm trust If a UNIX realm uses Kerberos authentication, you can create a realm
trust between a Windows domain and a UNIX realm. This is similar to an external trust,
except that it is between a Windows domain and a UNIX realm.

When you have selected the type of trust you require—typically a forest trust because
shortcut, external, and realm trusts are used in specific situations—you then need to decide
whether the trust is one-way or two-way and, if the former, what the trust direction is.
One-way trusts can be incoming or outgoing.

If users in Forest A require access to resources in Forest B and users in Forest B require
access to resources in Forest A, you need to create a two-way trust. Because this is
bidirectional, you do not need to specify a direction.

If, however, users in Forest A require access to resources in Forest B but users in Forest B
do not require access to resources in Forest A, Forest A is the trusted forest and Forest B the
trusting or resource forest. Forest B trusts the users in Forest A and allows them to access
its resources. If you are creating a one-way forest trust in a resource forest, it is an incoming
trust. If you are creating a one-way forest trust in a trusted forest, it is an outgoing trust.

Imagine the trust as an arrow. The resources are at the point of the arrow. The users that
are trusted to use these resources are at the other end. Figure 3-8 shows this relationship.
The arrow is incoming at the trusting (resource) forest and outgoing at the trusted forest.

Incoming trust Outgoing trust
v

Resources Users

Trusting or resource forest Trusted forest

FIGURE 3-8 One-way forest trust relationship
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Creating Forest Trusts

Before you can create a forest trust, you need to ensure that the forest functional level of
both forests is Windows Server 2003 or later. (Forest functional levels were discussed earlier
in this lesson.) Your next step is to ensure that each forest's root domain can access the
root domain of the other forest. You need to create the required DNS records and use the
nslookup tool to ensure that you can resolve domain names in the other forest. You also
need to know the user name and password for an enterprise administrator account

(an administrator account in the root domain) in each forest, unless you are setting up only
one side of the trust and an administrator in the other forest is setting up the other end.

You create forest trusts by opening Active Directory Domains And Trusts from
Administrative Tools. You need to connect the tool to a domain controller in the forest root
domain. You then right-click the root domain in the tool’s left pane and click Properties.
On the Trust tab, click New Trust to start the New Trust Wizard.

The wizard prompts you to enter the domain, forest, or realm name of the trust. To create
a forest trust, you enter the domain name of the root domain in the forest with which you want
to establish the trust. The wizard asks if you are creating a realm trust or a trust with a Windows
domain; select the Windows Domain option. You are then given the choice between creating
a forest trust or an external trust. Choose the Forest Trust option and click Next.

At this point, the wizard asks you if you want to establish a one-way incoming, one-way
outgoing, or two-way trust. If, for example, you are creating a one-way trust in a resource
forest, the trust is incoming. (See Figure 3-8.) In practice, however, a two-way trust is typically
the most appropriate choice.

The wizard now asks if you want to configure only your own side of the trust or both sides
of the trust. An administrative password for both forest root domains is required to establish
the trust. If you have only the administrative password for your own domain, choose the
This Domain Only option, and the administrator of the other forest root domain repeats
the procedure at the other end. If you know both passwords, you can configure both sides
of the trust at the same time.

Next, you need to choose between Forest Wide Authentication and Selective
Authentication. Selective Authentication allows you to specify the authentication process
in more detail, but it involves a lot more effort. Typically, you will choose Forest Wide
Authentication.

MORE INFO SELECTIVE AUTHENTICATION

For more information about enabling Selective Authentication over a forest trust, see
http://technet.microsoft.com/en-us/library/cc794747(WS.10).aspx.

The wizard displays a summary of the options you have chosen. Click Next to establish
the trust. You can then confirm the link.
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Active Directory Federation Services

You can create forest trusts between two or more Windows Server 2008 R2 forests (or any
combination of Windows Server 2008 R2, Windows Server 2008, and Windows Server 2003
forests). This provides cross-forest access to resources that are located in disparate business
units or organizations. However, forest trusts are sometimes not the best option, such as
when access across organizations needs to be limited to a small subset of individuals. Active
Directory Federation Services (AD FS) enables organizations to allow limited access to their
infrastructure to trusted partners. AD FS acts like a cross-forest trust that operates over the
Internet and extends the trust relationship to Web applications (a federated trust). It provides
Web single sign-on (SSO) technologies that can authenticate a user over the life of a single
online session. AD FS securely shares digital identity and entitlement rights (known as claims)
across security and enterprise boundaries.

Windows Server 2003 R2 introduced AD FS and Windows Server 2008 expanded it. The
AD FS features introduced in Windows Server 2008 and retained in Windows Server 2008 R2
include the following:

m Improved application support Windows Server 2008 and Windows Server 2008 R2
integrate AD FS with Microsoft SharePoint Server 2007 and Active Directory Rights
Management Services (AD RMS).

® Improved installation AD FS is implemented in Windows Server 2008 and Windows
Server 2008 R2 as a server role. The AD FS Installation Wizard includes new server
validation checks.

m Improved trust policy Improvements to the trust policy import and export
functionality help to minimize configuration issues that are commonly associated
with establishing federated trusts.

AD FS extends SSO functionality to Internet-facing applications. Partners experience the
same streamlined SSO user experience when they access the organization’s Web-based
applications as they would when accessing resources through a forest trust. Federation
servers can be deployed to facilitate business-to-business (B2B) federated transactions.

AD FS provides a federated identity management solution that interoperates with
other security products by conforming to the Web Services Federation (WS-Federation)
specification. This specification makes it possible for environments that do not use Windows
to federate with Windows environments. It also provides an extensible architecture that
supports the Security Assertion Markup Language (SAML) 1.1 token type and Kerberos
authentication. AD FS can perform claim mapping—for example, modifying claims using
business logic variables in an access request. Organizations can modify AD FS to coexist
with their current security infrastructure and business policies.

Finally, AD FS supports distributed authentication and authorization over the Internet.
You can integrate it into an organization’s existing access management solution to translate
the claims that are used in the organization into claims that are agreed on as part of
a federation. AD FS can create, secure, and verify claims that move between organizations.
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It can also audit and monitor the communication activity between organizations
and departments to help ensure secure transactions.

MORE INFO AD FS

For more information about AD FS in Windows Server 2008 and Windows Server 2008
R2, access http://technet.microsoft.com/en-us/library/cc733115.aspx and follow the links.

Lesson Summary

Windows Server 2008 introduced a number of new AD DS features, including RODCs,
fine-grained security policies, and the data mining tool. These features continue to be
implemented in Windows Server 2008 R2.

RODCs can be installed in branch offices to improve logon and DNS resolution
in situations where a writable domain controller would be a security risk.

You can configure PSOs that hold password and account lockout policies different
from the domain policies. You can associate users or security groups with a PSO.

The data mining tool makes it possible for deleted AD DS or AD LDS data to be
preserved in the form of snapshots of AD DS taken by the VSS.

Windows Server 2008 introduced enhancements to MMC snap-in tools, including
Active Directory Users And Computers and Active Directory Sites And Services. These
features continue to be implemented in Windows Server 2008 R2.

Enhancements to AD DS auditing let you determine what AD DS changes have been
made and when these changes were made.

Windows Server 2008 R2 introduces new domain and forest functional levels. If you
raise a forest functional level to Windows Server 2008 R2, you can enable the Active
Directory Recycle Bin in that forest.

Forest-level trusts allow users in a domain in one forest to access resources in
a domain in a second forest.

Lesson Review

You can use the following questions to test your knowledge of the information in Lesson 1,
"Active Directory Directory Services.” The questions are also available on the companion CD
if you prefer to review them in electronic form.

NOTE ANSWERS

Answers to these questions and explanations of why each answer choice is correct

or incorrect are located in the “Answers” section at the end of the book.
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1. The root domain contoso.com has a domain functional level of Windows Server 2008.
All domain controllers in this domain run either Windows Server 2008 or Windows
Server 2008 R2. All of the other (non-domain controller) servers in the contoso.com
domain run Windows Server 2003 or Windows Server 2008. The two child domains,
denver.contoso.com and dallas.contoso.com, have domain functional levels of
Windows Server 2008 and Windows Server 2003, respectively. All domain controllers
in denver.contoso.com run Windows Server 2008. Some domain controllers in the
dallas.contoso.com domain run Windows Server 2003 and the rest run Windows Server
2008. All non-domain controller servers in both child domains run Windows Server
2003. Contoso's technical director is convinced of the advantages offered by an Active
Directory Recycle Bin. What do you need to do to activate this facility? (Each correct
answer forms part of the solution. Choose four.)

A. Upgrade all the Windows Server 2008 domain controllers on the contoso.com
domain only to Windows Server 2008 R2.

B. Ensure that every domain controller in all three domains is running Windows
Server 2008 R2.

C. Ensure that every domain controller in the contoso.com domain runs Windows
Server 2008 R2 and every domain controller in the two child domains runs
Windows Server 2008.

D. Set the domain functional level to Windows Server 2008 R2 on the root domain
only. Set the domain functional level to Windows Server 2008 on the two child
domains.

E. Set the domain functional level to Windows Server 2008 R2 on all three domains.

F. Raise the forest functional level to Windows Server 2008 R2 on a global catalog
server (domain controller) in the root domain.

G. Raise the forest functional level to Windows Server 2008 R2 on a global catalog
server (domain controller) in all three domains.

H. Run a command based on the Enable-ADOptionalFeature cmdlet.
I. Runacommand based on the Enable-ADAccount cmdlet.
J. Reconfigure IM FSMO placement.

2. You have created and configured a PSO that contains non-default account lockout
policies. To which entities can you apply this PSO? (Each answer is a complete solution.
Choose two.)

A. A global security group

B. A domain user account

C. AnOU

D. A global distribution group

E. A computer account

144 Planning Core Active Directory Infrastructure



3.

What tool can you use to view Active Directory data stored in snapshots?

A.
B.
C.
D.

SACL

PSC

AS DS data mining tool
AS DS Installation Wizard

You plan to migrate resources from a (past lifecycle) Windows NT 4 domain into
an existing Active Directory forest. What type of trust do you set up?

A.
B.
C.
D.

A forest trust
An external trust
A realm trust

A shortcut trust

You are a domain administrator at Litware, Inc. In collaboration with colleagues at
branch offices who are not domain administrators, you have set up RODCs in all of
Litware’s branch offices. The Password Replication Policy for one of the Litware RODCs
needs to be changed. How should this be done?

A.

Ask your branch office colleague who has the right to log on to the RODC at the
relevant branch to open Active Directory Users And Computers and ensure that

the tool is connected to her branch RODC. She can then change the settings on

the Password Replication Policy tab of the RODC's Properties dialog box.

Add the branch office user who has the right to log on interactively to the relevant
branch RODC to the Domain Admins group. Ask the user to log on to the RODC
and open Server Manager. He can then expand Configuration and access the
Password Replication Policy dialog box.

Connect to the relevant RODC by using Remote Desktop. Open Server Manager
and expand Configuration. Access the Password Replication Policy dialog box.

Open Active Directory Users And Computers and ensure that the tool is connected
to a writable domain controller at the head office. Locate the relevant RODC in
the Domain Controllers container and open its Properties dialog box. Make the
required change via the Password Replication Policy tab.

You are planning to create a two-way forest trust between your company forest
and the forest of a recently acquired organization. What minimum forest functional
level is required in both organizations?

Windows 2000
Windows 2000 native
Windows Server 2003
Windows Server 2008
Windows Server 2008 R2
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7. You plan to use the domain management tool (Netdom.exe) to rename a domain. All
of your domain controllers currently run Windows Server 2003, Windows Server 2008,
or Windows Server 2008 R2. You do not currently plan to upgrade the Windows Server
2003 domain controllers. What domain functional level supports this plan?

A. Windows Server 2008 R2
B. Windows Server 2008
C. Windows Server 2003
D. Windows 2000 native
E. Windows 2000 mixed
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Lesson 2: Active Directory Certificate Services

Certificate Authorities (CAs) are as important to your organization’s network infrastructure
as domain controllers, DNS, and Dynamic Host Configuration Protocol (DHCP) servers. In this
lesson, you learn how certificate templates affect the issuance of digital certificates, how to
configure certificates to be assigned to users automatically, and how to configure supporting
technologies such as Online Responders and credential roaming. A familiarity with these
technologies helps you integrate the use of certificates in your organization’s Windows
Server 2008 or Windows Server 2008 R2 environment.

After this lesson, you will be able to:

= Install and manage AD CS.

= Configure autoenrollment for certificates.
= Configure credential roaming.

= Configure an Online Responder for Certificate Services.

Estimated lesson time: 45 minutes

Types of Certificate Authority

When planning the deployment of Certificate Services in your network environment, you
must decide which type of CA best meets your organizational requirements. There are four
types of CA:

= Enterprise Root
m  Enterprise Subordinate
= Standalone Root
= Standalone Subordinate

The type of CA that you deploy depends on how certificates will be used in your environment
and the state of the existing environment. You have to choose between an Enterprise or
a Standalone CA during the installation of the Certificate Services role, as shown in Figure 3-9.
You cannot switch between any of the CA types after the CA has been deployed.

Enterprise CAs require access to Active Directory. This type of CA uses Group Policy to
propagate the certificate trust lists to users and computers throughout the domain and
publish certificate revocation lists (CRLs) to Active Directory. Enterprise CAs issue certificates
from certificate templates, which allow the following functionalities:

m Enterprise CAs enforce credential checks on users during the certificate enroliment
process. Each certificate template has a set of security permissions that determines
whether a particular user is authorized to receive certificates generated from that
template.
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FIGURE 3-9 Selecting an Enterprise or Standalone CA

m Certificate names are generated automatically from information stored within Active
Directory. The method by which this is done is determined by certificate template
configuration.

m  Autoenrollment can be used to issue certificates from Enterprise CAs, vastly
simplifying the certificate distribution process. Autoenrollment is configured through
applying certificate template permissions.

Enterprise CAs are fully integrated into a Windows Server 2008 or Windows Server
2008 R2 environment. This type of CA makes the issuing and management of certificates
for Active Directory clients as simple as possible.

Standalone CAs do not require Active Directory. When certificate requests are submitted
to Standalone CAs, the requestor must provide all relevant identifying information
and manually specify the type of certificate needed. This process occurs automatically
with an Enterprise CA. By default, Standalone CA requests require administrator approval.
Administrator intervention is necessary because there is no automated method of verifying
a requestor's credentials. Standalone CAs do not use certificate templates, which limits the
ability for administrators to customize certificates for specific organizational needs.

You can deploy Standalone CAs on computers that are members of the domain. When
installed by a user that is a member of the Domain Admins group, or one who has been
delegated similar rights, the Standalone CA’s information will be added to the Trusted Root
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Certificate Authorities certificate store for all users and computers in the domain. The CA will
also be able to publish its CRL to Active Directory.

Whether you install a Root or Subordinate CA depends on whether there is an existing
certificate infrastructure. Root CAs are the most trusted type of CA in an organization’s public
key infrastructure (PKI) hierarchy. Root CAs sit at the top of the hierarchy as the ultimate
point of trust and therefore must be as secure as possible. In many environments, a Root CA
is used only to issue signing certificates to Subordinate CAs. When not used for this purpose,
Root CAs are kept offline in secure environments to reduce the chance that they might be
compromised.

If a Root CA is compromised, all certificates within an organization’s PKI infrastructure
should be considered compromised. Digital certificates are ultimately statements of trust.
If you cannot trust the ultimate authority from which that trust is derived, it follows that you
should not trust any of the certificates downstream from that authority.

Subordinate CAs are the network infrastructure servers that you deploy to issue the
everyday certificates needed by computers, users, and services. An organization can have
many Subordinate CAs, each of which is issued a signing certificate by the Root CA. In the
event that one Subordinate CA is compromised, trust of that CA can be revoked from the
Root CA. Only the certificates that were issued by that CA will be considered untrustworthy.
You can replace the compromised Subordinate CA without having to replace the entire
organization’s certificate infrastructure. Subordinate CAs can be replaced, but a compromised
Enterprise Root CA usually means you have to redeploy the Active Directory forest from
scratch. If a Standalone Root CA is compromised, it also necessitates the replacement of
an organization's PKl infrastructure.

MORE INFO CERTIFICATE SERVICES OVERVIEW

For more information about Active Directory Certificate Services in Windows Server 2008 R2,
see http://technet.microsoft.com/en-us/library/cc755071.aspx.

Certificate Services Role-Based Administration

Because of the integral nature of Certificate Services to an organization’s security
infrastructure, many organizations use different staff members to manage different aspects
of Certificate Services. One team is responsible for managing the CA itself, and a different
team is responsible for managing the certificates that are issued by the CA. This separation
is implemented through the assignment of Certificate Services roles.

The two critical roles are the CA Administrator and the Certificate Manager. Roles are
designated by assigning permissions using the Security tab of the Properties dialog box of the
certificate server (the server performing the CA role). You assign the CA Administrator role by
granting the Manage CA permission to a user or group. Y